System SupportforSoftwareFaultTolerance in HighlyAvailableDatabaseManagementSystems Copyrightcfl1992 by MarkPaul Sullivan

System Support for Software Fault Tolerance in Highly Available

Database Management Systems by Mark Paul Sullivan

Abstract Today, software errors are the leading cause of outages in fault tolerant systems. System availability can be improved despite software errors by fast error detection and recovery techniquesthatminimizetotaldowntimeafteranoutage. Thisdissertationanalyzessoftware errors in three commercial systems and describes the implementation and evaluation of several techniques for early error detection and fast recovery in a database management system (DBMS).

The software errorstudy examines errors reportedby customers in three IBM systems programs: the MVS operating system and the IMS DBMS and DB2 DBMS. The study classi�es errors by the type of coding mistake and the circumstances in the customer’s environment that caused the error to arise. It observes a higher availability impact from addressing errors, such as uninitialized pointers, than software errors as a whole. It also detailsthefrequenciesandtypesofaddressingerrorsandcharacterizesthedamagetheydo.

The errordetection work evaluates the use of hardware write protection both to detect addressing-related errors quickly and to limit the damage that can occur after a software error. SystemcallsaddedtotheoperatingsystemallowtheDBMStoguard(write-protect)

2 some of its internal data structures. Guarding DBMS data provides quick detection of corrupted pointers and similar software errors. Data structures can be guarded as long as correctsoftwareisgivenameanstotemporarilyunprotectthedatastructuresbeforeupdates. The dissertation analyzes the effects of three different update models on performance, softwarecomplexity, anderrorprotection.

To improve DBMS recovery time, previous work on the POSTGRES DBMS has suggested usingastoragesystem basedon no-overwritetechniquesinsteadofwrite-aheadlog processing. The dissertation describes modi�cations to the storage system that improve its performance in environments with high update rates. Analysis shows that, with these modi�cationsandsomenon-volatileRAM, theI/OrequirementsofPOSTGRESrunninga TP1benchmarkwillbethesameasthoseofaconventionalsystem,despitethePOSTGRES force-at-commitbuffermanagement policy. The dissertation also presents an extension to POSTGRES to support the fast recovery of communication links between the DBMS and its clients.

Finally, the dissertation adds to the fast recovery capabilities of POSTGRES with two techniquesformaintainingB-treeindexconsistencywithoutlogprocessing. Onetechnique is similar to shadow paging, but improves performance by integrating shadow meta-data with index meta-data. The other technique uses a two-phase page reorganization scheme to reduce the space overhead caused by shadow paging. Measurements of a prototype implementation and estimates of the effect of the algorithms on large trees show that they willhave limitedimpacton datamanagerperformance.

i ii Acknowledgements gohere

Contents

ListofFigures vi ListofTables viii 1 Introduction 1 1.1 SoftwareFailuresand DataAvailability . . . . . . . . . . . . . . . . . . 1 1▷2 A Model of Software Errors Incorporating Error Propagation . . . . . . . 5 1▷3 Existing Approaches to Software Fault Tolerance . . . . . . . . . . . . . 8 1▷4 Organization of This Dissertation . . . . . . . . . . . . . . . . . . . . . 11 2 A Survey of Software Errors in Systems Programs 15 2▷1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15 2▷2 Previous Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18 2▷3 Gathering Software Error Data . . . . . . . . . . . . . . . . . . . . . . . 20 2▷3▷1 Sampling from RETAIN . . . . . . . . . . . . . . . . . . . . . . 24 2▷3▷2 Characterizing Software Defects . . . . . . . . . . . . . . . . . . 25 2▷4 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31 2▷4▷1 Error Type Distributions . . . . . . . . . . . . . . . . . . . . . . 32 2▷4▷2 Comparing Products by Impact . . . . . . . . . . . . . . . . . . 48 2▷4▷3 Error Triggering Events . . . . . . . . . . . . . . . . . . . . . . 50 2▷4▷4 Failure Symptoms . . . . . . . . . . . . . . . . . . . . . . . . . 57 2▷5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61 3 Using WriteProtected Data Structures in POSTGRES 64 3▷1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64 3▷1▷1 System Assumptions . . . . . . . . . . . . . . . . . . . . . . . . 66 3▷2 Models for Updating Protected Data . . . . . . . . . . . . . . . . . . . . 69 3▷2▷1 Overview of Page Guarding Strategies . . . . . . . . . . . . . . . 69 3▷2▷2 The Expose Page Update Model . . . . . . . . . . . . . . . . . . 73 3▷2▷3 The Deferred Write Update Model . . . . . . . . . . . . . . . . 76

CONTENTS iv

3▷2▷4 The Expose Segment Update Model . . . . . . . . . . . . . . . . 84 3▷3 Performance Impact of Guarded Data Structures . . . . . . . . . . . . . . 87 3▷3▷1 Performance of Guarding in a DBMS . . . . . . . . . . . . . . . 88 3▷3▷2 Performance of Guarding in a DBMS . . . . . . . . . . . . . . . 90 3▷3▷3 Reducing Guarding Costs Through Architectural Support . . . . . 95 3▷4 Reliability Impact of Guarded Data Structures . . . . . . . . . . . . . . . 98 3▷5 Previous Work Related to Guarded Data Structures . . . . . . . . . . . . 100 3▷6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103 4 Fast Recovery in the POSTGRES DBMS 106 4▷1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106 4▷2 A NoOverwrite Storage System . . . . . . . . . . . . . . . . . . . . . . 111 4▷2▷1 Saving Versions Using Tuple Differences . . . . . . . . . . . . . 113 4▷2▷2 Garbage Collection and Archiving . . . . . . . . . . . . . . . . . 116 4▷2▷3 Recovering the Database After Failures . . . . . . . . . . . . . . 124 4▷2▷4 Validating Tuples During Historical Queries . . . . . . . . . . . . 134 4▷3 Performance Impact of ForceatCommit Policy . . . . . . . . . . . . . . 135 4▷3▷1 Benchmark . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136 4▷3▷2 Conventional Disk Subsystem . . . . . . . . . . . . . . . . . . . 142 4▷3▷3 Group Commit . . . . . . . . . . . . . . . . . . . . . . . . . . . 144 4▷3▷4 NonVolatile RAM . . . . . . . . . . . . . . . . . . . . . . . . 145 4▷3▷5 RAID Disk Subsystems . . . . . . . . . . . . . . . . . . . . . . 147 4▷3▷6 RAID and the LogStructured File System . . . . . . . . . . . . 149 4▷3▷7 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152 4▷4 Guarding the Disk Cache . . . . . . . . . . . . . . . . . . . . . . . . . 153 4▷5 Recovering Session Context . . . . . . . . . . . . . . . . . . . . . . . . 156 4▷5▷1 Communication Architecture of POSTGRES . . . . . . . . . . . 157 4▷5▷2 Recovery Mechanism for POSTGRES Sessions . . . . . . . . . . 159 4▷5▷3 Restarting Transactions Lost During Failure . . . . . . . . . . . . 162 4▷6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165 5 Supporting Indices in the POSTGRES Storage System 168 5▷1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168 5▷2 Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173 5▷3 Support for POSTGRES Indices . . . . . . . . . . . . . . . . . . . . . . 175 5▷3▷1 Traditional Btree Data Structure . . . . . . . . . . . . . . . . . 176 5▷3▷2 Sync Tokens and Synchronous Writes . . . . . . . . . . . . . . . 177 5▷3▷3 Technique One. Shadow Page Indices . . . . . . . . . . . . . . . 178 5▷3▷4 Technique Two. Page Reorganization Indices . . . . . . . . . . . 186 5▷3▷5 Delete Merge and Rebalance Operations . . . . . . . . . . . . . 192 5▷3▷6 Secondary Paths to Leaf Pages. B linktree . . . . . . . . . . . . . 195 5▷3▷7 Dynamic Hashing for POSTGRES . . . . . . . . . . . . . . . . 199

CONTENTS v

5▷4 Concurrency Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . 200 5▷5 Using Shadow Indices in Logical Logging . . . . . . . . . . . . . . . . . 204 5▷6 Performance Measurements . . . . . . . . . . . . . . . . . . . . . . . . 209 5▷6▷1 Modelling The Effect of Increased Tree Heights . . . . . . . . . . 210 5▷6▷2 Measurements of the POSTGRES B linktree Implementation . . . 213 5▷6▷3 Estimating Additional I◁O Costs During Recovery . . . . . . . . 216 5▷7 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218 6 Conclusions 220 6▷1 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 224 6▷1▷1 Providing Availability for LongRunning Queries . . . . . . . . . 224 6▷1▷2 Fast Recovery in a Main Memory Database Manager . . . . . . . 225 6▷1▷3 Automatic Code and Error Check Generation . . . . . . . . . . . 226 6▷1▷4 High Level Languages . . . . . . . . . . . . . . . . . . . . . . . 227 Bibliography 229

List of Figures

1▷1 Causes of Outages in Tandem Systems . . . . . . . . . . . . . . . . . . 3 2▷1 DB2 Error Type Distribution . . . . . . . . . . . . . . . . . . . . . . . . 33 2▷2 IMS Error Type Distribution . . . . . . . . . . . . . . . . . . . . . . . . 33 2▷3 MVS Regular Sample Error Type Distribution . . . . . . . . . . . . . . . 34 2▷4 Control◁Addressing◁Data Error Breakdown DB2 IMS and MVS Systems 35 2▷5 Summary of Addressing Error Percentages in Previous Work . . . . . . . 37 2▷6 Distribution of the Most Common Control Errors . . . . . . . . . . . . . 40 2▷7 Distribution of the Most Common Addressing Errors . . . . . . . . . . . 43 2▷8 MVS Overlay Sample Error Type Distribution . . . . . . . . . . . . . . . 44 2▷9 DB2 Error Trigger Distribution . . . . . . . . . . . . . . . . . . . . . . 51 2▷10 IMS Error Trigger Distribution . . . . . . . . . . . . . . . . . . . . . . 51 2▷11 MVS Error Trigger Distribution . . . . . . . . . . . . . . . . . . . . . . 52 2▷12 Error Type Distribution for ErrorHandlingTriggered in DB2 . . . . . . . 56 2▷13 Error Type Distribution for ErrorHandlingTriggered in IMS . . . . . . . 56 2▷14 MVS Overlay Sample Failure Symptoms . . . . . . . . . . . . . . . . . 58 2▷15 MVS Regular Sample Failure Symptoms . . . . . . . . . . . . . . . . . 59 2▷16 IMS Failure Symptoms . . . . . . . . . . . . . . . . . . . . . . . . . . 59 2▷17 DB2 Failure Symptoms . . . . . . . . . . . . . . . . . . . . . . . . . . 60 3▷1 POSTGRES Process Architecture . . . . . . . . . . . . . . . . . . . . . 67 3▷2 Example of Extensible DBMS Query . . . . . . . . . . . . . . . . . . . 72 3▷3 Expose Page Update Model . . . . . . . . . . . . . . . . . . . . . . . . 75 3▷4 Deferred Write Update Model . . . . . . . . . . . . . . . . . . . . . . . 78 3▷5 Remapping to Avoid Copies in Deferred Write . . . . . . . . . . . . . . 83 3▷6 Costs of Updating Protected Records . . . . . . . . . . . . . . . . . . . 91 4▷1 Forward Difference Chain . . . . . . . . . . . . . . . . . . . . . . . . . 114 4▷2 Backward Difference Chain . . . . . . . . . . . . . . . . . . . . . . . . 114 4▷3 Creating an Overβow Page . . . . . . . . . . . . . . . . . . . . . . . . . 121

LIST OF FIGURES vii

4▷4 Tuple Qualiαcation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130 4▷5 Phases of the Client◁Server Communication Protocol . . . . . . . . . . . 159 5▷1 Conventional Btree Page . . . . . . . . . . . . . . . . . . . . . . . . . 176 5▷2 Shadowing Page Strategy . . . . . . . . . . . . . . . . . . . . . . . . . 179 5▷3 Shadowing Page Split . . . . . . . . . . . . . . . . . . . . . . . . . . . 180 5▷4 Two Page Splits During the Same Transaction . . . . . . . . . . . . . . . 180 5▷5 Page Split For Page Reorganization Btrees . . . . . . . . . . . . . . . . 188 5▷6 A merge operation on a balanced shadow Btree . . . . . . . . . . . . . . 193 5▷7 Normal B linkTree . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195 5▷8 WorstCase Inconsistent B linkTree . . . . . . . . . . . . . . . . . . . . . 196 5▷9 Height of Tree for Different Size Btrees . . . . . . . . . . . . . . . . . . 212

List of Tables

2▷1 Average Size of an Overlay . . . . . . . . . . . . . . . . . . . . . . . . 47 2▷2 Distance From Intended Write Address . . . . . . . . . . . . . . . . . . 48 2▷3 Operating System and DBMS Error Impacts . . . . . . . . . . . . . . . . 50 3▷1 Raw Costs of Guarding System Calls . . . . . . . . . . . . . . . . . . . 89 3▷2 Performance Impact of Guarding a CPUBound Version of POSTGRES . 93 3▷3 Performance Impact of Guarding an IOBound Version of POSTGRES . . 93 4▷1 Summary of I◁O Trafαc in a Conventional Disk Subsystem . . . . . . . . 143 4▷2 Group Commit in a Conventional Disk Subsystem . . . . . . . . . . . . . 145 4▷3 Summary of I◁O trafαc When NVRAM is Available . . . . . . . . . . . . 148 4▷4 Comparison of Random I◁Os in RAID and a Conventional Disk Subsystem 149 4▷5 Comparison of I◁Os in LFS RAID and a nonLFS Conventional Disk Sub system . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 151 5▷1 Insert◁Lookup Performance Comparison . . . . . . . . . . . . . . . . . . 214

Chapter 1

Introduction

1▷1 Software Failures and Data Availability

Commercial computer users expect their systems to be both highly reliable and highly available▷ Given a systemφs service speciαcation the system is reliable if does not deviate from the speciαcation when it performs its services▷ The system is available if it is prepared to perform the services when legitimate users requests them▷ A fault tolerant system is one that is designed to provide high availability and reliability in spite of failures in hardware or software components of the system▷ Once a fault tolerant system is in production it maintains high reliability through error detection halting an operation rather than providing an incorrect result▷ Fault tolerant systems achieve high availability by recovering transient state quickly after an error is detected minimizing down time to increase overall availability▷ Traditionally fault tolerant systems have focused on detecting and masking hardware

CHAPTER 1▷ INTRODUCTION 2 ↼material↽ faults through hardware redundancy ♭42♯▷ In todayφs fault tolerant systems however software failures rather than hardware failures are the largest cause of system outage ♭30♯▷ Figure 1▷1 compares outage distributions in three years of a αve year study of Tandem Corporationφs highly available systems▷ In the αgure outages are classiαed by the nature of the failure that caused the outage▷ Software outages are caused by failures of the operating system database management system or application software▷ Hardware outages are caused by double failures of hardware components including microcode▷ Errors made by the people who manage and maintain the system are separated into operator and maintenance errors since the systemφs owners controlled daytoday operations while Tandem was responsible for routine maintenance▷ Environment failures include αres βoods and power outages of greater than one hour▷ Tandemφs studies found that outages shifted over time from a fairly even mix across all sources to a distribution dominated by software failures▷ From 1985 to 1989 software went from causing 33ϱ of outages to 62ϱ▷ By 1989 the second and third largest contributors operations and hardware were at fault only 15ϱ and 7ϱ of the time respectively▷ For Tandem the trend is not due to worsening software quality but to success in curtailing outages caused by hardware and maintenance failures▷ Overall Tandemφs systems have gradually become more reliable, the mean time between system failures has risen from 8 years to 21 years▷ The reliability of the hardware components from which the systems are built has increased▷ Hardware redundancy techniques have gone a long way in detecting and masking faults when those hardware components do wear out▷ The increasingly

CHAPTER 1▷ INTRODUCTION 3

Figure 1▷1. Causes of Outages in Tandem Systems▷ The chart represents the results of three years of a αve year study▷ Outages are classiαed by the nature of the component that failed▷ The graph shows a dramatic shift to software as the primary cause of system outage▷ The bars for a given year do not sum to 100ϱ because the causes of some outages could not be identiαed▷

CHAPTER 1▷ INTRODUCTION 4 reliable hardware also needs less maintenance▷ When maintenance is required many of the maintenance tasks have been automated in order to limit the errors that the maintenance engineers can make▷ The rate of operator errors has remained constant but it should soon improve for some of the same reasons that maintenance error rates improved▷ Operator interfaces are becoming less complex hence operators are less likely to make mistakes▷ Over time more of the tasks currently done by operators will be automated as well which removes the opportunity for operator errors▷ Thus while progress in these areas has had a noticeable impact the growing dominance of software outages is making continued advances in nonsoftware fault tolerance less and less important▷ A second study from Tandem indicates another softwarerelated limit to system fault tolerance ♭29♯▷ Even when software does not cause the original outage it often determines the duration of the outage▷ Once an outage of any sort occurs the system must reestablish software state lost at the time of the failure▷ While the system is reinitializing it is unavailable to its users▷ A thorough approach to improving system availability must also address software restart time▷ This dissertation focuses on part of the software fault tolerance problem. improving the reliability and availability of the database management system ↼DBMS↽▷ The integrity and availability of data managed by a DBMS is usually an important feature of the environments in which fault tolerant systems are used▷ In Tandemφs outage study the DBMS accounted for about a third of the software failures ↼the remainder being divided between operating system communication software and other applications↽▷ While we focus on the DBMS

CHAPTER 1▷ INTRODUCTION 5 much of the work is applicable to other systems programs▷ Before presenting the approach to software fault tolerance taken in the dissertation this chapter introduces a model of errors and describes some existing software fault tolerance techniques▷ The model and some of the terms deαned in the αrst section below will be used throughout the dissertation▷ A review of the software fault tolerance literature is in the section following the description of the error model▷ The αnal section below outlines the remainder of the dissertation▷

1▷2 A Model of Software Errors Incorporating Error Prop

agation

The software error model used in this dissertation highlights one of the signiαcant differences between hardware and software failure modes error propagation▷ Using redundancy hardware components can detect their own errors and often recover without disturbing the system▷ Software errors on the other hand sometimes cause damage that is not detected immediately▷ The damaged system can initiate a sequence of additional software errors as it executes eventually causing the system to corrupt permanent data or fail▷ Error propagation complicates software failure modes making the code difαcult to reason about test and debug▷ Reproducing propagationrelated failures during debugging is difαcult since error propagation can be timing dependent▷ To explore software fault tolerance techniques in the DBMS we propose a model that

CHAPTER 1▷ INTRODUCTION 6 distinguishes between software errors based on the ways in which they propagate damage to other parts of the system▷ The model breaks software errors into three classes. control errors addressing errors and data errors▷ Control errors include programmer mistakes such as deadlock in which the point of control ↼the program counter↽ is lost or the program makes an illegal state transition▷ The only corruption that occurs is to the variables representing the current state of the program▷ Control errors can propagate only when the broken module communicates with other parts of the system▷ Addressing errors corrupt values that the faulty routine did not intend to operate on▷ An uninitialized pointer would be an addressing error for example▷ Propagation from addressing errors is the most difαcult to control since from the standpoint of the module whose data has been corrupted the error is Ψrandomν, it happens at a time when the module designers do not expect to communicate with the faulty module▷ Data errors corrupt the values computed by the faulty routine▷ A data error causes the program to miscalculate or misreport a result▷ Like control errors data errors can propagate only to modules related to the routine with the error▷ Unlike many addressing errors the source of the corruption in a data or control error can be tracked during debugging by examining the code that is known to use the corrupted data▷ In future database management systems the impact of the crossmodule error propaga tion caused by addressing errors may increase because of two trends in DBMS design. data manager extensibility and main memory resident databases▷ Extensible DBMSs include extended relational systems ♭70♯ objectoriented systems ♭6♯ and DBMS toolkits ♭14♯▷ An extensible DBMS lets users or database administrators add access methods operators and

CHAPTER 1▷ INTRODUCTION 7 data types to manage complex objects▷ Moving functionality from DBMS clients to the DBMS itself improves application performance but could worsen system failure behavior▷ Extensibility allows different object managers with varying degrees of trustworthiness to run together in the data manager▷ Every time one user on the system tries to use a new object manager or combine existing ones in a different way there is a risk of uncovering latent errors▷ Because of addressing errors this risk is not conαned to the person using the new feature, it affects the reliability and availability achieved by all concurrent users of the database▷ System designers have realized for some time that DBMS performance would improve dramatically if the database resided entirely in main memory instead of residing primarily on disk ↼e▷g▷ ♭20♯↽▷ Years ago main memory capacity was the factor limiting the appeal of main memory DBMSs▷ In highend systems today however main memories large enough to hold many databases are available and memory prices are dropping▷ Commercial systems still do not use main memory DBMSs probably because system designers believe that data stored main memory is more likely to be corrupted by errors than data stored on disk▷ Corruption due to hardware and power failures can be eliminated if existing redundancy techniques based on those discussed in ♭42♯ are applied to large main memories▷ Operator and maintenance errors could harm data on disk as easily as data in memory▷ This leaves software errors as the largest remaining reliability difference between diskresident databases memoryresident ones▷ In a main memory DBMS the danger of error propagation makes addressing errors one of the most important differences in the risk to data in main

CHAPTER 1▷ INTRODUCTION 8 memory and on disk▷

1▷3 Existing Approaches to Software Fault Tolerance

Current strategies for reducing the impact of software errors on systems fall into two classes. fault prevention and fault tolerance▷ System designers would obviously prefer not to have software errors at all than to invent techniques for tolerating them▷ Some software errors are prevented through modular design exhaustive testing and formal software veriαcation▷ A survey of error prevention techniques is presented in ♭57♯▷ Although most software designs incorporate one or more of these techniques the complexity and size of concurrent systems programs such as the operating system and database management system make error prevention alone insufαcient for achieving high system reliability and availability▷ Since fault prevention alone is not effective software fault tolerance techniques are used to detect and mask errors when they occur in the system▷ Like hardware fault tolerance software fault tolerance is usually based on redundancy▷ Because software errors are usually design errors rather than material failures redundancybased techniques have limited effectiveness in software▷ Redundant hardware components can be expected to fail independently but software design errors often do not cause failure independently in each redundant components▷ Most redundant software schemes only mask software errors triggered by hardware transients and unusual events such as interrupts that might arrive at the redundant components at different times▷

CHAPTER 1▷ INTRODUCTION 9 Systems that tolerate software faults usually employ either spatial redundancy tem poral redundancy or a hybrid of the two▷ Spatial redundancy uses concurrent instances of the program running on separate processors in the hope that an error that strikes in one instance will not occur in any of the others▷ In temporal redundancy the system tries to clean up any system state damaged by the error and retry the failed operation▷ Wulf ♭81♯ makes the distinction between spatial and temporal redundancy in a paper on reliability in the Hydra system▷ Nversion programming ♭3♯ is a famous spatial redundancy technique designed as a software analog of the triple modular redundancy ↼TMR↽ techniques commonly used for hardware fault tolerance▷ In NVersion programming there are several versions of a program each of which is designed and implemented by a different team of programmers▷ The N versions run simultaneously comparing results and voting to resolve conβicts▷ In theory the independent programs will fail independently▷ In practice multiple version failures are caused by errors in common tools errors in program speciαcation errors in the voting mechanism and commonalities introduced during bug αxes ♭78♯▷ Furthermore experimental work ♭43♯♭67♯ has indicated that even independent programmers often make the same mistakes▷ Not surprisingly different programmers αnd the same tasks difαcult to code correctly▷ For example different programmers often forget to check for the same boundary conditions▷ Most database management systems rely on temporal redundancy to recover from software errors▷ Most of recovery techniques surveyed in Haerder and Reuter ♭34♯ restore

CHAPTER 1▷ INTRODUCTION 10 the database to a transactionconsistent state in the hopes that the error does not occur▷ The database management systemφs clients then reinitiate any work aborted as a result of the failure▷ In ♭62♯ Randell describes a temporal redundancy method called recovery blocks▷ At the end of a block of code an acceptance test is run▷ If the test fails the operation is retried using an Ψalternateν routine▷ Ideally this is a reimplementation of the routine that is simpler but perhaps less efαcient than the original routine▷ Recovery blocks require fewer hardware resources than Nversion programs but may be ineffective for the same reasons as Nversion programs▷ Process pairing ♭7♯ is a hybrid between spatial and temporal redundancy in which an identical version of the program runs as a backup to the primary one▷ The primary and backup run as separate processes on different processors▷ In addition to masking unrepeatable software errors process pairs reduce the availability impact of hardware errors since the primary and backup run on different processors▷ If a hardware error causes the processor running the primary process to fail the backup process will take over the clients of the primary▷ Because only one team of programmers is required a process pair is considerably cheaper than an Nversion program▷ Auragen ♭13♯ used a similar scheme▷ Another spatial◁temporal redundancy hybrid method uses redundant data in the same address space to reconstruct data structures damaged by errors ♭76♯▷ When an error is detected during an operation on the data structure the structure is rebuilt using the redundant data and the operation is retried▷ A system can only tolerate software errors if these errors are detected in the αrst

CHAPTER 1▷ INTRODUCTION 11 place▷ The most common approach to error detection in systems programs is to lace the program with additional code that checks for errors▷ Sometimes these include data structure consistency checkers that pass over program data and examine it for internal consistency▷ By detecting errors quickly even systems without redundant components limit the chance that minor errors will propagate into worse ones▷ Unfortunately checking for errors is expensive▷ No published αgures are available regarding the cost of error checking in the DBMS but run time checks for array bounds overruns in Fortran programs can double program execution time ♭32♯▷ Furthermore the checkers themselves can have software errors▷ Error checking is not usually done systematically▷ The checking code has to be maintained as the software it checks is maintained▷ Implementing and testing error checkers increases development cost▷

1▷4 Organization of This Dissertation

The dissertation makes three contributions towards the goal of improving software fault tolerance in database management systems▷ First it assembles and analyzes a body of information about software errors that will be useful to software availability and reliability researchers▷ Second it describes the implementation and evaluation of a mechanism for detecting addressing errors that can be used in conjunction with existing adhoc consistency checkers▷ Finally it extends the DBMS fast recovery techniques of the POSTGRES storage system ♭69♯ in order to improve availability▷

CHAPTER 1▷ INTRODUCTION 12 Chapter Two examines error data collected after software failures at IBM customer sites in order to improve system designersφ understandings of the ways in which software causes outage▷ The chapter presents the results of two software error studies in the MVS operating system and the IMS and DB2 database management systems and compares these results to those of earlier software error studies▷ Chapter Two shows that 4055ϱ of the errors reported in these three systems were control errors while addressing and data errors were 2530ϱ and 1015ϱ respectively ↼others could not be classiαed according to the model↽▷ In addition to the control◁addressing◁data error breakdown Chapter Two provides αner grain classes that include more detail about exactly how the programmer made the error▷ The MVS study gives some speciαc information about the error propagation caused by addressing errors▷ For example these errors are more likely than other software errors to have high impact on the availability experienced by customers▷ Addressing errors in MVS tend to be small and often corrupt data very near the data structure that the software intended to operate on▷ This and other data presented in Chapter Two can be used to provide a larger picture of software failures in highend commercial systems that we hope will be useful to others studying fault tolerance and software testing outside of the context of the dissertation▷ Chapter Three focuses on the use of hardware write protection both to detect addressing related errors quickly and to limit the damage that can occur after a software error▷ System calls added to the Sprite operating system allow the DBMS to guard ↼writeprotect↽ some of its internal data structures▷ Guarding DBMS data provides quick detection of corrupted

CHAPTER 1▷ INTRODUCTION 13 pointers and array bounds overruns a common source of software error propagation▷ Data structures can be guarded as long as correct software is given a means to temporarily unprotect the data structures before updates▷ The dissertation analyzes the effects of three different update models on performance software complexity and error protection▷ Measurements of a DBMS that uses guarding to protect its buffer pool show two to eleven percent performance degradation in a debit◁credit benchmark run against a mainmemory database▷ Guarding has a two to three percent impact on a conventional disk database and readonly data structures can be guarded without any affect on DBMS performance▷ To lessen the availability impact of errors once they are detected the DBMS must restart quickly after such errors are detected▷ Chapter Four develops an approach to fast recovery centered on the POSTGRES storage system ♭69♯▷ The original POSTGRES storage system was designed to restore consistency of the disk database quickly but did not consider fast restoration of nondisk state such as network connections to clients▷ Chapter Four describes extensions to POSTGRES required for fast reconnection of the DBMS and its client processes▷ The chapter also describes a set of optimizations that reduce the impact of the storage system on everyday performance making fast recovery more practical for databases with high transaction rates▷ Finally Chapter Four presents an analysis of the I◁O impact of the POSTGRES storage system on a TP2 debit◁credit workload▷ This analysis shows that the optimized storage system does the same amount of I◁O as a conventional DBMS when a sufαcient amount of nonvolatile RAM is available▷ Chapter Five also widens the applicability of the POSTGRES fast recovery techniques

CHAPTER 1▷ INTRODUCTION 14 by extending the POSTGRES storage system to handle index data structures▷ While the POSTGRES storage system recovery strategies are effective for restoring the consistency of heap ↼unkeyed↽ relation without log processing different strategies must be taken for maintaining the consistency of more complex disk data structures such as indices▷ The two algorithms described in Chapter Five allow POSTGRES to recover Btree Rtree and hash indices without a writeahead log▷ One algorithm is similar to shadow paging but improves performance by integrating shadow metadata with index metadata▷ The other algorithm uses a twophase page reorganization scheme to reduce the space overhead caused by shadow paging▷ Although designed for the POSTGRES storage system these algorithms would also be useful in a conventional storage system as support for logical logging▷ Using these techniques POSTGRES Btree lookup operations are slower than a conventional systemφs by 35ϱ under most workloads▷ In a few cases POSTGRES lookups also require an extra disk I◁O▷ On the other hand the system can begin running transactions immediately on recovery without αrst restoring the consistency of the database▷ The sixth chapter concludes and describes some avenues for future research▷ Because the dissertation has four very distinct sections the literature review for each chapter will be included in the chapter▷ Together these chapters attack three problems of interest to fault tolerant system designers. they describe the character of software errors improve error detection and widen the applicability of some existing fast recovery techniques▷

Chapter 2

A Survey of Software Errors in Systems

Programs

2▷1 Introduction

Any technique for improving system reliability and availability has underlying it a model of system failure▷ A given technique is successful only if real systems fail in ways covered by the model▷ The introduction described a model of system failure based on three kinds of software errors that propagate errors in different ways▷ This model guided our approach to maintaining high availability in POSTGRES and motivated some of the techniques described in Chapters Three Four and Five▷ In this chapter we present an analysis of errors discovered in three commercial systems programs▷ The analysis helps to clarify the control◁addressing◁data error model hence the reliability and availability impact

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 16 of the techniques described in the dissertation▷ The chapter describes two studies of software errors identiαed in the MVS operating system and the IMS and DB2 database management systems▷ The data available for the studies comes from an internal IBM database of error reports▷ Each report was αled by a customer service representative when the software failed at a customer site in the αeld▷ The IBM programmers who repair a fault amend the error report with further details about the αx▷ The studies only considered errors for which αxes were eventually found▷ We classiαed the IBM error data in several different ways each considering the cause of an error from a slightly different perspective▷ Chapter Two concentrates on two of these classiαcations. error type and error trigger▷ The error type provides insight into the programming mistakes that cause software failures at customer sites▷ A better understanding of programming mistakes will help programmers recovery system designers and software tool designers to improve code quality▷ The error trigger illustrates the circumstances under which latent errors arise at customer sites▷ Since software testing is supposed to uncover these latent errors before the code is shipped to customers the trigger data should help show how testing strategies can be improved▷ The chapter also includes statistics on failure symptoms that characterize the way the system failed when it executed the faulty code▷ Because both the original data and the classiαcation process are prone to error studying several different programs was important▷ Each program provides a fairly independent error sample, the programmers and the people who wrote bug reports were different for each

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 17 one▷ MVS is not an ideal source of error data since it is an operating system not a database management system▷ However many of the resource management issues in DBMSs and OSs are the same▷ DBMS and OS programs also have similar size are written in similar systems programming languages and have the same kinds of concurrency availability and performance requirements▷ Given the available data MVS seemed a good choice for an additional source of error information▷ A second reason that MVS was chosen as a source of error data is that MVS maintenance programmers noted the existence of addressing errors in a standard way▷ In MVS the damage caused by an addressingrelated error is called an overlay by IBM αeld service personnel▷ Searching for error reports that use this term allowed us to collect a large sample of error reports that discuss addressingrelated errors▷ These error reports could be compared to MVS error reports as a whole▷ Because the error detection mechanism described in Chapter Three only affects addressing errors it was important to gather as much additional information as possible about the character of addressing errors▷ The chapter is organized as follows▷ Section Two summarizes several related software error studies▷ Section Three describes the data used in the IBM studies and the classiαcation systems used to characterize the data▷ Section Four presents the results of the studies and Section Five summarizes the implications of these results for our system availability techniques▷ For additional details about the studies themselves see ♭73♯ which compares addressing errors to errors overall in MVS and ♭74♯ which focuses on control errors and discusses differences between operating system and database management system errors▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 18 2▷2 Previous Work

We would have liked to use a survey of data collected and analyzed by other researchers to evaluate the effectiveness of the POSTGRES error detection techniques rather than gather our own data▷ Unfortunately error studies are often difαcult to adapt to purposes other than the ones that the original researchers had in mind▷ Several early error studies tried to show the importance of clear software speciαcations for improved code quality▷ Endres ♭24♯ studied software errors found during internal testing of the DOS◁VS operating system▷ His classiαcation was oriented towards differentiating between highlevel design faults and lowlevel programming faults▷ Glass ♭28♯ provides another highlevel speciαcation oriented picture of software errors discovered during the development process▷ Neither study gave much detail about what kind of coding errors caused the programs to fail so neither is of much help to us▷ Another important reason why existing surveys of software errors are not ideal for studying system availability is that they focus only on errors discovered during the system test and code development phases of program life cycles▷ The errors that actually affect availability are the ones discovered at customer sites after development and testing are complete▷ Another early error study ♭77♯ provides some of the same level of error analysis that our study provides but on errors discovered during the testing and validation phases▷ Basili and Perricone study the relationship between software errors and complexity in Fortran programs ♭8♯▷ Their study αnds a predominance of errors in interfaces between modules but the study also focuses on development and test phases▷ In ♭44♯ Knuth

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 19 describes both design and coding errors uncovered in his TeX text processing program▷ The presentation includes some efforts at fault categorization but is largely a collection of anecdotes▷ It is less applicable than the other studies since the program was written by one person rather than a team of programmers and it is a very different application from database manager▷ Like the other studies it covers mostly program development and early test phases▷ A few researchers have examined failures in system software at customer sites but they provide little detail about the types of software errors that led to the failure▷ One example is Levendelφs study of the software that manages the ESS5 telephone switch ♭49♯▷ The study does not break errors into classes but instead uses error data to estimate the effectiveness of some standard reliability metrics▷ These metrics use trends in bugαx rates to guess how many more errors remain in a given piece of code▷ Managers can use this information to make decisions about release dates but it is not the kind of information that can be used to evaluate potential error detection or recovery strategies▷ Several studies used data from error logs to track failures at customer sites ♭58♯♭39♯♭15♯▷ Error log records are generated automatically by the system after a program fails▷ Because the log entries are generated automatically they give extremely highlevel representations of the error▷ For example the log entry might be a code indicating that the program tried to store into an invalid address▷ The error log does not include the semantic information about the error needed to determine what the programmer did wrong▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 20 2▷3 Gathering Software Error Data

The data available for our studies came from an IBM internal αeld service database called REmote Technical Assistance Information Network ↼RETAIN↽▷ RETAIN serves as a central database for hardware problems software problems bug αxes and release information▷ When an IBM system fails IBM service personnel use RETAIN to determine if the same failure has occurred at another site▷ If so information stored in RETAIN identiαes a tape containing a αx for the problem▷ If the problem has never occurred before people must be assigned to track down and repair the fault that caused the failure▷ It is quite possible for the same fault to occur at multiple sites▷ Although IBM αxes errors as soon as possible when they are detected customers often delay installing the αxes until their systems have to be taken down for other reasons such as maintenance▷ In these cases the customer prefers to risk the occurrence of a known bug rather than suffer periodic additional outages to install αxes▷ When a new software error has arisen in an IBM product a customer service person αles an Authorized Program Analysis Report ↼APAR↽ describing the fault in RETAIN▷ Every APAR identiαes a few standard attributes associated with the faulty software such as the type of machine running the software the software release number a symptom code describing the failure and a severity rating▷ The service person αling the APAR also adds a text description of the fault if any information is available▷ After the error is repaired one of the programmers responsible for the repair writes a description of the αx and amends the initial problem description and severity rating▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 21 An APAR does not contain standardized αelds identifying the Ψcauseν of a fault▷ Seman tic information about the fault and the circumstances under which it arises is only contained in the APAR text▷ The text is oriented toward future RETAIN searches by IBM service personnel after the fault occurs at a different site▷ Often it contains more information about the effects of the fault than about the fault itself▷ IBM saves an APAR for each distinct fault that occurs in its software products but the APAR does not include an accurate count of the frequency with which that error occurs▷ Problem Reports or PMRs are αled for each customer outage whether it is caused by a unique fault or not▷ Since PMRs include a αeld for the APAR associated with a given software problem they could be used in theory to determine the frequency of observed faults▷ PMRs however are not retained by IBM for more than a few months▷ Also the accuracy of some PMRAPAR associations is questionable▷ If an untraceable software error occurs IBM service and the customer site will often agree to reboot the newest version of the software and hope for the best▷ If the fault was transient the error will seem to go away even if the new software does not contain a αx▷ Earlier studies such as ♭29♯ suggest that transient software faults are fairly frequent▷ Some software errors are worse from the customerφs perspective than others so it would be a mistake for the error studies to give all APARs in RETAIN equal weight▷ APARS describing errors with little or no impact on availability were discarded in our studies▷ These included suggestions for user interface changes and errors which affected the presentation but not the content of program results ↼e▷g▷ garbage characters are printed

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 22 to the terminal after the prompt↽▷ Errors with especially high impact were singled out to be examined in more detail▷ RETAIN does not identify high impact errors directly but several standard APAR attributes can be used to estimate the impact of the error described▷

Severity Code is supposed to indicate how badly inconvenienced the customer was by the outage▷ It is also used do indicate the priority of the bug to the people who assign maintenance programmers to αx it▷ Severity one APARs have the worst affect on availability▷ The customer has stated that work at his or her site cannot progress until the fault is αxed▷ Severity two errors have customer impact but have lower priority to the maintenance teams because the customer has found a circumvention or temporary solution to the fault▷ Severity three and four APARS correspond to lesser damage and can range from annoyance to look and feel or interface problems▷ HIPER The HIghly PERvasive error βag is assigned by the change team that αxes the faulty code▷ HIPER software errors are those considered likely to affect many customer sites δ not just the one that αrst discovered the error▷ Flagging an error as HIPER provides a message to branch ofαces to encourage their customers to upgrade with this αx▷ IPL errors destroy the operating systemφs recovery mechanism and require it to initiate an Initial Program Load ↼IPL↽ or Ψreboot▷ν An IPL is clearly a high impact event since it can cause an outage of at least 15 minutes▷ This metric is probably the most objective of the impact measurements since there is little room for data inaccuracy▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 23 While labeling an error HIPER or severity one is a judgement call the occurrence of IPL is difαcult to mistake▷ Note that IPL is an effective impact estimator for MVS but in the DBMS error study there were no errors that cause the operating system to IPL▷ DB2◁IMS errors in which the DBMS failed and had to restart should be counted as high impact but this information was not always included in the APAR▷

Using these impact estimators RETAINφs APARs can be broken into three groups▷ Low impact APARs with severity ratings of three and four were discarded from the study▷ Severity two APARs were serious enough to be considered in the study but not labeled as high impact▷ Errors βagged as HIPER IPL or severity one are considered high impact errors▷ When error distributions are presented later in the chapter high impact errors will be singled out and presented separately▷ The MVS study uses error data from the MVS Operating System for the period 1986 1989 representing several thousand machine years of execution▷ It only includes errors in the operating system and some of the lowlevel software products that are bundled with it▷ The IMS and DB2 APARs were drawn from those recorded against those two database management systems in the years 19871990▷ The second study took errors from a later period because it was conducted a year later and because DB2 was not mature enough in 1986 to have a large APAR base▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 24 2▷3▷1 Sampling from RETAIN

If it were possible to classify APARs using software each of the APARs in RETAIN associated with MVS IMS and DB2 could be classiαed in order to αnd the complete distribution of errors for those products▷ RETAIN provides some help in this regard▷ It allows users to identify subsets of APARs using simple keyword searches on the keyed αelds ↼e▷g▷ HIPER severity↽▷ Keyword searches allow us to report customer impact statistics based on the entire population of APARs associated with each product▷ The error type and triggering event unfortunately are too complex to identify without reading the APAR text and extracting fault information from the change teamφs problem description▷ Classifying the thousands of available APARs to get this information would be beyond the resources available for this study▷ Therefore we sampled from the population of available APARs in order to restrict the number of APARS to be read▷ For the MVS study we constructed two sets of APARs δ the regular sample and the overlay sample▷ To gather the regular sample we drew 150 APARs from the population of all severity one or two APARs from 19861989 αled against MVS▷ To derive the overlay sample we could not just take the subset of MVS APARs that involved overlay errors since the MVS sample itself was so small▷ Instead we searched the text parts of the APAR for strings containing words such as Ψoverlayν and Ψoverlaid▷ν From this restricted set of APARs we drew APARs that were potential overlays▷ IBM software engineers use the term overlay to mean Ψstored on top ofν data currently in memory so occasionally the overlay is legitimate behavior unrelated to the error described▷ Further reading allowed us to weed

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 25 out APARs in which the overlay was not caused by broken software leaving 91 overlay APARs▷ For the DBMS study we randomly sampled 201 of IMSφs severity one and two APARs and 222 of DB2φs▷ The MVS regular sample is not taken in the straightforward way because of a sampling error in the initial phases of the αrst study▷ We had αrst planned to examine only severity one APARs▷ Later we realized that severity two errors had a high enough customer impact that it would be a mistake to ignore them in the study▷ To overcome this problem we pulled a second independent random sample from the population of severity two APARs▷ We then combined the results from the severity one and two samples in the proportion they are represented in the population▷ We used bootstrapping ♭21♯ to combine the samples rather than a simple weighted average▷ Bootstrapping is a common statistical technique that does not build in any assumptions about the distribution of the parent population as would a weighted average▷

2▷3▷2 Characterizing Software Defects

The error studies approach the Ψcauseν of an error from both the standpoint of a programmer◁recoverymanager and from the standpoint of a system test designer▷ Error type is the low level programming mistake that led to the software failure▷ The error trigger classiαcation was meant to give insight into the software testing process▷ Both IBM and its customers test software thoroughly before the customer relies heavily enough on the software for its failures to have an impact▷ When an error arises at a customer site

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 26 some aspect of the customerφs execution environment must have caused the defective code to be executed even though the same code was never executed during system test▷ The error trigger classiαcation distinguishes the different kinds of events that cause errors that remained dormant during testing to surface at the customer site▷ Better understanding of these triggering events should improve the testing process▷ To identify error type and error trigger classes we made several passes through the sample looking for commonalities in the errors▷ Once some general categories were chosen we read each APAR more carefully placing it into one of the possible categories for error type and one category of error trigger▷ Each of the APARs in the samples was associated with only one error type and error trigger even though the same APAR occasionally mentioned several related faults in the software▷ After classifying the APARs we found several categories with one or two APARs in them which we merged into larger more general classes▷ Several of the one and two APAR categories were grouped together into an ΨOtherν category when they could not reasonably be grouped together with APARS of a more meaningful error type▷

Error Types

A few programming errors caused most of the errors in the programs we studied▷ These were the error types deαned during the study of MVS.

Allocation Management . One module deallocates a region of memory while the region is still in use▷ After the region is reallocated the original module continues to use it

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 27 in its original capacity▷ The few errors in which the memory region allocated was too small for the data to be stored in it were counted as allocation management errors as well▷

Copying Overrun . The program copies bytes past the end of a buffer▷ Data Error . An arithmetic miscalculation or other error in the code makes it produce or read the wrong data▷ Pointer Management . A variable containing the address of data was corrupted▷ For example a linked list is terminated by setting the last chain pointer to NIL when it should have been set to the head element in the list▷ Statement Logic . Statements were executed in the wrong order or were omitted▷ For example a routine returns too early under some circumstances▷ Forgetting to check a routineφs return code is also a statement logic error▷ Synchronization . An error occurred in locking code or synchronization between threads of control▷ Type Mismatch . A αeld is added to a message format or a structure but not all of the code using the structure is modiαed to reβect the change▷ Type mismatch errors also occur when the meaning of a bit in a bit αeld is redeαned▷ Undeαned State . The system goes into a state that the designers had not anticipated▷ For example the program may have no code to handle an endofsession message which

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 28 arrives before the session is completely initialized▷ Uninitialized Variable . A variable containing either a pointer or data is used before it is initialized▷ Other . Several error categories which had few members were combined into a single category called Other▷

Unknown . The error report described the effects of the error but not adequately enough for us to classify it▷

During the DBMS study we added three error types to the set used to classify MVS▷ The additional error types represent a reαnement to the classiαcation system based on the data in the second study▷ Errors from each of these classes were present in MVS but uncommon so they fell into the Other class in the original MVS study▷

Interface Error . A moduleφs interface is deαned incorrectly or used incorrectly by a client▷ Memory Leak . The program does not deallocate memory it has allocated▷

Wrong Algorithm . The program works but uses the wrong algorithm to do the task at hand▷ Usually these were performancerelated problems▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 29 Error Triggering Events

This classiαcation describes the circumstances which allowed a latent error to surface in the customer environment▷ For every error in the sample we assigned one of the following trigger events.

Workload . Often software failures occur under limit conditions▷ Users can submit requests with unusual parameters ↼e▷g▷ please process zero records↽▷ The hardware conαguration may be unique ↼e▷g▷ system is run with a faster disk than was available during testing↽▷ Workload or system conαguration could be unique▷ ↼e▷g▷ too little memory for network message buffering↽▷ Bug Fixes . An error was introduced when an earlier error was αxed▷ The αx could be in error in a way that is triggered only in the customer environment or the αx could uncover other latent bugs in related parts of the code▷ Client Code . A few errors occurred when errors were propagated from application code running in protected mode▷ In order for these to appear in the APARs that we sampled the code for recovering from the propagated error would have had to contain a fault▷ Recovery or Exception Handling . Recovery code is notoriously difαcult to debug and difαcult to test completely▷ The DBMS data distinguishes full DBMS recovery ↼using the log↽ from cleanup after transient errors ↼exception handling↽▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 30 Timing . Timing triggers are an important special case of workload triggers in which an unanticipated sequence of events directly causes an error▷ An error that only occurs when the program is interrupted at an inopportune moment would be a timing triggered error▷ Unknown . The triggering event could not be determined from the available data▷

Failure Symptom Codes

When an APAR is opened a symptom code is recorded describing one of the external effects of the fault▷ This αeld is often used by customer service personnel to search for an existing αx when an error is αrst discovered▷ They focus on symptoms because symptoms are usually the best information available about a fault when it αrst occurs▷ The symptom code of an APAR was not assigned as part of our APAR studies, we simply used and analyzed data already present in RETAIN▷ Also a single failure may have many symptoms▷ Maintenance programmers decide which is the most interesting one to record in the APAR symptom code αeld▷ ΨInterestingν failure symptoms for the maintenance programmer may not be interesting for fault tolerance research▷ For example the unusual error message that the system printed to the screen before it went into an inαnite loop might be recorded as the failure symptom rather than the inαnite loop itself▷ Failure symptoms fall into these classes.

ABEND . An abnormal program termination occurred▷ The currently running application program failed and must be restarted▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 31 Address Error . The system fails after trying to use a bad address▷ Endless Wait . Processes wait for an event that will never occur▷ Incorrect Output . The system produces incorrect output without detecting the failure▷ Inαnite Loop . The system goes into an inαnite loop▷ Error Message . The system cannot perform the requested function but prints an error message on the screen and performs local recovery rather than ABENDing

2▷4 Results

We describe the results of the two IBM studies together in the following section comparing MVS IMS and DB2 wherever possible▷ The results section is divided into four subsections based on the different APAR categorization schemes deαned in Section 2▷3▷ The largest of these four subsections discusses error type the categorization based on types of programmer mistakes▷ The error type subsection gives breakdowns of controladdressing and data errors in order to provide a better understanding of the error propagation model given in Chapter One▷ It also gives αnergrain description of programmer errors based on the error types deαned in Subsection 2▷3▷2▷ The next subsection which describes error triggering events will be of most interest to system test suite designers▷ However it is also of interest in recovery system design because it indicates the frequency of repeatable software errors▷ The third subsection compares the number of high impact errors in the

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 32 DB2 IMS MVS overall and MVS overlayonly APAR samples▷ The fourth subsection gives the failure symptoms that describe the system behavior after the error occurred▷

2▷4▷1 Error Type Distributions

Figures 2▷1 and 2▷2 summarize the error type distributions for each database management system▷ Figure 2▷3 shows a breakdown of error types from the regular sample in the MVS study▷ Each αgure shows two distributions. one for availabilityrelated APARs as a whole and one for high impact APARs▷ The high impact distribution is superimposed on the overall distribution since the high impact APARs are a subset of the overall APAR sample▷ Each bar in the αgure represents one of the error types deαned in Section 2▷3▷2▷ The length of the bar shows the number of errors represented in the APAR sample which were caused by that type of error▷ In both DBMS products undeαned state a control error was the largest error type▷ In IMS undeαned state errors accounted for 40ϱ of the whole and 29ϱ of the high impact errors▷ The next largest class was pointer management an addressing error which accounted for 11ϱ of the APARs sampled▷ In DB2 undeαned state accounted for 20ϱ of APARs and 18ϱ of the high impact ones▷ DB2φs next highest class overall was again pointer management errors with 10ϱ▷ Undeαned state was an important source of errors in MVS but it did not dominate the error type distribution as much as in IMS and DB2 ↼17ϱ of the whole and 25ϱ of the high impact errors↽▷ The pointer management class in MVS was 12ϱ of errors about the same as it was in the two DBMSs▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 33

Figure 2▷1. DB2 Error Type Distribution▷

Figure 2▷2. IMS Error Type Distribution▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 34

Figure 2▷3. MVS Regular Sample Error Type Distribution▷

The remainder of this subsection explores the error type data in greater detail▷ First we combine error types into the broader classes of control addressing and data error used in the model in Chapter One▷ Next we describe the programming mistakes that led to control errors and to addressing errors▷ The subsections focus on undeαned state errors since they dominate the control error distribution and on the kinds of error propagation that result from addressing errors▷

Control◁Addressing◁Data Error Model

Figure 2▷4 groups the errors in the three products into the categories of controlrelated errors addressingrelated errors datarelated errors and unclassiαed errors▷ To produce Figure 2▷4 error type categories deαned in Section 2▷3▷2 were combined into the cate

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 35

Figure 2▷4. Control◁Addressing◁Data Error Breakdown DB2 IMS and MVS Systems▷

gories of the control◁addressing◁data model▷ Errors in the unclassiαed group were largely performancerelated problems ↼e▷g▷ Wrong Algorithm↽ and errors in the Ψunknownν and Ψotherν categories▷ The MVS study has the largest fraction of unclassiαed APARs in part because it was the αrst study and our error types were less welldeαned during that study▷ The Yaxis in this chart shows the percentage of errors from each productφs sample that fall into each class not the absolute number of APARs▷ MVS in this chart is the MVS regular sample▷ In all three products control errors make up the most signiαcant fraction of errors and addressing errors the second most signiαcant▷ Control errors are more common than the other two composing 40ϱ to 55ϱ of the total for each product▷ A much larger fraction

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 36 of the IMS errors are controlrelated than errors in the other two products▷ In part this is because IMS was late in the product life cycle during the time covered by the study▷ Few new features are added to IMS any more so most of the changes to the code occur during maintenance▷ From the data it seems that maintenance programmers have difαculty understanding all of the implications of a given change to the control βow of the program▷ DB2 has more data errors than the other two products▷ Many of these errors were mistakes in calculating the cost of a prospective query plan during the planning stage of query execution▷ Because this data comes from errors discovered once the software had been released to customers there are two possible causes for the error distributions in Figure 2▷4▷ Possibly the distributions represent the frequency with which each kind of programming mistake occurs▷ Programmers may simply be more likely to make control errors than data errors▷ A more likely explanation of the αgure however is that some errors such as data errors are detected relatively easily during program development and test by standard debugging techniques▷ Hence the distribution in the αgure is skewed towards the errors that are hardest to detect during normal development and test▷ As will be shown below control errors often occur during error handling▷ If the error condition is difαcult to generate during system test the error handling code might not be fully tested▷ Incomplete testing may prevent some addressing errors from being uncovered early as well▷ Addressing errors sometimes cause corruption of storage that is near a data structure managed by faulty code▷ The order in which data structures are allocated may determine which one is damaged by the

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 37

Figure 2▷5. Summary of Addressing Error Percentages in Previous Work▷

error▷ Because testing cannot cover all allocation orders the error may never occur during development and test▷ In Chapter One we suggested that addressingrelated errors were the most dangerous error class in terms of error propagation▷ An addressing error can corrupt data unre lated to the module in which the error occurs hence can be difαcult to αnd and remove▷ Addressingrelated errors including copy overruns allocation management pointer man agement problems and uninitialized pointers make up 25 to 30 percent of the APARs αled against IMS MVS and DB2▷ This is consistent with several other studies of software errors in operating systems summarized in Figure 2▷5▷ The published studies in the αgure are from DOS◁VS ♭24♯ and MVS ↼one from ♭79♯ and two from ♭58♯↽▷ The Unpublished I study was a survey of errors reported in the 4▷1◁4▷2 releases of BSD UNIX ♭72♯▷ The Unpublished II

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 38 operating system error study was conducted internally at a company that would not allow the release of its name▷ Control and data errors are not pictured because the studies in the αgure did not categorize errors in a way that mapped to the control◁addressing◁data error model▷ Each study identiαed some errors as addressingrelated however which allows some comparison between these studies and our own▷ The BSD study showed many fewer addressingrelated errors than the other studies▷ Most of the errors in the BSD study were synchronization or conαguration problems related to device drivers and network protocols▷ The error report information available did not distinguish between errors discovered in test phase and productionuse phase and many of the device driver problems would probably have been discovered during testing in a commercial enterprise with a large inhouse quality assurance group▷ If we could consider only posttestphase software errors in BSD the fraction of addressing errors might be closer to that seen in the other studies▷ Together the available information on programmer mistakes suggests that at least twenty to thirty percent of the faults that cause systems to fail involve addressing errors▷ Thirty percent may not be an upper bound since these studies usually only report addressing errors when they are the primary cause of a software failure▷ Even in the APAR data an error report describing a control or data error will occasionally mention that the system failed with an address trap indicating that secondary addressing errors occurred but were considered too unimportant to describe in the APAR▷ The next four subsections describe control and addressing errors in more detail▷ The

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 39 αrst subsection lists the major causes of control errors▷ The second details the dominant control error undeαned state▷ The third subsection gives the distribution of addressing error types along with some examples and the fourth describes some additional information on addressing errors gathered in the MVS overlay study▷

Characterizing Control Errors

Figure 2▷6 shows the distributions of the most common of the controlrelated error types for each of the IBM products studied▷ Each bar in the αgure represents one of the error types deαned in Section 2▷3▷2▷ The MVS bars represent error type distributions in the MVS regular sample not the overlay sample▷ The MVS sample has no memory leak errors because memory leak was not selected as an error type until the DBMS error study▷ There were memory leak errors in MVS but so few that we did not identify it as a separate error type during the study▷ Memory leak counts as a control error because these errors eventually cause the system to be reinitialized in order to allow reallocation the memory lost in the leak▷ For each of the products undeαned state is the most common control error▷ Synchronization related errors are fairly common in DB2 and MVS▷ The DB2 synchronization errors usually occur when DB2 is used interactively and they are often related to cleanup after errors▷ Clean up after the user cancels a command from the keyboard caused some synchronization problems in DB2 also▷ MVS synchronization errors were usually related to communica tion protocols although some of the highest impact ones were errors in interrupt handlers▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 40

Figure 2▷6. Distribution of the Most Common Control Errors▷

Because the majority of control errors in the DBMS are caused by undeαned state the next subsection describes these errors in some detail▷

DBMS Undeαned State Errors

An undeαned state error occurs when an event in the program execution environment arises which the program has not anticipated▷ The program either has no code to handle the event or misinterprets the event and makes a faulty state transition as a response▷ The MVS study showed that undeαned state errors were common but did not provide details about what caused them▷ In general the undeαned state errors involved concurrency▷ For example a process takes a page fault then an interrupt for an I◁O completion and never completely initializes the page table of the faulted page▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 41 In the DBMS study we kept more systematic notes about how undeαned states arose in the program▷ This turned out to be important since undeαned state was even more common in the two DBMS products than they were in the operating system▷ These errors represent 20ϱ of all DB2 errors sampled from RETAIN and 40ϱ of all IMS errors▷ In both systems undeαned state errors had a slightly lower impact than the average error▷ For IMS about a third of the undeαned state errors occurred when the program lost track of its current state▷ In IMS current state for network connections database recovery and log management is represented by a collection of βags▷ Sometimes the program changes state without updating the βags correctly or checks the wrong combination of βags to determine the current state▷ Many of these APARs had to do with error handling▷ An error would occur causing the program to change state but βags representing the current state would not be reset▷ The program made the wrong response to subsequent events because it was mistaken about its current state▷ Another third of the IMS undeαned state errors were Ψmissing caseν problems in which a programmer forgot about a state or an external event that could arise during execution▷ Some of these were classic boundary conditions▷ For example the programmer writes a routine comparing one element to each of the elements in a list and does not consider that the list could have zero elements▷ Many others arose after unanticipated error conditions▷ For example a higher level and a lower level routine each expect the other to handle authorization failures▷ When the higher level routine sees an authorization failure it fails since it expects the error to have been handled at a lower level▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 42 Most of the remaining undeαned state errors in IMS came from incomplete protocol speciαcations or implementations▷ The protocol might not be complete because it does not consider some states that arise▷ For example after an error condition some kinds of log records do not make sense▷ A log record specifying changes to sessions does not make sense if there is no longer a current session▷ Sometimes the implementation omitted states that were deαned in the protocol▷ A bug αx occasionally prevented a portion of the protocol implementation from being executed▷ In DB2 the same kinds of behavior were observed but in somewhat different proportions▷ The missing case problems were much more common in DB2 than in IMS▷ Nearly half of the undeαned state errors were due to unhandled error conditions or forgotten states arising from boundary conditions▷ Additional DB2 undeαned state problems resulted when data structure consistency checkers were called at the wrong time▷ Sometimes the error checks detected inconsistencies that were not going to cause the software to fail▷ About αfteen percent of undeαned state errors in DB2 were false alarms due to data structure consistency checkers▷ As one would expect about two thirds of the undeαned state errors in each database manager happened because the programmer omitted logic from the program rather than because the programmer did something incorrectly▷ Therefore undeαned state problems generally arose not from mishandled events but from forgotten events▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 43

Figure 2▷7. Distribution of the Most Common Addressing Errors▷

Characterizing Addressing Errors

Figure 2▷7 shows the distributions of the most common of the addressingrelated error types for each of the IBM products studied▷ The αgure shows pointer management allo cation management and copy overrun errors for the IMS sample the DB2 sample and the MVS regular sample▷ As in the control error αgures the length of the bar tells the percent of all control errors that fall into the type associated with the bar▷ The miscellaneous errors in this case were largely uninitialized pointer errors ↼in particular the large number of miscellaneous addressing errors in MVS were often uninitialized pointer errors↽▷ Among these three common types of addressingrelated faults pointer management problems were the largest classiαcation accounting for 3540ϱ of the addressing faults▷ A

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 44

Figure 2▷8. MVS Overlay Sample Error Type Distribution▷

fairly common type of pointer management error was mistermination of a linked list data structure▷ Another common pointer error arose when two different kinds of pointers could be stored in the same location ↼i▷e▷ as in PASCAL or C union types↽▷ The programmer would mistake a pointer of one type for a pointer of another type▷ A third common pointer management subclass were Ψregister reuseν errors▷ The language in which IMS DB2 and MVS are written allowed programmers to explicitly control register use if necessary▷ This explicit control allowed for mistakes in which two variables were assigned to the same register allowing the second value stored to overwrite the αrst▷ If this was a pointer value an overlay often followed▷

Using the MVS Overlay Sample to Understand Addressing Errors

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 45 Because MVS error reports gave additional textual clues about addressingrelated errors the MVS overlay error sample was constructed containing 91 overlayonly error reports▷ The overlay sample shows that some overlay errors eventually follow after nonoverlay error types have occurred▷ For example a synchronization error sometimes allowed unsyn chronized access to pointer data structures▷ The APAR describing the synchronization error then mentioned that MVS used the corrupted pointers at the time of the failure▷ Figure 2▷8 gives the breakdown of error types for this sample▷ Each bar in the αgure represents an error type deαned in Section 2▷3▷2▷ As in the previous αgures the high impact APAR distribution is superimposed over the overall error distribution▷ Since most of the MVS operating systemφs tasks involve managing a system of control blocks and buffers connected by pointers one might expect that these pointers would account for most of the overlay errors in MVS▷ In fact pointer management errors and uninitialized pointers were important but accounted for only 18ϱ of the overlay APARs studied and 27ϱ of the high impact overlay APARs▷ Together copying overruns ↼miscopying data into buffers↽ and allocation management errors ↼deallocating storage incorrectly↽ accounted for 39ϱ of the total overlay APARs and 34ϱ of the high impact ones▷ Although allocation management and copying overrun have about the same number of APARs αled against them copying overruns have lower impact▷ Many of these errors appeared in the terminal I◁O handling code or in code for displaying messages on the console▷ Copying overruns were often caused by overβows or underβows of the counter used to determine how many bytes to copy▷ Many other copying overruns

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 46 were Ψoffbyoneν errors▷ In networkmanagement code and terminal I◁O handlers buffers are processed slightly and passed from one routine to another▷ If the offset to the beginning of valid data or the count of valid bytes is corrupted copying overruns occur▷ Most copying overruns involved only a few bytes▷ The few overruns which had high impact however caused massive corruption of memory▷ One would expect some overlays to be caused by unsynchronized access to storage▷ In the APARs we studied however more overlay errors came from memory allocation mistakes than from mistakes in acquiring and releasing locks▷ Even when the complexity of the programming task involves synchronization the error itself involved garbage collection▷ For example a process can request a software interrupt and then free a region of memory before the interrupt is scheduled▷ If the interrupt tries to use this freed memory an overlay occurs▷ In this case synchronization is correct since the interrupt is not scheduled while the original process is using the memory region▷ Garbage collection is not correct since the region is freed before the operating system has αnished with it▷ When unsynchronized access to memory did occur usually too few levels of interrupts had been masked▷ In these cases unmasked interrupts allowed concurrent access to linked list data structures▷ The few overlay errors that occurred after the system went into an undeαned state were fairly severe▷ For the most part these errors occurred in page fault handling▷ When the page fault handler became confused about a process state the process eventually corrupted so much of the system that no recovery was possible▷ The errors were often extremely complex▷ The reports usually listed a long chain of separate events and propagations that

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 47

Overlay Size Percent of Overlay APARS Less than 100 bytes 48▷4 100 to 256 bytes 25▷3 One or more pages 4▷4 Unknown size 22▷0

Table 2▷1. Average Size of an Overlay▷

had to occur before the failure happened▷ The overlay sample allowed us to collect two additional pieces of information about how addressing errors propagate. the overlayφs size and its distance from the correct destination address▷ Table 2▷1 shows the average size of an overlay in bytes▷ Note that most overlays are small. nearly half are less than 100 bytes▷ Table 2▷2 gives a rough Ψdistanceν between the overlaid data and the area that should have been written▷ For example a copying overrun error corrupts data immediately following the buffer that the operating system is supposed to be using hence has distance ΨFollowing data structure▷ν An example of the distance type ΨWithin data structureν is a type mismatch error in which the operating system overlays a αeld of the same structure it intends to update▷ Summarizing the size and distance tables we αnd that most of the overlays are small with a vast majority of them close to their intended destination▷ Only about a αfth were deαnitely Ψwild storesν that overwrote distant unrelated areas of storage ↼one quarter of the APARs involved wild stores if we disregard the Unknown cases↽▷ This subsection has described an APAR categorization based on error type▷ The error

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 48

Overlay Distance Percent of Overlay APARS Following data struct 30▷8 Anywhere in storage 18▷7 Within data struct 26▷4 Unknown 24▷2

Table 2▷2. Distance From Intended Write Address▷

type category has been used to show what kinds of programmer mistakes cause the system to fail at customer sites▷ The other important APAR categorization schemes based on error trigger and failure symptoms are described in sections 2▷4▷3 and 2▷4▷4 respectively▷ Before beginning the trigger and symptom subsections we compare the customer impact of the APARs αled against MVS IMS and DB2▷ Estimating the impacts of the MVS errors is especially important because it allows us to compare the impact of the overlay and regular sample▷

2▷4▷2 Comparing Products by Impact

Table 2▷3 compares the fraction of APARS that have high impact in MVS IMS and DB2▷ The rows show the differences between the products in Severity one errors ↼errors identiαed by the customer as high impact↽ HIPER errors ↼error identiαed by maintenance programmers as highly pervasive↽ and high impact errors overall▷ For the MVS overlay and regular samples the table lists the fraction of errors that cause the system to IPL ↼reboot↽▷ Comparing the high impact error percentages in the MVS overlay and MVS regular

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 49 sample shows that overlay errors have higher availability impact than nonoverlay errors▷ Table 2▷3 lists 30▷8 percent of the overlay errors as high impact▷ When overlay and non overlay errors are considered together in the regular sample the high impact APAR total drops to 18 percent▷ Overlay errors were three times more likely to be βagged as HIPER or IPL than MVS errors overall▷ The high impact of overlayrelated errors is almost certainly because of error propaga tion▷ The potential for error propagation is one factor αeld service personnel consider when they βag APARS as HIPER▷ The higher HIPER rate in overlay errors was one reason for the higher impact of overlay APARs▷ Also propagated errors lessen the effectiveness of system recovery mechanisms hence force the system to IPL after an error▷ The table also indicates that DB2 has higher impact errors than MVS and IMS by all three impact metrics▷ DB2 is still fairly early in its product life cycle and software defect rates have been shown to go down over time▷ Perhaps the impact of DB2φs APARs will go down over time as well▷ Several other reasons for the high HIPER and Severity ratings in DB2 have been suggested to us by the product developers▷ Different people assign HIPER and severity ratings for IMS MVS and DB2▷ The service people assigned to DB2 may be more willing to take the customerφs side than the service people in the older products▷ Also MVS and IMS customers know exactly what these products should do, if the applications that use these products continue to work well the customer is satisαed▷ System test can anticipate the workload for these products fairly well▷ On the other hand DB2 customers are writing many

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 50

Percent of APARs Impact Metric MVS Regular MVS Overlay IMS DB2 IPL ↼reboot↽ 6▷3 19▷8 NA NA HIPER 5▷2 18▷7 12▷5 21▷0 Severity 1 12▷6 17▷6 9▷5 16▷0 Overall 18▷0 30▷8 19▷0 30▷0

Table 2▷3. Operating System and DBMS Error Impacts▷ The same APAR could fall into each high impact category. IPL HIPER and Severity 1▷ Thus the Overall high impact errors αgure is less than the sum of the αgures in the other three rows▷

new applications▷ System test probably has a harder time anticipating the way these new applications will use the DBMS▷ The fact that high impact DB2 errors are often triggered by unusual workloads and boundary conditions supports this suggestion▷

2▷4▷3 Error Triggering Events

This section characterizes the events that make latent faults surface in code that has passed through system test▷ Most software faults that affect availability at customer sites have remained latent in the code for some time▷ Often the program has been executed successfully for months at many other sites before it fails for one customer▷ The trigger is meant to capture the condition that causes defective code to be executed▷ By determining triggering events for the APARs examined in the two studies we hoped to help quality assurance engineers retarget future testing efforts as well as focus efforts in building recovery systems▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 51

Figure 2▷9. DB2 Error Trigger Distribution▷

Figure 2▷10. IMS Error Trigger Distribution▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 52

Figure 2▷11. MVS Error Trigger Distribution▷

Figures 2▷9 2▷10 and 2▷11 summarize the triggering events found in DB2 IMS and MVS▷ The bars in this case are the error trigger events deαned in Section 2▷3▷2▷ Again the bar length shows the number of APARs from the sample associated with the event represented by the bar▷ As in the αgures for error types the high impact distributions are superimposed on top of the overall trigger event distributions▷ Conventional wisdom says that software failures at customer sites are usually timing related▷ Because it is impossible to test all possible interleavings of events before the software is released failures are assumed to involve untested interleavings of events that occur after months or years of use in the αeld▷ Our data does not support this hypothesis▷ Timing directly triggers a relatively small percentage of errors in each of the APAR samples we examined▷ The dominant trigger for most errors is unusual workload conditions▷ Most failures recorded in our APAR samples occurred when customers used new features new

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 53 hardware conαgurations or used old features in a new way▷ In IMS most high impact errors were triggered by bug αxes ↼45ϱ↽ and error handling ↼both full DBMS recovery 24ϱ and low level exception handling 5ϱ↽▷ In DB2 workload ↼35ϱ↽ and error handling ↼24ϱ full recovery and 7ϱ exception handling for a total of 31ϱ↽ were the most common high impact triggers▷ MVS had few high impact errors▷ The ones we saw were divided fairly evenly between recovery unusual workload conditions and unusual timing▷ When high and low impact errors are combined workload is the dominant trigger type for DB2 and MVS▷ Considering both high and low impact IMS triggers many triggering events such as workload DBMS recovery exceptionhandling and bug αxes are more common than timing▷ Overall all three systems had roughly the same proportion of timingtriggered errors ↼IMS 12ϱ DB2 13ϱ MVS 11ϱ↽ but in the database manager the timingtriggered errors had low impact▷ Workload triggered fewer errors in IMS than in the other two systems probably because the workload in IMS has become very welldeαned over time▷ System test for IMS can anticipate most error conditions and much of the productφs workload so unusual boundary conditions do not arise as often▷ DB2 on the other hand has a more broadlydeαned workload ↼ad hoc queries↽ which is more difαcult to cover during test▷ Hence a substantially higher fraction of its errors are detected in the αeld by untested workload conditions▷ Bug αx errors in IMS have much higher impact than they do in the other systems but that probably comes from the productφs age rather than from its testing procedures▷ Because IMS is late in its product life cycle little if any new functionality is added to the system▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 54 The higher impact of maintenancerelated APARs may just reβect the fact that most of the activity on IMS is maintenancerelated than in the other two systems▷ The text of the MVS APARs often indicated that code reuse was involved in the errors triggered by unusual workload conditions▷ Programmers often use the services provided by an old module rather than write new ones with slightly different functionality▷ Over time some modules are used for things the original designer never considered▷ While this increases productivity it also lessens the effectiveness of the original modulelevel testing▷ The tests run on the old module by the original programmer do not stress aspects of the module used by newer clients▷ The high level tests run by quality assurance do not stress the differences between the services the module was designed to provide and the service for which it is eventually used▷ Code reuse may also have caused reliability problems in the two DBMS products but it was not as apparent in the APARs for these products▷ The fact that unusual workload conditions accounted for such a high percentage of the triggering events in the three products was surprising▷ Boundary conditions are the type of error that one would expect testing to detect most easily▷ In fact many unanticipated boundary conditions continue to arise after the software is released▷ What this data indicates is that inadvertently Ψtestingν new features in a production environment is a common cause of outage▷ From this fact we can draw two conclusions▷ First test designers should not be focusing on new ways to uncover timingrelated errors but should focus instead on better ways to αnd untested boundary conditions▷ Second errors described in the APAR database are very likely to be repeatable▷ If the boundary condition arises repeatedly the system is

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 55 likely to fail in the same way repeatedly▷ Redundancybased recovery strategies such as Nversion programming ♭3♯ and process pairs ♭7♯ are unlikely to help much against this kind of error▷

Control Errors and RecoveryRelated Triggers

In both DB2 and IMS failures triggered by faults in error handling or DBMS recovery code are likely to be related to undeαned state▷ Compare the error type distribution for all sampled DB2 APARs to the subpopulation of errors triggered by error handling ↼Figures 2▷1 and 2▷12↽▷ The distribution shifts from 20ϱ undeαned state errors to 36ϱ▷ In IMS the shift is from 40ϱ undeαned state errors to 54ϱ in the subpopulation deαned by the error handling trigger ↼compare Figures 2▷2 and 2▷13↽▷ The shift shows that undeαned state errors are more likely to arise during recovery than other errors▷ Unanticipated error conditions are implicated in a signiαcant fraction of undeαned state errors▷ Sometimes unanticipated error conditions directly caused the undeαned state ↼i▷e▷ the error condition itself was not handled correctly↽▷ In IMS error conditions also played a part in the problem of maintaining state variables▷ For example when an error condition caused the program to change state the condition itself was handled correctly but the state management variables were not reset▷ When the database manager goes through full recovery from disk it must construct some consistent state from the current contents of the database▷ The recovery protocol must anticipate all possible error states that the database is left in▷ In general the logging

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 56

Figure 2▷12. Error Type Distribution for ErrorHandlingTriggered in DB2▷

Figure 2▷13. Error Type Distribution for ErrorHandlingTriggered in IMS▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 57 protocols that record changes to the data in the database work correctly but error states occur at the boundary of operating system owned resources and DBMS records of those resources▷ For example the protocol for restoring the database from the log might work correctly while maintaining the consistency of the operating system directories owned by the database manager does not▷

2▷4▷4 Failure Symptoms

Figures 2▷14 and 2▷15 summarize the symptoms of the failures that occurred when code containing errors was executed▷ Remember that symptom is an attribute assigned by the programmer αxing the broken software▷ The assignment is made primarily to assist others who come across similar problems in αnding the αx i▷e▷ the primary goal is to assign a unique symptom not the symptom of the failure most relevant to an availability study▷ For example if the operating system prints an unusual error message and then takes an address fault the error message not the address fault is the Ψsymptomν of the failure▷ In spite of these problems with the symptom data some interesting observations can be made about it▷ Figure 2▷14 shows that only 39 percent of overlay errors are detected as addressing violations▷ One could imagine that addressing errors such as pointer management errors always make the system take an addressing fault and fail without propagating the error▷ Even if this 39 percent αgure is understated by the way symptom codes are assigned the low number of addressing faults suggests that the subsystem damaged by an overlay uses the corrupted data before failing▷ Unfortunately guessing whether or not propagation

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 58

Figure 2▷14. MVS Overlay Sample Failure Symptoms▷

occurs is necessary since APARs usually do not say anything about the chain of propagated errors▷ As expected overlay errors are more likely to cause addressing faults than nonoverlay errors▷ The most common nonoverlay error types undeαned state and synchronization often appear in network and device management protocols and usually cause processes to wait for events that never happen▷ Nonoverlay errors are also more likely to cause incorrect output than overlay errors▷ Incorrect output failures include jobs lost from the printer queue or garbage characters written into console messages▷ None of the errors classiαed in the study caused failures which corrupted user data▷ IMS ↼Figure 2▷16↽ and MVS have similar distributions of failure symptoms▷ More of IMSφs software faults result in ABENDs ↼abnormal program termination↽ than MVSφs and

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 59

Figure 2▷15. MVS Regular Sample Failure Symptoms▷

Figure 2▷16. IMS Failure Symptoms▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 60

Figure 2▷17. DB2 Failure Symptoms▷

IMS takes slightly fewer address faults ↼as a percentage of all failures↽ than the operating system▷ Remember that IMS had more control errors and fewer addressing errors than the other two programs so it is not surprising that fewer of its errors are detected by hardware addressing violations▷ DB2 has the lowest percentage of errors that result in addressing faults and the largest that result in ABENDs▷ It has fewer Endless Wait and Inαnite Loop failures than the other programs in part because it has a timeout mechanism that turns some kinds of deadlock errors into ABENDs▷ The Performance failures in DB2 usually occur when the wrong access path is taken to the data δ a problem that cannot arise in MVS or IMS since access to data is less βexible than in relational database managers▷

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 61 2▷5 Summary

Chapter Two has gathered together data from several sources to develop a picture of software faults and the ways they cause system unavailability and unreliability▷ The bulk of the chapter summarizes and analyzes data gathered from four years of software faults discovered in IBM systems programs at customer sites▷ The data comes from defects reported in the MVS operating system IMS database management system and DB2 database management system▷ It has been sampled from RETAIN IBMφs αeld error database which represents several thousand machine hours of product use at customer sites▷ Each error in the MVS IMS and DB2 surveys was classiαed by error type error trigger impact and failure symptom▷ Together these classiαcations provide several different per spectives on the Ψcauseν of the software fault▷ Most importantly the error type corresponds to a low level programming error that causes outage▷ This characterization should be the most useful in recovery system design▷ The error trigger describes the circumstance that allowed the error to surface in the αeld and characterizes potential areas for enhancement in system test▷ In Chapter One we highlighted the importance of addressing errors and error prop agation▷ The two studies presented in Chapter Two have illustrated several important characteristics of addressing errors and the ways in which they propagate damage to other modules in the system.

1▷ The ranking of control errors addressing errors and data errors was the same across

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 62 all three products▷ About half of all errors were control errors 2530 percent were addressing errors and 510 percent were data errors▷ The remainder could not be classiαed using the model usually because they affected system performance but neither corrupted data nor propagated errors▷ 2▷ Addressingrelated Ψoverlayν errors have a much higher impact on customer avail ability than regular errors in MVS▷ These errors are more likely to damage the MVS recovery mechanisms than other errors▷ IBM programmers view them as higher risk than other errors to the customer base if left unrepaired▷ Also customers viewing the failures caused by errors are more likely to rank errors involving overlay as high impact than the average MVS error▷ 3▷ Our data shows that most overlays are small ↼on the order of a few bytes↽ and about 75ϱ occur near the address that the software was supposed to write▷ ΨWild pointersν that could damage any module in memory were only about 25ϱ of addressing errors▷

These observations about the character of software errors will be used to motivate and evaluate the techniques in Chapters Three Four and Five▷ The remainder of the dissertation looks at ways to detect addressing errors ways to limit the propagation that they can cause and ways to recover quickly after such an error is detected▷ The chapter also presented information that was unrelated to propagation and addressing errors but information that other researchers should αnd useful▷ For example the error trigger classiαcation showed that untested boundary conditions in the software trigger a

CHAPTER 2▷ A SURVEY OF SOFTWARE ERRORS IN SYSTEMS PROGRAMS 63 majority of failures▷ Recovery and timingtriggered failures are few but tend to have a high impact when they do occur▷ This information should help guide the design of tools to help software testing▷ It also suggests that many of the software errors surveyed were repeatable in contrast to the Tandem errors reported in ♭29♯▷ Also control errors are dominated by the undeαned state error type▷ These errors are often related to error handling and usually involve omitted code rather than state transitions which are handled incorrectly▷ Such an observation suggests that tools to improve a programmer system designerφs understanding of the states the program can go into especially after errors will improve reliability▷ We hope that these and other observations from this chapter will some day assist the designers of system test suites software development tools reliability evaluation techniques and recovery mechanisms▷

Chapter 3

Using WriteProtected Data Structures

in POSTGRES

3▷1 Introduction

Chapter Three focuses on the error detection problem describing and evaluating tech niques for detecting addressing errors▷ Chapter Two showed that addressing errors are an important class of software error▷ Addressing errors are implicated in twenty to thirty percent of all software outages and these errors have higher customer impact than other errors▷ Also the introduction of the dissertation explained that addressing errors were the most dangerous source of error propagation, control and data errors usually do not affect data belonging to parts of the system unrelated to the faulty code▷ In order to detect addressing errors in the DBMS we have modiαed POSTGRES to use

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 65 the hardware that supports virtual memory to protect some data structures from propagated errors▷ Several system calls were added to the Sprite operating system ♭60♯ to allow the DBMS to guard ↼write protect↽ parts of its address space▷ The DBMS uses these services to protect data in its buffer pool▷ To provide readwrite data with protection against errors the DBMS must support an update model that allows correct software to modify protected data but prevents accidental updates by incorrect software▷ Different update models will make different tradeoffs regarding software complexity performance and the kind of error protection offered▷ We have experimented with three models for updating guarded data structures. Expose Page Deferred Write and Expose Segment▷ A single DBMS can use different update models in different program modules if necessary▷ The Expose Page model is the simplest one▷ The DBMS must recognize that it is about to update a protected record unprotect the page containing the record and reprotect the page after it is updated▷ In the Deferred Write model the DBMS copies a record it intends to update into unprotected memory and updates the copy▷ At the end of transaction a system call recopies the updated record into protected memory▷ Finally the Expose Segment model lets the DBMS make a system call to unprotect all guarded data at once▷ After the update a second system call reprotects the guarded data▷ In all three models guarding DBMS data allows the hardware to detect illegal attempts to write to protected pages▷ Systems could use guarding support to improve error detection both during development and in production systems▷ As a debugging tool guarding can

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 66 help αnd software errors earlier in the development cycle▷ After product release guarding lessens the impact of addressingrelated errors by detecting errors at the time propagation occurs rather than after the damaged data is used▷ Because guarding detects a class of errors not wellcovered by data consistency checkers it complements existing fault tolerance techniques▷ For multiprocess DBMS architectures guarding can prevent one DBMS processφ errors from corrupting data structures used by the other processes � improving overall DBMS availability▷ In an extensible data manager guarding is a compromise between running application code in a separate process and running it as a full βedged part of the DBMS▷ Much of the protection of the separate address space model is retained at a cost much closer to the singleaddress space model▷ This chapter is divided into αve sections▷ The remainder of the αrst section describes relevant features of the POSTGRES DBMS and Sprite operating system test beds on which we have implemented guarding▷ The second section presents previous work related to guarding▷ This chapterφs third section details the update models and describes their implementations▷ The fourth section shows some performance results and evaluates the reliability effects of guarding based on the statistics about system software errors presented in Chapter Two▷ A αfth section gives some conclusions▷

3▷1▷1 System Assumptions

The discussion that follows requires some understanding of the POSTGRES process architecture depicted in Figure 3▷1▷ The POSTGRES DBMS consists of several cooperating

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 67

Figure 3▷1. POSTGRES Process Architecture▷ Both server processes can address the shared memory region containing the buffer pool▷ Conversations between server processes and applications use a message passing interface▷

server processes▷ Each DBMS server process has its own private address space but all of them share a single common memory region▷ The shared region contains a lock table buffer pool and other inmemory data structures used by all of the server processes▷ DBMS application programs run in separate address spaces and communicate with the DBMS using message passing▷ POSTGRES has an unconventional storage system ♭69♯ but the results of this chapter should still be applicable to more traditional DBMS designs▷ The POSTGRES storage

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 68 system has a Ψno overwriteν policy in which data records are not updated directly▷ An Ψupdateν marks the current version of the record as invalid and inserts a new version of the record into the relation▷ Outofdate records are removed ↼or archived↽ by a background garbage collector process▷ Guarding is implemented below the level of the POSTGRES storage system and does not take advantage of its nooverwrite property▷ POSTGRES is extensible so code implementing userdeαned operators access meth ods and data types can be added to the DBMS▷ Most extension code will access the database through routines in the core POSTGRES modules▷ Generally the core POSTGRES rou tines not the extension code must implement the POSTGRES support for guarding▷ Some extensions however such as userdeαned access methods have their own page formats▷ These extensions have to know about and use guarding directly▷ For example Btree access methods had to be modiαed to unprotect pages before adding or deleting keys▷ The Sprite operating system which we modiαed to support guarding is a Unixlike distributed operating system being developed at Berkeley▷ We chose Sprite as a test bed because the source code was available and welldocumented▷ A DECStation 3100 served as a hardware platform for the guarding experiments▷ It uses a softwareloaded hashbased Translation Lookaside Buffer ↼TLB↽▷ The guarding implementation does not rely on any DECStation 3100 hardware characteristics▷ However the cost of updating TLB entries is hardwarespeciαc and will be reβected in the cost of guarding▷

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 69 3▷2 Models for Updating Protected Data

3▷2▷1 Overview of Page Guarding Strategies

The basic idea in page guarding is that the DBMS writeprotects its own data in order to detect accidental updates to that data▷ Clearly any attempted update to readonly data is illegitimate so writeprotecting such data will prevent all errors from corrupting it▷ When data can be legitimately updated the guarding implementation must allow the DBMS to disable guarding and overwrite the protected data▷ POSTGRES can use guarding to protect either its buffer pool or all of the shared memory region shown in Figure 3▷1▷ The different models presented in this section allow the DBMS to enable and disable write protection in different ways▷ Each model will make different tradeoffs in terms of the kinds of errors it protects against and its performance impact▷ Before going into the model tradeoffs and implementation details we present two examples that outline the models and show how guarding would work in practice in an extensible DBMS▷

A Simple Example

The basic guarding models will all be described in the subsections that follow in terms of this simple example▷ The example assumes that the DBMS has only guarded the DBMS buffer pool▷ In the example the DBMS runs a simple Postquel query such as. beginquote replace ↼emp▷salary / emp▷salary ⇀ 1▷1↽ where emp▷name / ΨMike Stone

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 70 brakerν endquote which gives Mike Stonebraker a ten percent raise▷ To execute this query in the simplest case the DBMS scans the employee relation examining the ℓnameφ αeld of each record for ΨMike Stonebraker▷ν In POSTGRES records are stored on the disk in database pages and buffered in a main memory buffer pool▷ To examine the records on a given page the DBMS executor asks a buffer pool manager to determine if the page is currently buffered▷ If it is not buffered the buffer pool manager reads the page into the buffer pool replacing an existing page if necessary▷ When Mike Stonebrakerφs employee record has been located the executor calculates the new salary value using the record and calls a lowerlevel Ψreplaceν operation▷ The replace operation installs this new salary value into the record▷ In POSTGRES replacing a value in a record is done logically rather than physically by creating a new version of the employee record containing the new salary value▷ Each of the guarding models has a different effect on the implementation of the POST GRES replace operation▷ In the αrst guarding model Expose Page two system calls called UnguardPage and GuardPage are used to change write access to protected data▷ These allow the DBMS to change protection at the αnest granularity supported by the underlying processor architecture▷ To change the salary in Mikeφs employee record the page contain ing the record is unprotected at the beginning of the replace operation using UnguardPage and protected again at the end of the replace operation GuardPage▷ The third model de scribed below Expose Segment looks to the DBMS much like the expose page model but

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 71 the underlying implementation is different▷ Because the implementation is different the protection◁performance tradeoffs are different also▷ Details will be presented later in the chapter▷ In the expose segment model of guarding ExposeData and HideData are used to obtain and remove write access to protected data instead of UnguardPage and GuardPage▷ The remaining model Deferred Write does not change the buffer pool protection during the replace operation but instead defers the protection change until the end of transaction▷ In this model the POSTGRES replace operation creates a temporary version of Mikeφs updated employee record in a scratch area of the DBMS address space and links a pointer to the temporary version into a list of deferred updates▷ At the end of the transaction the DBMS passes through the linked list installing each of the updates into protected memory with a single system call InstallData▷ The buffer pool data structures are modiαed during the replace operation so that if the transaction rereferences Mikeφs employee record it sees the updated temporary version rather than the outofdate protected version▷ Again the implementation details and advantages of this technique are described in the sections that follow▷

What Can Guarding Strategies Achieve in an Extensible DBMS⋆

The query in Figure 3▷2 helps illustrate why guarding should be both inexpensive and effective in an extensible database management system▷ The hypothetical database in the example is a mixture of relational data and nonrelational molecule data designed for commercial pharmaceuticals research▷ The query uses a relational operator and a molecule

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 72

append available⌢markers ↼id / molecule▷id expire⌢date / molecule▷patent⌢date⇁ℓℓ15 yearsφφ etc▷↽ where ↼molecule▷patent⌢date < ℓℓJanuary 1990φφ↽ AND ↼molecule▷has⌢benzene⌢ring // TRUE↽ AND ↼similarity↼penicillinmolecule▷structure↽ > 0▷90↽ AND ↼similarity↼rootbeermolecule▷structure↽ < 0▷05↽ ▷▷▷

Figure 3▷2. Example of Extensible DBMS Query▷ The αgure shows a query against a database that has been extended to handle molecule data▷ The function similarity is a ↼hypothetical↽ graph matching function that determines how similar two molecules are and returns a similarity index between 0 and 1▷

oriented extension operator called similarity▷ When a record is selected by the query a conventional relational update is used to save or update the resulting records▷ The DBMS query can be divided logically into two phases. a qualiαcation phase in which operators determine which database data to update and an update phase in which the selected records are modiαed or created▷ The qualiαcation phase passes over the data applying a combination of extension and relational operations▷ During the qualiαcation phase the DBMS does not need permission to write to the database data that it is examining▷ During the update phase this permission is needed but the DBMS applies a different and possibly more trustworthy set of functions and◁or operators▷ In the example the update

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 73 operations are fairly unsophisticated integer operations while the qualiαcations are extension operations▷ Guarding support allows the DBMS to explicitly identify its qualiαcation phase telling the operating system through a set of system calls that any operator writing to the database at this time is in error▷ The qualiαcation could still have bugs, it could for example qualify the wrong record▷ It could also corrupt a value in unprotected memory which is later in the update phase used to generate a value stored in protected memory▷ However these are much more benign errors from the standpoint of error propagation than addressing errors that Ψrandomlyν corrupt records in the buffer pool during qualiαcation▷ For one thing both of the errors mentioned can be undone if the transaction aborts since the transaction system logged the errors before allowing the updates▷ If a stray pointer corrupts the buffer pool on the other hand it does so without logging the change▷ Also if these errors involve DBMS extensions data unrelated to the extensions is unlikely to be corrupted by the error▷ Uncontained addressing errors can affect entirely unrelated data▷ The remainder of this section discusses three different models that the DBMS could use to support the guarded data abstraction▷ Each subsection that follows describes one of the three update models▷

3▷2▷2 The Expose Page Update Model

In the expose page update model a DBMS process unguards a record before writing to it and reguards the record after the write▷ Because writeprotection is enforced in hardware

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 74 at page granularity unguarding one record also unguards all of the records on the same page▷ The page granularity of guarding does not imply page granularity for transaction locks since transaction locks are enforced by software▷ Managing protected data in the buffer pool using this model is straightforward▷ When the data manager updates inserts or deletes a record on a buffer page it unprotects the page with a system call▷ While the page is unprotected data in the record can be changed or additional records can be allocated on the page▷ The UnguardPage system call clears a writeprotection bit in the page table entry ↼PTE↽ associated with the page containing the data▷ UnguardPage also clears protection in the hardware TLB entry associated with the page▷ The GuardPage system call restores the protection bits in the page table and TLB entry▷ After the DBMS has updated a record it does not necessarily have to reguard the record immediately▷ If the DBMS delays reprotecting the data subsequent updates to the same record do not pay the costs of turning page protection on and off▷ Unfortunately the longer the page remains unguarded the less protection is offered▷ Delaying the reguard operation also increases the opportunity for the DBMS to Ψforgetν to reguard the page▷ Our implementation unguards one record at a time reguarding each record before updating the next▷ If two POSTGRES processes unguard the same page at the same time the last one to reguard the page issues the actual GuardPage call▷ In the Sprite shared memory implementation unguarding a page for one DBMS process unguards it for all of the others as well▷ Sprite uses a single software page table for each

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 75

Figure 3▷3. Expose Page Update Model▷ The smallest granule of hardware write protection containing the record of interest is unprotected before the record is updated▷ For most architectures this unit is a page▷

shared memory segment▷ When UnguardPage clears the protection bits for a page all POSTGRES processes can write to the unprotected page▷ Thus while one process updates the page faulty code executed by another process can corrupt it▷ A GuardedRead system call helps reduce the vulnerability of buffer pool pages by allow ing them to remain protected during an I◁O operation▷ The DBMS uses the GuardedRead system call in place of the normal read system call to load pages from disk into the buffer pool▷ In the absence of an explicit GuardedRead call POSTGRES would have to unprotect the page before issuing the read▷ The page would remain unprotected for all DBMS pro cesses until the read completed and the issuer reprotected the page▷ In GuardedRead the operating system turns off page protection brieβy while data is copied from system buffers into the user address space rather than leaving it off during the entire I◁O▷

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 76 Expose page is best for detecting pointer errors affecting pages containing infrequently updated records▷ ΨHotν pages containing frequently updated records will be unprotected much of the time so they will receive less beneαt from guarding than cold pages▷ The major costs associated with expose page are an increased number of system calls and the additional TLB operations required to change page protections▷ If guarding were implemented on a processor with a virtuallyaddressed cache changing page protection status from read write to readonly would require the page to be βushed from the cache▷ Virtuallyaddressed caches store protection bits in the processor cache with the cached data▷ The protection bits can only be changed by reloading the cache line from memory▷ Hence a cache βush is normally required to change the protection bits for cached data▷

3▷2▷3 The Deferred Write Update Model

The second model of DBMS data structure protection is designed to leave the record guarded until the end of transaction▷ When a DBMS process needs to update a record it copies the record into writable memory and updates the copy rather than updating the record in place▷ After the update is complete an InstallData system call copies the new record value into the protected page▷ InstallData takes as an argument an array of <source address destination address length> triples so several records can be installed with a single system call▷ InstallData combines an UnguardPage operation and a GuardPage operation into a single system call so the userlevel process never modiαes protected memory directly▷

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 77 In InstallData the operating system changes the TLB entry for the page containing the protected version of the record copies the new version of the record into the page and reprotects the page▷ Unlike the expose page model Deferred Write does not modify the page table entry just the entry in the TLB▷ As Section 3▷2▷2 has explained processes can share page table entries so modifying the page table entry disables protection for all of the DBMS processes that share the page▷ Because processes do not share TLB entries the protected page is not vulnerable to errors in other POSTGRES processes during the install operation▷ The reason that InstallData does not have to modify page table entries is that only the operating system ever has write access to the protected data▷ Page table entries are used to create TLB entries, the protection bits in the page table entry determine the protection bits in the corresponding TLB entry▷ Modifying protection in only the TLB entry allows access to a page until a TLB βush occurs or the entry is replaced in the TLB▷ When the page is referenced again a new TLB entry is constructed and the page becomes protected again▷ To mask protection faults in this case InstallData sets a copyinprogress bit in the process control block before copying a record into a protected page▷ If a protection fault occurs due to a reconstructed TLB entry the fault handler will use the copyinprogress bit to detect that fault was spurious▷ It then unprotects the TLB entry and allows the write to proceed▷ Because the operating system copies records into protected pages in a tight loop TLB entries will rarely be replaced and the extra protection fault will occur too infrequently to affect performance▷ The copyinprogress bit is cleared and the TLB entry is reprotected

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 78

Figure 3▷4. Deferred Write Update Model▷ A record is copied to writable memory before it is updated▷ Later it will be copied back into protected memory using an InstallData system call▷

before the DBMS process returns from the InstallData system call▷ As in the Expose Page model Deferred Write offers the DBMS programmer some latitude in deciding when to install the new version of the record into shared memory▷ The updated record could be reinstalled immediately after the update▷ It could also be installed after several updates or at transaction commit time▷ In our implementation of the Deferred Write model guarded records are installed at transaction commit time▷ Deferred write is designed to work with recordlevel locking▷ Records from the same page may be updated concurrently by different DBMS server processes as is shown in Figure 3▷4▷ When a DBMS server process copies a record to its private memory it locks the record but not the page containing the record▷ While the latest version of the record is

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 79 in one processφs private memory that process holds a transactionduration lock on the data▷ The update is installed at transaction commit time before the lock is released▷ Although updates to data on a page can be deferred until the end of a transaction recordlevel locking requires undeferred updates to the page header whenever a new record is created on a page▷ A counter in the page header describes the amount of free space on a page▷ The DBMS must decrement this counter when a new record is added▷ When recordlevel locking is used concurrent transactions are allowed to create records on the same page▷ Thus changes to the free space counter must be immediately visible to all DBMS server processes▷ When allocating records on the page the DBMS can use the InstallData system call to update the free space counter but cannot defer the update until the end of the transaction▷ Before making an InstallData system call the DBMS must check that the destination page is still present in the buffer pool▷ In longrunning transactions the disk page from which an updated record was taken could have been evicted from the buffer pool▷ If a record must be installed in a page that is no longer in the buffer pool the DBMS reads the page back into memory before installing the data▷ Some modiαcations to the POSTGRES record manager were required to support De ferred Write▷ If the DBMS asks for a record on a page the record manager has to see if there is already a writable copy of the record▷ If the record has not been copied the record manager returns a pointer to the protected record▷ Otherwise the copy is returned▷ A hash table tells the record manager whether or not there is currently an unprotected copy of the

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 80 record▷ If the DBMS decides to update a record it αrst tells the record manager to make sure the record is writable▷ The request to make a record writable is logically at the same place the DBMS would lock the data▷ Hence the existence of copies did not cause radical changes to the DBMS software▷ While Deferred Write has a higher impact on software architecture than Expose Page it provides more protection to guarded records than the Expose Page model does▷ Deferred Write updates protected records during a system call so the DBMS can never store into a buffer pool page without issuing an InstallData system call▷ Addressing errors are unlikely to cause the DBMS to Ψaccidentallyν call InstallData▷ They can still damage the writable copy of a record before it is installed into the buffer pool▷ They can also damage the metadata that tells where the record will be installed in the buffer pool causing it to be installed in the wrong place▷ Combining Deferred Write with a little additional error checking reduces error risk further▷ The DBMS currently checks that the update to be installed by an InstallData does not cross record boundaries before issuing the system call▷ Deferred Write also allows the DBMS to check for addressing errors that corrupt storage nearby the record modiαed▷ When the modiαable copy of a record is created the DBMS can put known bit patterns before and after the copy▷ Some addressing errors which occur near the record can be detected by looking for corruption of these known bit patterns▷ In a conventional system and in Expose Page these Ψnearbyν addressing errors would be undetectable▷ With Deferred Write model of guarding corrupting the record directly ↼as in data errors↽

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 81 or installing the update to the wrong place on the page are the most likely ways of corrupting the protected data▷ At some additional cost even these errors could be detected▷ The DBMS could checksum the record and its associated metadata when the record is modiαed▷ By recalculating the checksum before installing the record into the buffer pool the DBMS would be able to detect some of these additional addressing errors▷ Deferred Write has an additional advantage over both Expose Page and conventional DBMS transaction management▷ When bad software corrupts data often the damage is not detected immediately▷ By the time the DBMS notices the error it cannot tell how much data has been affected, the faulty code that halted the system could have caused a large cluster of undetected errors▷ With guarding and Deferred Write however the DBMS knows that protected data cannot be corrupted until the InstallData system call at the end of the transaction▷ If a transaction detects that it has corrupted some of its data it simply throws away all uninstalled data▷ Any undetected damage to data records caused by the transaction will be thrown away as well▷ When recordlevel locking is used the free space counter on a page can be modiαed during the transaction but only a limited portion of the DBMS ever changes the free space counter▷ Thus a limited amount of error checking ensures that data in the buffer pool is not damaged by the failing transaction even if the extent of propagated damage is unknown▷ A conventional DBMS aborts the current transaction when an error is detected and hopes that abort processing removes the effects of undetected errors▷ Aborting the transaction will remove the damage only if the erring software accurately recorded its updates in the

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 82 log▷ Some errors like those caused by corrupted pointers corrupt data without logging the beforeimage of the record into the log▷ The most practical way for a conventional DBMS to get the same guarantee as the Deferred Write update model is to invalidate the entire buffer pool after detecting an error▷

Page Remapping Techniques for Large Objects

Deferred write is similar in some respects to the shadow paging technique used in System R ♭53♯▷ Shadow paging is a nooverwrite transaction management technique in which a new block on the disk is allocated for every page modiαed by a transaction▷ When the page is evicted from memory or forced to disk it goes to the new location▷ The update is committed by remapping the new page into the original pageφs position in its home relation▷ Shadow paging has fallen into disfavor as a recovery management technique because it prevents relations from being allocated on disk in keyed order▷ Thus scans of the relations lose the performance advantage of sequential disk reads▷ While shadow paging and Deferred Write are superαcially similar shadow paging was not used in conjunction with write protection in System R and did not provide the error detection beneαts of Deferred Write▷ Also unlike shadow paging Deferred Write does not affect the allocation of the database pages on the disk hence does not hurt sequential read performance▷ An inmemory variation of shadow paging could be used in conjunction with guarding to limit copying costs for large objects▷ For small record sizes the cost of copying a record to a writable location and copying it back may not be signiαcant but as the record size rises

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 83

Figure 3▷5. Remapping to Avoid Copies in Deferred Write▷ Page B contains a large object▷ Instead of updating the object in private memory an unused page of the buffer pool is unprotected and the object is copied there▷ After the update is complete the new version of page B is protected the buffer map is changed and the old version of page B is freed▷

so do the copy costs▷ When objects are large remapping the DBMS buffer pool metadata can reduce copy costs▷ Instead of copying a large possibly multipage object to writable memory a region of ↼shared↽ protected memory is unprotected and the pages containing the object are copied there ↼See Figure 3▷5↽▷ Because it is unprotected the copy of the object can be updated in place▷ To commit the updates to the object the DBMS reprotects the page and changes the buffer map which associates disk blocks with their location in the buffer pool▷ The pages that contained the original version of the object are now freed for use in further updates▷ For higher performance the original versionφs pages could be unprotected in the same system call that protects the new versionφs pages▷ The freed pages will then be already unprotected

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 84 when they are needed for the next update▷ The remapping variation of Deferred Write is only cost effective when the object updated is large relative to the size of a database page▷ In normal Deferred Write updating a protected object requires the DBMS to copy the object twice▷ The αrst copy occurs when the original version of the object is copied into unprotected memory▷ Second after the object is updated the new version is copied back into protected memory▷ The remapping variation of Deferred Write incurs two costs in place of the second copy▷ First there is a small cost to change the buffer pool metadata after the update▷ Second and more important the entire page containing the updated object must be copied into an unprotected page before the update occurs rather than just the object▷ If the object being modiαed is small the cost of the single pagesized copy is larger than the cost of copying the object twice▷

3▷2▷4 The Expose Segment Update Model

The Expose Segment update model is similar to the Expose Page model however protection is added to or removed from all guarded pages at once▷ When the DBMS makes an ExposeData system call all protected data becomes visible▷ A second system call HideData returns the protection to all exposed data▷ Expose Segment provides less protection than the other two models since nothing is protected from the routines which update critical data structures▷ The reason for using the expose segment model is that it simpliαes the management of guarded data in some modules▷ Using the expose segment model a DBMS programmer can unprotect data for a procedure

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 85 and its descendants in the call tree without knowing exactly which protected pages will be written▷ For POSTGRES we found the Expose Segment model to be convenient for small fast and trustworthy operations that needed access to data on several pages▷ For example we used it to protect a shared memory hash table in the implementation of the lock table▷ To further simplify programming in the Expose Segment model we use a preprocessor to place calls to ExposeData and HideData in procedures▷ The DBMS programmer βags with a keyword any procedure which is to update protected data▷ The preprocessor adds ExposeData and HideData calls at the αrst line and before all return statements in the targeted procedures▷ The preprocessor eliminates a class of errors in which data is never hidden again after an ExposeData call▷ It also makes adding protection to new data structures very easy▷ To implement the Expose Segment update model in Sprite we modiαed the operating system routine that handles writeprotect faults▷ The ExposeData system call sets a Ψtrustedν bit in the DBMS processφs control block indicating that the process has permission to update protected data but no page table and TLB entries are changed▷ When the process tries to update protected data it takes a Ψfalseν protection fault▷ The operating system fault handler distinguishes true and false protection faults by examining the trusted bit in the process control block▷ On a false protection fault the operating system clears the protection bits from the pageφs TLB entry and the process proceeds with the update▷ When the data is hidden again the trusted bit is cleared and the mappings for any guarded pages still in the TLB are returned to readonly status▷

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 86 The simplest approach to restoring page protection during HideData would be to βush the TLB but βushing and reloading the TLB is expensive▷ Our implementation maintains a small log in the process control block containing page numbers whose TLB entries have been unprotected▷ The HideData system call passes through the log and resets the protection bits in the TLB entries corresponding to the logged page numbers▷ If the log ever overβows the entire TLB must be βushed to reprotect the exposed pages▷ The expose segment model of guarded update is similar to a conventional protected subsystem▷ Other protected subsystems ↼the operating system kernel for example↽ require more complicated mechanisms since they are expected to prevent malicious as well as accidental damage▷ A slightly less safe version of Expose Segment can reduce the high system call overhead inherent in this model▷ If the DBMS needs to update a single protected page the Expose Segment model forces it to enter the operating system three times▷ The DBMS process αrst makes an ExposeData system call▷ Second it takes a false protection fault when it attempts to update the protected page▷ Finally the DBMS process makes a HideData system call to restore protection to the page▷ The Deferred Write model requires only one system call and expose page requires two▷ The ExposeData system call could be eliminated to improve performance▷ This system call is only necessary to inform the operating system that the DBMS process is placing itself in trusted mode, it sets the trusted bit in the DBMS process control block▷ The DBMS could put the trusted bit in its own address space if at system initialization time it identiαed

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 87 the address of the trusted bit to the operating system▷ Now instead of making a system call to expose the segment the DBMS process would set the trusted bit in its own address space▷ When the operating system handles the false TLB protection fault later it looks for the trusted bit in the reserved area instead of the process control block▷ The HideData system call is still necessary since it updates TLB entries to remove write permission on the protected data▷ This variation of Expose Segment is less safe since it is possible for the application to Ψaccidentallyν go into protected mode by corrupting the trusted bit▷

3▷3 Performance Impact of Guarded Data Structures

Because the DBMS and operating system have to do extra work during updates of guarded records guarding will decrease DBMS performance for updateintensive work loads▷ The extra costs involved in guarding include the additional system calls and TLB operations required to change page protections▷ In the Deferred Write update model ad ditional processing is required to create and keep track of record copies▷ This section evaluates the performance of guarding in two ways▷ Section 3▷4▷1 presents some of the raw costs of accessing protected data in all three guarding models▷ Section 3▷4▷2 shows the impact of guarding on overall DBMS performance on a debit◁credit workload▷

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 88 3▷3▷1 Performance of Guarding in a DBMS

Table 3▷1 shows the raw costs of the guarding system calls. UnguardData and GuardData from the Expose Page model InstallData from the Deferred Write model and ExposeData and HideData from the Expose Segment model▷ These measurements were taken on a DECStation3100 version of the Sprite operating system augmented with guarding support▷ Each entry in the table gives the mean and standard deviation of αve measurements▷ Each measurement is the mean of 10000 system calls▷ In InstallData only a single byte of protected data is modiαed in order to limit the effect of data copying overhead which is not present in the other system calls▷ The costs of ExposeData and HideData as shown in this test can largely be attributed to Sprite system call overhead▷ ExposeData simply sets a bit in the process control block and returns▷ HideData checks that no pages have been unprotected and clears the bit▷ UnguardData and GuardData are slower than ExposeData since they must operate on the DECStation 3100φs Translation Lookaside Buffer▷ The measurements show that GuardData is slightly slower than UnguardData▷ The system calls are identical except for the bits that are loaded into the TLB so if this difference is actually signiαcant it is a feature of the hardware not the software▷ InstallData is the slowest of these system calls but it is much less expensive than UnguardData and GuardData combined▷ Since InstallData is logically a combination of these two operations we can see that there is a performance advantage to combining the unguard and guard operations into a single system call▷ The graph in Figure 3▷6 shows the cost of updating a small record on a protected page

CHAPTER 3▷ USING WRITEPROTECTED DATA STRUCTURES IN POSTGRES 89

system calls elapsed time �std dev UnguardData 62.2 μs �0.6 GuardData 63.0 μs �0.4 InstallData 74.5 μs �0.4 ExposeData 21.6 μs �0.4 HideData 21.2 μs �0.4

Table 3.1: RawCosts ofGuardingSystemCalls. These are theelapsedtimes in microseconds of the �ve different system calls added to the DECStation 3100 version of Sprite to support guarding. Each entry in the table is the mean of�vemeasurements andameasurement isthe meanof 10,000system calls.

in each of the models. The X axis in the �gure is the number of bytes in the record and the Y axis is the elapsed time in microseconds. As in Table 3.1, each measurement is taken fromthe elapsed time of 10,000 operations, where an operation copies a recordinto guarded memory. Each data point on the graph is the mean of �ve measurements and the standard deviationforthese measurements is always less then 2% of the mean. The graph also includes curves showingthe cost of a simple bcopyinto unprotected memoryand the costofcopyingarecordfromoneaddressspace toanotherusingUnixpipes. Pipesarenot thefastestpossibleinterprocesscommunicationmechanism, however,thesemeasurements give a reasonable comparison between protecting data structures through guarding and protecting them by maintaining separate address spaces for a protected data structure and its clients.

All �ve curves in Figure 3.6 have the same slope, determined by the cost of copying the bytes in the record. The basic overhead for each of the four protection models shown

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 90 differs signi�cantly. The multi-process model has the highest overhead. This is probably dominatedby context switch time. Expose Segment is the next most expensive. A system call is required to expose the protected data and to hide it again. Then, the data manager faults to the operating system one more time when it �rst refers to the data. Expose Page is less expensive than Expose Segment because it only enters the operating system twice: once to unguard the data and once to guard it again. It is more expensive than Deferred Write,because DeferredWriteenterstheoperatingsystem onlyonce.

3.3.2 Performance of Guarding in a DBMS

The microbenchmarksdescribedinthe previoussection donot givea completepicture of the cost of guarding. In order to measure the impact of guarding on a full system, we compared several different versions of POSTGRES, each with a different protection strategy, using a workload based on the TP1 debit/credit benchmark [26]. In our version of this benchmark, two thousand transactions were run against a small database. Each transaction retrieves a tuple from an account relation, updates the account relation and two other smaller relations (branch and teller), and appends a record to a fourth relation (history). Account has 10,000 records and is 200 pages long. In this benchmark, Branch has onerecordandTellerten, so eachis onlyone pagelong.

We measured guarding under both a CPU-bound and a disk-bound workload. In the CPU-boundbenchmark,POSTGRES operateson thebenchmarkdatabase withoutforcing its updates to disk at commit time. The benchmark database is small in order to allow the

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 91

Figure 3.6: Costs of UpdatingProtected Records. This graph shows thecost of updating a protected record using the Expose Page, Deferred Write, and Expose Segment models of guarding. They are compared to a multi-process protection mechanism in which a data structure is protected from its client byplacingitinaseparateaddressspacefromtheclient. IntheMulti-Process model, interprocess communication is through Unix pipes. The graph also showsthecost ofunprotectedaccess totherecordthrougha simple bcopy.

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 92 DBMS to store the entire database in main memory. Because the database is small and updates are not forced to disk, the CPU-bound benchmark does no I/O operations at all and saturates the CPU. To make the benchmark disk-bound, we turned force-at-commit back on. The resulting I/O operations bring CPU utilization down to about 25 percent. Bothbenchmarkswererunsingle-useronaDECStation3100implementationoftheSprite operatingsystem.

WecomparedsixdifferentversionsofPOSTGREStoanormalversionwithnoguarding support. The unprotected copy version used the Deferred Write update model but did not protect the pages. Comparing the unprotected copy POSTGRES to normal POSTGRES shows the overhead in Deferred Write attributable to copy management, but not to write protection. Three POSTGRES versions each use a different one of the update models described in the paper. The read-only queries version was actually a modi�ed version of thebenchmarkrunwithExpose Pageguarding. Thisversionisjusta sanity-checktoshow thatguardingdoesnot imposeany costs whenrecordsarenotupdated.

ThelastPOSTGRESversion,fullprotection,protectsallofsharedmemory�including thelocktable,some sharedmemorylookuptables, andthebufferpool. The fullprotection version uses the Expose Page update model to update data in the buffer pool and Expose Segmenttoupdate allotherdatastructures.

Tables3.2and3.3comparetheprotectionoverheadforeachofthesixprogramversions. Eachbenchmarkrunoftwothousandtransactionswasrepeated�vetimestogetanaverage elapsedtime. Ifthestandarddeviationofthe�veelapsedtimeswasgreaterthanonepercent

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 93

Protection UpdateModel Overhead Expose PageGuarding 7% Read-onlyQueries 0% Expose SegmentGuarding 10% FullSharedMemoryProtection 87% DeferredWriteGuarding 11% Copycosts only 6%

Table3.2: PerformanceImpactofGuardingaCPU-BoundVersionofPOST- GRES. The CPU-Bound case was constructed by running a debit/credit benchmark on a database that was small enough to �t in memory. Withoutguarding,theDBMS ranabout10transactionspersecond.

Protection UpdateModel Overhead Expose PageGuarding 2% Read-onlyQueries 0% Expose SegmentGuarding 3% FullSharedMemoryProtection 5% DeferredWriteGuarding 3% Copycosts only 2%

Table 3.3: Performance Impact of Guardingan IO-BoundVersionof POST- GRES.TheIO-Boundcasewasconstructedbyrunningthesamedebit/credit benchmark on the same small database, butforcing updatesto disk on commit. The CPU utilizationinthiscase is 25%.

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 94 of the average, the original �ve runs were discarded and all �ve runs were repeated. The tablespresenttheirresultsasthepercentincreaseintheaverageelapsedtimecausedbythe protectionmechanism.

The two tables show that the least expensive model for updating guarded buffers is ExposePage. ExposeSegmentisslightlymoreexpensive,again,probablybecauseExpose Segmentrequiresboth system calls anda TLB faultto access protecteddata whileExpose Page only requires system calls. In the disk-bound case, the costs of the different models are roughly the same. Since guarding does not affect disk accesses, it has a large impact only when there is high CPU utilization. As one would expect, the read-only transaction workloadshowedno additionalexpense duetoguarding.

ThesoftwareoverheadrequiredtomanagerecordcopiesinDeferredwriteisapparently signi�cant. The Deferred Write model has about the same cost as Expose Segment, even though InstallData is the cheapest guarding system call. Comparing the unprotected copy DBMS to the Deferred Write DBMS shows that much of the expense is related to copy management. From pro�le data, we have seen that nearly all of the copy management costscomefromallocating,freeing,andsearchingforrecordcopiesinthecopyhashtable. Becauserecordsaresmallinthebenchmark,physicalcopyingdoesnotaffectperformance.

The full protection version of the DBMS is much slower than the versions that only protected the buffer pool. This version requires a guarded-memory update whenever the process sets a lock or pins a buffer in the buffer pool. Since pins and locks are acquired moreoftenthanbuffersareupdated, thecost is higher.

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 95 The measurements in this section illustrate the costs of guarding in a system that uses memorymanagement hardwareavailable today. Whilethese costs arenot exorbitant, they willbetoo muchforsome highperformancesystems. The next subsectiondiscusses ways in which changes to memory management units can reduce the costs of guarding so that even highperformancesystems canwriteprotectdata.

3.3.3 Reducing Guarding Costs Through Architectural Support

Oneoftheadvantagesofthecurrentguardingimplementationisthatitusesconventional memorymanagementhardware,makingitapracticaltoolforexistingsystems. However,if virtualmemorymanagementhardwarewereredesigned,theperformanceimpactofguardingcouldbesigni�cantlyreduced. Alargepartofthecostofourguardingimplementation is the trap to the operating system required to change read/write access to protected data structures. The UnguardData, GuardData, and InstallData system calls also must copy argumentsfromuserspacetokernelspace. Modifyingtheoperatingsystemandthevirtual memory management hardware to allow unprivileged processes to protect and unprotect parts of their address spaces could bring the cost of guarding down by as much as forty percent (assuming system calls are 22 microseconds and argument passing takes about 5 microseconds).

Protectionviolationsaredetected bytheaddress translationmechanism inthememory management unit of the processor. Usually, a bit indicating whether a page is writable is storedwiththevirtual-to-physicaladdress mappingforthe page. Whenthevirtualaddress

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 96 istranslatedtoaphysicaladdress,theprotectionbitischeckedtomakesurethattheaddress beingstoredintoiswritable. Wehavebeencallingthehardwarethatmanagesthismapping theTranslationLookasideBuffer(TLB),butimplementationsofthemappinghardwarevary widely. The VAX has two levels of hardware tables mapping virtual address to physical address[50]. IntheDECStation3100[41],thismappingisahardwarehash tableentry. In amachinewithavirtually-addressedcachesuchastheSPARCII,theinformationisstored with the cache line. Cheng [17] describes some of the expenses involved in managing protectionchanges in suchan environment.

Usually, thesame (supervisor-mode)instructionsareusedtochangetheTLB’s virtualto-physical address mapping as are used to change the protection bits. Unprivileged processes cannot execute these instruction since allowing unprivileged processes to change virtual-to-physicaladdressmappingswouldbeasecurityhole. Ifunprivilegedaccess were allowed, any process could allowitself to address any part ofphysical memory. Modi�cationofprotectionbitscanbe asecurityholeas wellinUNIXsystems since codesegments are shared between processes. If a malicious user unprotected a shared code segment and modi�ed the code, he or she could make other processes executing that shared code take actions unintendedby theownersofthose processes.

To allowunprivilegedprocesses toguardandunguarddatain theirownaddress spaces quickly, the processor instruction set should include a separate, unprivileged instruction to store a protect/unprotect bit into a TLB entry. The TLB entry would have to have an additional bit and/or mode that allowed the operating system to protect some TLB entries

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 97 frommodi�cation(e.g. code segments).

Even with hardware support, the operating system would have to cooperate with user processes in order to implement user-level guarding operations. TLBs can be �ushed at any timebythe operatingsystem, forexample, afteracontext switch operation. Whenthe operating system reinitializes a TLB entry, it will do so using the protection information stored in the process page table. If a user process unguards a record using the new instruction, takes a context switch, and then accesses the unguarded data, it will fault; the operating system will have reguarded it after the context switch. Therefore, a user-level guard/unguard operation must not only physically change the protection of the data, but also save the new page status in a way that allows the operating system to determine that status duringa TLB reload.

Onecanimaginemanyimplementationsofuser-levelunguardoperations. Forexample, in the POSTGRES guarded buffer pool experiments, most of the buffer pool was guarded mostofthe time. Records wereunguardedtemporarilyduringupdates, butthen reguarded immediately, and only one page per DBMS process was ever unprotected at a time. An effective implementation for POSTGRES would be a system call with which the user programspeci�es a buffercontaining a list of currentlyunprotected pages. The user-level unguardroutinewouldkeep thelist up to date. Aftera protectionfaulton a guardedpage, theoperatingsystemcouldcheckthisbufferforthevirtualaddress(orvirtualpagenumber) ofa temporarilyunprotectedpage. The protectionfaultwillonly occuriftheTLB entryis lostbetween theunguardoperationand themodi�cationofthe unguardedrecord.

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 98 3.4 Reliability Impact of Guarded Data Structures

The control/addressing/data errormodel presented in the introductionwas designed to breakerrorsintoclassesdifferentiatedbytheireffectsonguardeddata. Inorderforguarding to detect errors, failing software must try to update protected data illegally. If broken software always managed to unguard data structures before corrupting them, guarding wouldnotdetecterrorseffectively. Guardingwouldalsohavenoimpactifsoftwarefailures simply cause the programto halt withoutever overwritingany data. Fromthe errormodel and the data in Chapter Two, we can estimate how much impact guarding will have on softwarereliability.

Dataerrorswouldcorruptguardeddataorcause theprogramtoproduceinvalidresults in spite of the guarding protection, but, fortunately, these errors were uncommon. Data errors occur when the software calculates and stores the wrong data value. Guarding will not protect against these errors; the faulty DBMS code will simply turn off the protection and corrupt the data. The data in Chapter Two shows, however, that the assert statements and other standard debugging and antibugging techniques used in current systems do an excellent jobofdetectingdataerrors,limitingthis risktoguardeddata.

Control errors are also unaffected by guarding, but because they do not corrupt data, notbecause theyturnoffguarding. Controlerrorscorrupttransient programstate orcause deadlock, but do not directly overwrite anything. After a control error, the system only needs to reinitialize transient state and begin accepting transactions again. The secondary effects of the error sometimes involve addressing failures, however. For example, some

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES 99 control errors in the MVS study had �address trap� failure symptoms, meaning that the control error was detected by the system when the code tried to access unaddressable memory. While guardingwill notdetect control errors,it will limitthe possibility oferror propagationafteracontrolerroroccurs.

Guardingwillbemost likelyto detectaddressing errors,suchas uninitializedpointers. ThestudiesinChapterTwoindicatethataddressingerrorsmakeuptwentytothirtypercent of recorded software errors. According to Chapter Two, however, addressing errors tend not to be the �wild pointer� errors that randomly corrupt data arbitrarily far away from the data that the failing module was using. When we could tell from the APAR which data structure was corrupted, 75% of the time the data structure was very near the data that the programmer intended to update. Guarding is unlikely to detect these addressing errors. �Wild pointers� represented only a quarter of the addressing-related errors; hence, the errors most likely to be detected by guarding make up make up about 5 to 7.5 percent ofallsoftwareerrors.

While guarding will not detect most software errors, reducing the number of software outagesbyeven�vepercentwillbeextremelyhelpfulinmanyenvironments. ChapterTwo alsoshowedthataddressingerrorshavethehighestimpactonthecustomer,eitherbecause they caused the most serious outages or were the most dif�cult for the system to recover from. Moreover, even when the resulting outage is minor, addressing errors represent some of the most dif�cult software errors to �nd and �x. By the time the damage has beendetected, themodulecontainingtheerroris nolongerexecuting. Anecdotalevidence

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES100 fromthedevelopmentofPOSTGRESandothersystemssuggeststhatmuchmorethan�ve percentofthesystemdevelopmenteffortgoesinto�ndingandrepairingaddressing-related faults.

3.5 Previous Work Related to Guarded Data Structures

Nowthattheguardingmechanismshavebeendescribed,wecancomparethemtosimilar mechanisms used by other systems. An alternative to protecting shared data structures with guarding is to keep those data structures in one address space and the clients of the data structures in another. In order to make such an architecture practical, a fast crossaddress-space procedure call mechanism like that of the Taos operating system [10] is required. The Taos Lightweight Remote Procedure Call (LRPC) is optimized for RPCstyle communicationin which only a few parameters are passed between caller and called routine. The Service Request Block (SRB) mechanism in the MVS/XA[36] operating systemissimilartoLRPC.AnSRBisahighprioritythreadofcontrolwhichcanbecreated in a remoteaddress space. Both LRPC and SRB use a fastpath throughthe scheduler and some sharedmemorytoreduceoverhead.

Guardingprovidesthe same kinds ofprotectionagainstnon-maliciousdamage as does an address space boundary. However, access to read-only records is faster than would be possible in a separate address space implementation. Since database workloads often requiretheDBMS toscan throughlargeamountsofdatabeforeselectingsome forupdate,

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES101 fasterreadperformanceis adistinctadvantage.

Tandem’s process pairmechanism[7]also relies onmultipleaddress spaces to prevent propagation of software errors. The Tandem data manager has a primary and �hot spare� process executing at the same time on differentmachines. The primaryexecutes all transactions and sends checkpoint messages to the spare. If the primary fails, the spare can reconstruct the data manager’s state from the checkpoint messages. While errors might propagatewithinthe primary,they areless likelyto propagatetothe spare.

Whileprocess pairpreventsthe samekinds oferrorsas guardingdoes, itis muchmore expensive. Keeping the spare up to date requires resources for sending and processing checkpointmessages. Worse, theimplementationofthecheckpointprotocolisnon-trivial. Modi�cations to the DBMS may affect the checkpoint protocol, making them expensive to implement and test. Finally, the model does not help detect errors. The primary and spare bothhavelarge, unprotectedbufferpools. Anundetectedpointererrorcan damagea bufferwithoutmakingtheprimaryturnovercontroltothespare. Thecorruptedbufferwill eventuallycorruptpermanentdata.

The 801 System [16]uses page protectionbits toprovideoperatingsystem supportfor DBMS locking and logging, rather than using page protection to increase fault tolerance. A data manager running on the 801 does not set locks explicitly. Memory management hardwaredetectsareadorawritetoanunlockedbufferandtheDBMStrapstotheoperating system. Theoperatingsystemthensetslocksandimplementsphysicalloggingof128byte subpages. Tosupport�ne-grainlocking,the801memorymanagementunitprovideswrite-

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES102 protection at subpage granularity. The same hardware would support subpage granularity guarding.

Unlikeasystemusingguardeddatastructures,the801treatsanyattempttowritetoone of its buffers as legitimate. By moving responsibility for locking from the DBMS to the operatingsystem, the801islosinginformationavailabletotheDBMSaboutwhichdatais updated erroneously. If a bad pointer causes a write to an unlocked buffer, the 801 locks the buffer and logs it normally. Under the same circumstances, a guarded system would immediatelyhaltthetransaction.

Implementing protected operations such as locking in the operating system is one alternative to guarding. However, installing the DBMS code in the operating system makes the operating system vulnerable to errors in the installed code. Guarding gives the DBMS implementor more freedom to decide what code is reliable enough to have access to protected data. More debugging support is available for user programs than for the operating system, so implementing protected subsystems in the DBMS is more practical thanimplementingthem intheoperatingsystem.

Guarding provides some of the same protections as a protected subsystem mechanism withoutrequiringanyspecialhardwareorrestrictingthedesigner’schoiceofprogramming environment. Existingprotectedsubsystemmechanismsoftenrelyonspecialmemorymanagement hardware [64], [82], or type-safe languages [46]. Guarding can be implemented on conventional hardware and used with common systems programming languages. Of course, guarding is designed to protect against accidental damage not malicious damage.

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES103 Existing protectedsubsystem mechanisms weredesigned toprotectagainstboth.

Wechosetoimplementthevirtualmemorysupportrequiredforguardingbymodifying theoperatingsystem. ItwouldalsobepossibletosupportguardingusingtheMachexternal pager[83]. Implementingguardingdirectlyinthe operatingsystem shouldmakeguarding moreef�cient.

3.6 Summary

This chapter describes modi�cations to the operating system and database manager which are designed tolimitsoftwareerrorpropagationin the DBMS. Write-protectingthe data manager’s bufferpool allows early hardwaredetection of addressing-relatedsoftware errors. Guarding reduces the complexity of software failure by preventing errors from propagating to protected data structures. Guarding techniques can also improve recovery speed since limiting potential error propagation decreases the amount of work required at recoverytime. WhileanyDBMScouldusethesetechniques, theyareespeciallyimportant to a extensible DBMS such as POSTGRES. With a guarded system, one person using (or developing) new access methods or data types has smaller impact on the availability and reliabilityachieved byhis orher peers.

Itisdif�culttoquantifythereliabilityimprovementsthatwillresultfromusingguarding in commercial systems. Chapter Two showed that 25-30% of software errors in several existing systems are addressing-related. Only 25% of those were �wild pointers� that

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES104 damaged parts of the system unrelated to the component with the error, though. This implies that guarding will eliminate about 5-7% of software errors. However, some of thesesoftwareerrorswereamongthemostdif�culttodetectbyordinarymeans, soa5-7% reductioninsoftwareerrorsmayresultina muchlargerreductionintheengineeringeffort requiredtoproduceareliablesoftwaresystem. Theseerrorsarealsoofhigherthanaverage customer impact, so the reliability increase perceived by the customer will probably be morethan5-7%as well.

In general, the performance impact of guarding is comparable to the impact of other software techniques for detecting software errors, such as data structure veri�ers or array boundschecks. Guardingcanbeimplementedef�cientlybytakingadvantageofprocessors with software-loaded TLBs. For read-only workloads, guarding provides the DBMS with additional protection at no extra cost. For update-intensive workloads, experiments have shownthattheadditionalCPUdemandcausedbyguardingisonlyafewpercentwhensmall records are updated. Page remapping techniques could be used as a method for reducing copycostforlargerecords.

In deciding whether or not to guard data structures, system designers face a tradeoff betweenpotentialreliabilityand availabilityimprovementanda smallbutmeasurable performanceloss. Forsomesystems, noreliabilitygainwillbeworthanylossinperformance. Others may be willing to accept the small performance loss in order to achieve any reliabilityimprovement. Stillothersystems maywantthe optionof switchingfromguardedto normaloperationsatdifferentpointsinthesystem lifetimeorfordifferentcustomers.

CHAPTER 3. USINGWRITE-PROTECTED DATA STRUCTURES INPOSTGRES105 Over time, trends in system cost will probably tilt the performance/protectiontradeoff in the favor of guarding. As processors become faster, the additional processing demands caused by guarding will become less of a concern. The big potential risk to the long-term usefulness of guarding techniques is that the cost of changing page protection might not scale withprocessorperformance. However,hardwaredesigners havebeenmade awareof theneedforfastprotectionchangesinotherapplicationssuchasdistributedsharedmemory [1],so,hopefully,theywillconsiderthisissueinfutureprocessorarchitectures. Meanwhile, the need forguarding will almost certainly increase over time. Falling memoryprices are increasingthesizes ofdiskcachesliketheDBMSbufferpool. Somedatainthecachewill remainunusedforlongperiodsoftime. Itisessentialthatbadwritesintothisdata,however infrequent, be caught at the time of the error rather than the �rst time the data is used. It is also essential for fast recovery that these gigantic caches not be reloaded from the disk after software failures. Finally, as non-volatile RAM becomes less expensive, it will be more likely to be more frequently used as stable storage by applications such as database management. Non-volatileRAMwillneverbeasresistanttofailureasdiskstoragewithout some protectionfromaddressing errors.

Chapter 4

Fast Recovery in the POSTGRES DBMS

4.1 Introduction

A fast, simple recovery mechanism is critical to highly available data management in faulttolerantsystems. AsChapterOnepointedout, fasterrecoveryleads directlytohigher availability. Long software restart times lengthen the outages that occur after any kind of failure, and longer outages decrease system availability. Section 2.4.3 of Chapter Two illustrated the reliability risk due to recovery system software. Many software outages caused by control errors were related to recovery and error handling code. The data indicates that recovery systems are hard to implement correctly and hard to maintain. Testing recovery systems is also dif�cultsince it requires test suite designers to anticipate failure conditions that will arise in the �eld. This is a daunting task in a large software system.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 107 Traditionally,faulttolerantsystemshavetriedtomaskfailuresandavoidrecoveryrather thanimproverecoveryspeeds. Forexample,Tandem [7], Stratus[80],Auragen[13],Harp [51], XRF [37] and HA-NFS[11] all maintaina primaryand one or morebackup systems in order to avoid recovering when the primary fails. When a failure occurs, operation switches over to the backup system rather than delay users while the primary recovers. Unfortunately,theprotocolforkeepingbackups uptodate isexpensive andits correctness is very dif�cultto verify. Also, even if the protocol works correctly, there is no guarantee thatsoftwareerrorswillnotpropagatefromthe primarytothebackup.

Another common approach to masking failures is to provide a multi-level software recovery mechanism. The Integrity-S2 [40] operating system attempts to correct internal data structures when it �nds errors in them. If two failures occur within a few minutes, then the system assumes the correction did not work and goes through a full recovery. MVS [2]uses a multi-levelrecovery scheme in which differentportions ofthe system can fail and recover independently. Another two-tieredrecovery mechanism [5] implemented in the Sprite operating system uses a reserved area of memory to hold backup copies of state associated with the distributed �le system and distributed applications. In the event of control errors and most addressing errors, the backup state can be used for quick regeneration ofoperating system and applicationprogramstate withoutdisk operations or communicationwithremotesites. Whenpoweroutages,hardwareerrors,orsoftwareerrors corruptthe reservedmemory,thenormal,slowrecovery pathis used.

The POSTGRES approach to maintaining high availability is to improve the speed of

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 108 systemrecoveryaftererrorsaredetected. Failureisnotmasked,asisthecasewithhardware, but a fast recovery mechanism can improve availability by eliminating long outages after failures. The approach requires little to be done during recovery that is not done during a normal system restart, so the recovery system may be easier to debug and test than conventional multi-level recovery mechanisms. In contrast, most database management systemsusewrite-aheadlog(WAL)recoverytechniques(surveyedin[34]). InWAL,allof theupdatesappliedtothedatabasearewrittentoalog. Thelogisprocessedduringsystem restart to ensure that no committed updates are lost and no aborted updates remain. After the WAL survey was published, ARIES [55] took many steps to improve the concurrency and restart performance of the basic write-ahead logging techniques, but increased the complexity of the recovery system software. Even in ARIES, database recovery time is proportional to the number of log records that must be processed during recovery. To signi�cantlyimproverecoverytimes, logprocessingmust beeliminated.

The work in this dissertation takes as its starting point the 1987 POSTGRES storage system, which uses no-overwrite techniques to combine support for historical data with support for transaction management [69]. The details of the no-overwrite storage system are left to Section 4.2, but, brie�y, the storage system works by creating a new version of any tupleupdatedbythe DBMS ratherthanupdatingthe tupleinplace. IftheDBMS fails and the updating transaction aborts, the previous version of the tuple remains and can be used forrecovery. Fallingbackto the previousversiondoes not involvelogprocessing, so thestorage systemrequireslittleworkatrestarttime.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 109 While the designers of commercial database systems desire the faster recovery that is possible without write-ahead log processing, this community has not applied the POST- GRES storage system ideas to commercial DBMSs. The two most likely reasons for this involve recovery from media failures and performance considerations. POSTGRES assumesthattheI/Osubsystem handlesmediarecovery,hence, itdependsoneithermirrored disks or RAID (Redundant Array of Inexpensive Disks [61]) disk subsystems. Traditionally, write-ahead logs have been used in media recovery for non-mirroreddisks. Because RAIDstoragesystems arenowcommerciallyavailable,thisisbecominglessofaproblem. A more important reason that the POSTGRES storage system ideas are not widely used is that the original design does not perform as well as traditional storage systems when the database must support a very high update rate. The data structures used to implement the no-overwrite transaction support in POSTGRES made retrieving tuples from such a database expensive. Also, POSTGRES must use a force-at-commit buffer management policy: all buffers containing tuples updated by the transaction must be written to disk before transaction commit. Most database management systems do not use this policy because it causes the DBMS to do much more disk I/O than would be necessary with a write-ahead logging policy. To increase the usefulness of POSTGRES’ fast recovery techniques in applications such as banking and stock trading in which both high update rates and fast recovery are important, the performance impact of the storage system must bereduced.

ChapterFourofthisdissertationmakesfourcontributionstofastrecoveryinthedatabase

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 110 management system. The �rst two increase the applicability of the POSTGRES storage systeminenvironmentswithhighupdateratesandallowstheDBMSintheseenvironments to take advantage of fast recovery. First, the chapter suggests several changes to the way tuples are stored in POSTGRES. Section 4.2 describes the original POSTGRES storage system and the new optimizations. Second, Section 4.3 uses an analyticmodel to evaluate the I/O impact of the storage system on a RAID. It shows how non-volatile RAM and modern �le systems such as the log-structured �le system (LFS) [63] can eliminate the additional I/O costs associated with POSTGRES’ no-overwrite techniques. Together, the techniques described in Section 4.2 and the analysis of Section 4.3 should increase the applicabilityofno-overwritetransactionsupporttoapplicationswithhighupdaterates.

Chapter Four also considers recovery of several kinds of DBMS state that the original POSTGRES storage system ignored. When the DBMS recovers from a failure, it must reestablish fourkindsofcontext lostduringthefailure:

(1)DiskDatabaseContext: Thedatabaseonthediskmustbemadetransaction-consistent. (2)DiskCache: Afterafailure,theDBMSmustreloadfrequently-accesseddatabasepages intomainmemory.

(3)SessionContext: Network connections between the DBMS server and its clients are lost during the failure. Reconnecting a client to the server means reauthenticating the client, reinitiating the network protocol, and determining if any messages were in transit at the time of the failure. In some systems, human intervention is even

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 111 requiredto restartapplicationprogramsaftertheDBMS serverfails.

(4)CurrentTransaction Context: Thetransactionsexecutingatthetimeofthefailurehad some transient state associated with them � for example, the query plan structures, thelocktable,andthetemporaryrelationsholdingintermediatestate. Thisstatemust bereinitialized.

The POSTGRES storage system addresses item (1) from the list. Sections 4.4 and 4.5 describe methods of recovering disk cache and session context, items (2) and (3) from the list, which were ignored in the original storage system. Regeneration of the current transactioncontext,item(4)inthelistabove,isleftasfuturework. Theissueofregenerating transaction context is not important when the DBMS only executes short transactions. In thiscase, thefastest, simplestwayofrecoveringlosttransactioncontextistoreexecutethe aborted transactions. Strategies for reestablishing the transaction context of long-running transactionsare outlinedin the�nalchapterofthedissertation.

4.2 A No-Overwrite Storage System

ThePOSTGRESstoragesystemdiffersfrommostotherDBMSstoragesystemsinthat user data is not updated in place. Instead, POSTGRES creates a new version of the tuple andupdatesthenewversion. Whenatupleislogicallydeleted,itisactuallymarkedinvalid and left physically in place. Instead of write-ahead log processing, POSTGRES recovers fromfailuresbyfallingbacktothepreviousversionofthedata. Ifthetransactionisaborted,

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 112 theDBMSdetectsandignoresanychangestothedatabasemadebythetransaction. Evenif thetransactioncommits,theupdatedtupleversionsremainaccessible tousersas historical data. Because the new version of the data is physically located in the data pages, all data pages written by the transaction must be written to stable storage or non-volatile memory before the transaction commits. In [34], this policy for managing data pages is called force-at-commit.

The subsections that follow describe the POSTGRES Storage System and several enhancements to it. The �rst four subsections describe the most important issues affecting theperformanceandcostofthetransactionsystem: (a)storageoftupleversions, (b)reclamationof space in data pages, (c) therun-timedetectionofinvalidupdates, and (d)access tohistoricaldata. The thirdof these subsections discusses the actualrecovery mechanism. A �nal subsection tells how the force-at-commit policy affects performance on several different kinds of I/O subsystems. Much of the current section summarizes design points of the originalPOSTGRES Storage System design and is included here for completeness. Somechanges have been made to improverecovery speed, to simplifyparts ofthe storage system, and to improve performance. In other places, we describe details of the storage systemthatwereomittedin[69]. ThedifferencesbetweentheoriginalPOSTGRESstorage system and the version modi�ed for the dissertation will be identi�ed as they arise. The versionimplementedforthisdissertationisreferredtoasthe�modi�ed�versioninthetext.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 113 4.2.1 Saving Versions Using Tuple Differences

InorderforthePOSTGRESno-overwritestoragesystem tomakemoreef�cientuse of space, consecutive versions of the same tuple are stored as a sequence of tupledifference records rather than a sequence of full tuples. When a tuple is initially inserted into a relation, an anchor point record is constructed representing the full tuple. Subsequent updates are represented as difference records containing only the �elds of the new tuple version that differ from the previous version. The difference records are chained together so that starting at the anchor point and following the chain will allow POSTGRES to reconstructanyversion ofthetuple.

TheoriginalPOSTGRESstoragesystemusedadifferencerecordmanagementscheme based on forward difference chains. In forward differencing, the anchor point is the oldest available version of the tuple. The difference chain goes from the oldest available version to the newest one, hence, queries referringto the current version of the tuple must pass throughthe entire differencechain to construct the tuple (see Figure 4.1). As records are updated, the difference chain will grow and references to current data will become increasinglyexpensive.

The modi�ed POSTGRES storage system used in this dissertation improves access to current data using backward difference chains. The anchor point in this case is the most recent version of the tuple. When an update occurs, a link is constructed from the newly-generatedversiontothecurrentversioninthedifferencechain. Because thecurrent versionofthe tupleisreadilyavailable, scans andupdates ofthecurrentdatabase arefast.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 114

Figure 4.1: Forward Difference Chain. This datapagecontains fourtuples, onlyone of which, T3, is shown. The line tableentry pointsto the anchorpoint(in bold). The forward difference chain connects the records representing versions v0, v1, and v2. To construct the current version of a tuple, the DBMS starts with v0 and follows the differencechain.

Figure4.2: BackwardDifferenceChain. Inthis�gure,T3uses anarray-styleanchor point (in bold, as above) and a backward difference chain. The difference chain is shown as dotted arrows connecting the records associated with versions v2, v1, and v0. The anchor point array points to the youngest member of the chain and to the mostup-to-datevaluesofT3’s�elds. SinceonlyField2andField4havebeenupdated, twoofthese �eldvaluescome from v0andtwocome fromv2.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 115 Unlike the anchor point in a forwarddifference chain, the anchor point in a backward difference chain can contain �elds from several different tuple versions. For example, if a transaction updates one attribute value in a four attribute tuple, as in Figure 4.2, the mostrecentversionofthetuplecontains�eldsfromtwodifferencerecords. Therefore,the anchorpointisstructuredasanarraywithanelementforeachofthetuple’sattributes. Each element points to the most recent value for the given attribute. Because of its array-style anchor point, backward differencing uses more space than forwarddifferencing. Forward differencingsimplyused theoldestavailabletupledifferencerecordas its anchorpoint.

It should be clear from Figures 4.1 and 4.2 that, while both forward differencing and backward differencing are logically no-overwrite techniques, the data on stable storage is physically overwritten after each update. Data is transferred between main memory and disk in page-sized units. When a new differencerecordis added to a page, the entire page isrewrittentostablestorage. Weassume thatdatabasepages arewrittentodiskatomically except in the case of a media failure. We assume that this as well as other media failures is detectable. On devices (and �le systems) in which page writes cannot be guaranteed to be atomic, POSTGRES or the operating system would have to checksum each page in softwareand examinethe checksumeverytimethe pageis readfromdisk.

POSTGRES indices are described in depth in Chapter Five, but one detail regarding them is important to this section. Records in a POSTGRES index point to the line table entryon thedata page ratherthan anindividualrecord. Because the linetable entrypoints to the anchor point, the index can be used to �nd any version of the tuple. Thus, the no-

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 116 overwritepolicydoesnotforcetheDBMS toupdateindexrecordseverytimedatarecords areupdated.

4.2.2 Garbage Collection and Archiving

Tuple difference chains reduce the amount of space taken up by historical data, but the no-overwritepolicywill eventuallycause the database torunout ofdiskspace without an additional strategy for reclaiming storage space. The original POSTGRES storage system allowed space to be reclaimed in three ways. First, any tuple versions created by transactions that later aborted can be garbage collected and removed from the database at anytime. Second,historicaldatacanbemovedtoacheaperstoragemediumsuchasoptical disk,freeingupspaceonthefastermedium. Third,historicaldataolderthanauser-de�ned threshold can be destroyed. This section will, for ease of presentation, address garbage collectionandthearchiving/destructionofhistoricaldataasseparatefunctions. Thesection occasionally refers to the garbage collector and the archiver as separate entities when, in fact,they areimplementedin asingle programcalledthe vacuumcleaner.

In its garbage collection capacity, the vacuum cleaner examines each page of each relationinthedatabase,reorganizingthepagetoeliminatetupleversionscreatedbyaborted transactions. A page is reorganized by �rst allocating a temporary page in memory, then copyingallhistoricalandcurrenttupleversions tothenewpage. The copyingisnecessary becausetheinvalidtupleversionscreatedbyabortedtransactionsareinterspersedwithvalid tupleversionsonthepage. Afterthenewpagehasbeenconstructed,theDBMSbufferpool

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 117 meta-datais modi�edso thatthenew pagereplaces theoldone.

Duringgarbagecollection,thelayoutofthedatapagechanges,butthecontentsofvalid tuples on the page do not change. Therefore, garbage collection does not con�ict with transactions’ two-phase read and write locks on the page’s tuples. If it did con�ict, the garbage collector would have to lock tuples during garbage collection, reducing overall concurrency and allowing the garbage collector to deadlock with existing transactions. Highconcurrencyduringgarbagecollectionisimportantsincethemostfrequentlyupdated relations have both the highest concurrency requirements and consume the most space if notvacuumedfrequently.

While two-phase locks are not required, some coordination between the garbage collector and transactions in the DBMS is necessary because the DBMS process can have pointers into the old version of the page. The DBMS must detect that garbage collection hasoccurredandrevalidatethesepointersbeforetheoldpageisreallocated. Whengarbage collectioncompletes,thegarbagecollectorstoresapointertothenewversionofthepagein thebufferheaderstructureassociatedwiththeoldpage. WhenevertheDBMSre-examines a tuple, it checks to see if there is a new version of the page. If there is a new version, the backend process reassembles the tuple using pointers to the difference records in the new page andunpins the oldversionof thepage. When the last pinonthe page is released, the buffercontainingthe old version can be reallocated. The garbage collectormust also hold thelatch(semaphore)associatedwiththepagewhileitcopiestupleversionsfromtheoldto thenewpage. TheDBMSnormallyusesthislatchduringupdatestosynchronizeallocation

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 118 ofspaceonthepage,soholdingthelatchpreventsupdatesduringgarbagecollection. Until garbage collection has completed, the DBMS does not know how much space is available onthe pageso nospace can beallocated forthenew tupleversioncreatedby anupdate.

When archiving, the vacuum cleaner chooses a time value ARCH-DELAY seconds beforethecurrenttimeanddeclares thattobethe archivestarttime. The archiverselects alltupleversionscommittedbeforethestarttimeandcopiesthemtothearchiveordestroys them. Toensurethatitcopiesthecorrecttuples,thearchiverusesthePOSTGREShistorical data(ortimequery)facilitytolookuparchivabletuples(describedinSection4.2.4). Since the time query only returns data that was valid at the archive start time, uncommitted updates are never copied to the archive. The current POSTGRES implementation stages archived tuple versions to a magnetic disk write bufferbefore writingthem to the archive, since access to the archive media (tape or write-once optical disk) is typically an order of magnitudeslowerthanaccess todisk.

After the data is archived, the archiver deletes historical tuple versions from the magnetic disk relation. It will usually also have to construct a new tuple difference record representing the oldest available tuple version. Because consecutive tuple versions share manyattributevalues,theoldestavailabletupleversionprobablyincorporatesattributevalues fromdifferencerecords that the archiver has deleted. The new tuple differencerecord retains these shared attributes in the non-archived version of the relation. Details of the archive and its cache are described in [59]. The archive indexing strategies are addressed in[45]. Unlikethegarbagecollector,thearchivermustusetwo-phaselockingtoguarantee

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 119 thatnotransactions areusing historicaldata whenitis moved tothearchive.

ConstructingOver�owPages toSupporttheNo-OverwritePolicy

In the no-overwrite storage system, the policy for managing page over�ow has a signi�cant impact on DBMS performance. Because of the no-overwrite policy, repeated updates to tuples on a data page eventually �ll the page. The space reclamation strategies describedabovewillnotalwayspreventpagesfrom�lling,especiallyinahigh-update-rate environment. Since high-performancecommercial database management systems can run at rates of hundreds of transactions per second, pages �ll up too rapidly. Minimum-sized tuples in the original storage system are about 64 bytes, even when differencing is used. Thus, approximately127updates �llan 8Kpage containingone tuple.

Theoriginalstoragesystemsimplyextendsthetupledifferencechaintoanewpagewhen atransactiontriestoupdatetuplesonafullpage. Inthehigh-update-rateenvironment,this strategy causes performance to degrade rapidly, especially when the DBMS uses forward difference chains. Whenever a tuple is accessed or updated, each page in the multi-page forwarddifferencechainhastobeaccessed. �Hot�tuplesthatreceivefrequentupdateswill formthelongestmulti-pagetuplechains. Therefore,thetuplesthatareusedthemostoften willhave thegreatestaccess cost.

Backward difference chains improve the access to multi-page tuple chains in some importantcases,butatgreaterstorageoverhead. Onlythepagescontainingcurrentattribute valuesneedtobeexaminedifbackwarddifferenceanchorpointarraysareallowedtopoint

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 120 across pageboundaries. Inthecase inwhichthesame attribute�eldisupdatedrepeatedly, only two pages are accessed: the one containing the anchor point and the one containing the most recent difference record. However, the anchor point array entries must be larger if they can point across page boundaries. Only two bytes per pointer are required if the chainsarecontainedwithinapage,whilesixbytes(afour-bytepagenumberandatwo-byte offset) are required to point to a difference record on another page. Also, updates require both the anchor point and difference record page to be updated. In forward differencing, onlythepage containingthedifferencerecordismodi�edduringan update.

Themodi�edPOSTGRESstoragesystemusesanalternativestrategytolimittheperformanceimpactofmulti-pagetupledifferencechains,astrategybasedonpagereorganization. If a transaction updates a tuple on a full page, the DBMS creates an over�ow page and moves some of the tuple difference records from the original page to the over�ow page using a technique detailed below. Managing over�ow pages recoverably is more complex than the original POSTGRES storage system strategy, but in the common case it allows accesstothecurrentdatabasetotakeplacewithoutexaminingmorethanonepagepertuple.

There are two possible strategies for creating over�ow pages. The simplest strategy wouldbe toconstruct a newanchorpoint foreach tuplefromtheoriginalpage on thenew over�owpage. Ifall ofthe currentversion’s attribute�elds are assembled on the over�ow page, the current tuple version can always be constructed from a single page. The header of the new page wouldhave a pointerback to the originalpage in order to allow access to historical data from the current version of the data. Unfortunately, the DBMS may have

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 121

Figure 4.3: CreatinganOver�owPage. Whentheoriginalpageover�ows,it issplitintotwopages. Theoldpagecontainshistoricaltupleversionsandthe new page contains the current versions. While the old page is written asynchronouslytostablestorage,thenewpageismappedtoatemporarylocation ondisk. Oncetheoldpagehasbeenwrittentostablestoragesuccessfully, the new page is allowed to overwrite the original page in the database and the temporarylocationcanbereused.

manyindicesreferringtorecordsontheoriginalpage. Eachindexwouldhavetobeupdated inorderforindexedaccess tothedatatoremainfast. Iftherearemanyrecordsonthepage andmanyindexesontherelation,creatinganover�owpagewouldrequireupdatestomany otherpages andagainhave signi�cantperformanceimpact.

A better strategy is to move the older versions of the tuples on the original page to the over�owpage, as shownin Figure4.3. That way,index entriesstillpointto thesame page andthatpagestillcontainsthemostrecentversionofthetuple. Over�owpagesarechained togethersothat anyhistoricalversionofthe datacan bereached byamulti-pagescan.

Creating an over�ow page containing historical tuple versions in a way that prevents information from being lost in a crash is tricky. To create an over�ow page, the DBMS

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 122 creates twonew pages: the new-versionover�ow page and the old-versionover�owpage. Thenew-versionover�owpagecontainsthemostrecentversionofeachtupleontheoriginal page. The old-versioncontains thehistoricalversions oftuples onthe originalpage. Once the old-version page has been saved in stable storage, the new-version page can be used in place of the original. Until the old-version page has been successfully written to stable storage, the original page contains the only stable version of the historical tuples on the page. If the new-version page were allowed to replace the original page before the oldversion page was stable, a crash could destroy the historical tuple versions. The DBMS logicallyreplacestheoriginalpagewiththenew-versionpagebymodifyingthebufferpool meta-data. Buffer pool cache meta-data tells which buffer in main memory is associated withagivenpageofthedatabase. Ifapageiseverwrittentodisk,thebufferpoolmeta-data tellswhere itshouldbe written.

Creating over�ow pages is not very expensive if a small amount of non-volatile RAM is available, but, if disk is used for stable storage, over�ow causes an extra disk write. In theoriginalstoragesystem,over�owcausesthenewpagetobewrittentostablestorage(to committhenew tupleversion)and theoriginalpage tobe writtentostable storage(tolink the previous version to the new one). When non-volatile RAM is available, the modi�ed version of the POSTGRES storage system creates its new-version over�ow page and oldversion over�owpage, then blocks while the old-versionover�ow page is copied to stable storage. Afterthe old-versionpage has been copied, the DBMS replaces the originalpage with the new page. When the transaction causing the over�ow commits, the new-version

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 123 pageis writtentostablestorage. Asinthe originalPOSTGRES storagesystem, twopages onstable storageare updated.

When disk is used for stable storage, the new scheme cannot block the DBMS while the old-version over�ow page is written to stable storage. Disk latency is too long for such a strategy to be ef�cient. Instead, the DBMS writes the old-version page to disk asynchronously. Asabove, thetuplesontheoriginalpagemustremainintactuntiltheoldversionover�owpageiswrittentodisk. ToallowtheDBMStocommittransactionsbefore the write of the old-version page has been con�rmed, the new-version page is mapped to a temporary location on disk. The temporary page is chained to the original page and the old-version is chained to the new-version as is shown in Figure 4.3. On a commit, the original page and the new-version page must both be written to disk. The original page mustbewritteninordertopreserveitspointertothetemporarylocationofthenew-version page. Thus, threepages arewrittentodiskon anover�owinstead oftwo.

Insummary, theno-overwritestoragesystem must have some policyforcreatingover- �ow pages. The original storage system’s policy of allowing tuple difference chains to span several pages forces the DBMS to examine more than one page duringthe update of a single tuple. Even if the vacuum cleaner runs hourly, these chains of pages could run to tensofpagesforhighly-updatedtuplesinahighperformanceDBMS.Themodi�edstorage system puts historicaldata on a new page instead of the newly-createddata, so that access to the current database remains fast even if the vacuum cleaner runs infrequently. This strategywillresultinan extradiskwriteperover�ow,however,ifnonon-volatilememory

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 124 is availableforstable storage.

4.2.3 Recovering the Database After Failures

The DBMS recovery system must mask any inconsistencies in the database resulting fromaDBMSfailure. InPOSTGRES,theseinconsistenciestaketheformoftupleversions that were created by transactions that later aborted. In a conventional system, data pages can contain two kinds of inconsistencies. First, tuples may have been updated in place by transactionsthat wereaborted. Second,tuples updatedbycommittedtransactionsmaynot havebeenwrittentostable storagebeforethefailure. Bothkindsofstoragesystemrequire somerecoveryactionstoensurethattransactionsstartingaftersystemrestartneverusethis inconsistentdata.

After a failure, a conventional log-based DBMS makes the entire database consistent before allowing users to access the data. The log in a conventional DBMS contains a sequence of records representing updates to the database and records telling which transactions have committed. At recovery time, the DBMS reads the log to �nd out which transactions have committed, then examines the data pages affected by each log record to make sure that committed updates have been applied and that aborted ones have not. Recovery, in conventional systems, is usually I/O bound due to the many data pages that have toberead. The costwillbe proportionalto thelengthofthelog.

The subsection that follows describes the techniques used to detect and ignore invalid tupleversions in POSTGRES. Because the DBMS candetect invalidtupleson use, it does

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 125 not have to remove inconsistencies in the database at system restart time. We discuss the cost of POSTGRES database recovery after describing the technique for detecting invalid tupleversions.

TransactionStatusFile

When a POSTGRES transaction begins, a slot is reserved for the transaction in the transaction status �le maintained by the DBMS. A transaction identi�er, or XID, is a pointer to this transaction status �le slot. The status �le records the current state of both current and past POSTGRES transactions. In the original storage system, the transaction can bein oneof threestates � committed,aborted,and in-progress�whilethe modi�ed storagesystemonlyrequirescommittedandabortedstates. Thein-progressstate wasused forsynchronizationbetweenthePOSTGRESvacuumcleanerdescribedinSection4.2.3and currenttransactions. Themodi�edstoragesystemuses moreconventionalsynchronization techniques, so itcanuse one-bitratherthan two-bitslotsto encodeeach state.

Queries of historical data require the DBMS to maintain a second �le called commit time�leintheoriginalPOSTGRESstoragesystem. Whenatransactioncommits,itstores the current time in the commit time �le. Time queries use this commit time to determine when data written by the transaction became valid. Note that the commit time must be written before the transaction is committed so that each committed transaction has a valid commit time. The commit time �le is decomposed into slots in the same way as the transaction status �le, although each slot is four bytes wide instead of one bit wide. This

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 126 allows the DBMS touse the same XIDto look upa transaction’scommit timeand current state.

POSTGRES backend processes actually reserve blocks of XIDs instead of allocating them individually. The DBMS maintains on stable storage the next available XID, next- XID, which indicates the �rst XID that can be allocated to a transaction after a system failure. When a POSTGRES backend runs out of XIDs, it updates next-XID on stable storage to reserve the next available block. As transactions are initiated by clients, the backend process assigns XIDs from its block consecutively. Because the block is owned by a single process, the backends do not need to coordinate the allocation of a new XID; they only need to ensure that one of them at a time is allocating new XID blocks. Larger XIDblocks lessen the overhead of XIDallocation, but increase the numberofunallocated XIDsthat willhave tobe discardedduringafailure.

IdentifyingtheUpdatingTransaction

At run time, the POSTGRES storage system must detect and ignore updates to the database made by transactions that were later aborted. The storage system stores XIDs in tuple difference records to identify the transaction that created, updated, or deleted a given tuple version. By mapping the XIDs to slots in the transaction status �le, the DBMS can determine whether or not these transactions have committed. Because tuples are locked using a conventional two-phase locking scheme ([25]), a transaction will block if it encounters tuples created or written by other in-progresstransactions. Therefore, any

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 127 uncommittedtupleupdates thatthe transactionencountersareinvalid.

The modi�ed POSTGRES storage system stores an XID in the anchor point of the tuple and in each tuple difference record. The anchor point of a tuple stores the tuple’s inserterXid, the XID of the transaction that inserted the tuple intothe database. The XID in each tuple difference record identi�es the transaction that updated or deleted the tuple version represented by the difference record. If no transaction has attempted to update or deleteatupleversion,theXID�eldinthedifferencerecordcontainsaninvalidtransaction identi�er.

Intheoriginalstoragesystem, additionalXIDswerestored,buttheseturnoutnottobe necessary. EachdifferencerecordkeptitsownminXidandmaxXid. TheminXididenti�ed thetransactionthatcreatedthetupleversionandthemaxXidtoldwhichtransactionupdated or deleted the tuple version. Clearly, the maxXid of one difference record is the same as theminXidofthepreviousone, sothesetwo�eldscouldbemergedintoasingleXID�eld inthe modi�edstoragesystem.

The modi�ed storage system also maintains in each anchor point a �eld called the commandID indicatingtheDBMS command,orquerylanguagestatement, thatlast modi�ed the tuple. Each query language statement is a separate command. When a command changesatuple,thechangeisnotvisibleuntilthenextcommand. So,forexample,arecord insertedintoarelationduringaquerywillnotbevisibleinthedatabaseuntilafterthequery that inserted it completes. Each POSTGRES process maintains a command counter for its currently executing transaction. The DBMS stores the current command counter value

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 128 in the tuple’s commandID �eld when the tuple is created and modi�es the commandID �eld every time the tuple is updated. A transaction ignores a given tuple version if that transaction was the one to modify the tuple and the current command matches the tuple’s commandID.

Instead of associating a single commandID with the entire tuple, the original storage systemassociatedamaxCommandandaminCommandwitheachtupleversioninthesame way as maxXid and minXid. The modi�edstorage system uses a single commandID�eld for the tuple because the command is only ever relevant to the last tuple in the difference chain. The command�eldisonlyused whena transactionhas updatedatuplealreadyand is examining the tuple again. Since the current command cannot see its own updates, it cannot have created morethan one element in the tupleversion chain. Therefore, theonly tuple version that could possibly have been created by the current command is the most recent tupleversion. The maxCommandand minCommand become a single �eldbecause thetuplecannot becreatedand deletedinthe samecommand.

DetectingInvalidTupleVersions

Aconventionaldatabasemanagementsystemuseswriteaheadlogprocessingtoremove an aborted transaction’s updates after recovery. POSTGRES detects and ignores these invalid updates whenever the updated tuple is used after the failure. Because the DBMS maintains previous versions of every tuple updated (using the difference record chain describedabove),ignoringaninvalidupdatesimplymeansusingwhicheveroftheprevious

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 129 versions wasvalidatthe timethattheabortedtransactionbegan itsupdate.

Aninvalidupdatecan be:

(A)Aninvalidinsert. A transaction creates a new tuple, inserts it into the database, then aborts due to a failure. If a later transaction examines this tuple, it must ignore all tupledifferencerecordsassociated withthe transaction.

(B)Aninvaliddelete. A transaction could delete an existing tuple from the database and abort. Ifa latertransactionexamines thetuple, itmustignorethedelete.

(C)Aninvalidreplace. A transaction could replace a �eld in an existing tuple, creating a new tuple version. If the transaction aborts, later transactions must use a previous tuple version in the differencerecord chain, the one that was valid when the aborted transactionmadeits update.

An invalid update may create more than one tuple version. For example, a transaction mayinsertatupleintothedatabase andthenupdateit,creatingatuplewithtwodifference records in it. If the transaction then aborts, both difference records are invalid. Only versions at the end of the tuple difference chain can be invalid since two-phase locking preventsone transactionfromupdatinganother’suncommittedtupleversions.

To �nd invalid updates, we must check for each of the three cases in the list above. Each check requiresus toconsider an XID associated withthe tuple. Note that thechecks described below require only one of these three XIDs to be looked up in the transaction status�le. Checkingforinvalidtuplesisacommonoperationandexaminingthetransaction

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 130

Figure 4.4: Tuple Quali�cation. This �gure shows the same tuple at three instancesintime. Intheupperleftcorner,thetupleisinsertedbytransaction T1. T1writesitsXIDintheinserterXidslotintheanchorpoint. Ontheright, Field2 is replacedbytransactionT2. T2 writes itsXID in theXID slotof the �rstversionofthetuple. Finally, transactionT3 deletestheentiretuple.

status �leis relativelyexpensive, soreducingthenumberoflookupstoone pertuplegives a performanceadvantage.

Weonlycheckforcase(A),invalidinserts,ifthereisexactlyonetupledifferencerecord in the chain. To check for case (A), we examine the inserterXid associated with the tuple header. If that XID is associated with an aborted transactio, the tuple is invalid. If there are several tuple differencerecords in the chain, we treat it like case (C), even if the same transactionhas initiatedalloftheupdates.

Tocheckforcase(B),weexaminetheXIDassociatedwiththelastdifferencerecordin the tuple’s difference record chain. If that XID is NULL, no transaction has attempted to delete the tuple. If the XID is valid and maps to an ABORTED transaction status �le bit,

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 131 thenatransactionattemptedtodeletethetupleandaborted. Inthiscase, wefallbacktothe last tupleversioncreatedby atransactionotherthanthe abortedone.

We only check for case (C) if no transaction has attempted to delete the tuple. To see how to detect an invalid replace operation one must remember how a replace operation is implemented in the POSTGRES storage system. To replace a �eld in an existing tuple, a transactioncreatesanewtupledifferencerecordcontainingthereplaced�eldsandaNULL XID �eld. The transaction stores its own XID in the XID �eld of the current difference recordin the tuple(effectively�deleting�this differencerecord)and links thenew version to the front of the difference record chain. Thus, a later transaction checks if the replace transaction has committed by examining the XID of the second difference record in the chain. ThisXIDismappedtotheCOMMITTED/ABORTEDstateofthereplacetransaction usingthetransactionstatus�le. Ifthetransactionhascommitted,thelastdifferencerecord describesthecurrenttupleversion. Ifthistransactionhasaborted,thelastdifferencerecord createdby anearliertransactionisthe validone.

Ifthelasttransactiontoupdateordeletethetuplehasaborted,wehavetosearchthrough the tupledifferencechain tolocate thelast validversion. The DBMS searches throughthe chain until it �nds a difference record with an XID �eld different from the XID of the abortedtransaction. IfnoneisfoundandiftheinserterXidisalsoequaltotheinvalidXID, the entire difference chain was inserted by a single aborted transaction and is invalid. If a new XID value is found, the difference record following the one containing that XID is thelastvalidversion. Obviously, iftheinserterXidisthe�rstXIDnotequal totheaborted

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 132 transaction’sXID, theinitialtupleversionis thevalidone.

RecoveryCostsinthePOSTGRESStorageSystem

Three factorscontributeto thecosts ofrecoveryinPOSTGRES. First,thesystem must be reinitialized after a failure. While no log processing is required, the DBMS must do someworktoinitializethestoragesystem. Second,theDBMSmustcheckforinvalidtuple versionsonuse. Third,over�owpagesoccasionallyresultinanextraI/Oto�ndthecurrent versionofa tuple. These costs are addressed oneata timeintheparagraphsthat follow.

At restart, the modi�ed POSTGRES storage system simply allocates a new XIDblock foreach backend process and reinitializes its in-memorydata structures. NewXID blocks must be allocated after a failure because the DBMS cannot tell which XIDs from the old blocks had been allocated at the time of the failure. Because of ef�ciency concerns, transactions do not stably record the fact that an individual XID has been allocated (only XID blocks). The original storage system also needed to scan the tail of the transaction status �le, converting the state of each in-progress transaction to aborted in order to show thatthetransactions in-progressat thetimeofthe failurehave aborted.

Although tuple validation is required for every tuple examined by a transaction, validation is notvery expensive. Pro�lesofthe debit/creditbenchmarkused in Chapter Three showed that validation consumed about 1.5% of the DBMS’ CPU time; 1.3% came from mappingtheXIDtoa transactionstatus �leslot.

The pro�le does not include the cost of reading transaction status �le blocks from the

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 133 disk. Ifthetransactionstatus �leis toolargeto storeinmemory,additionaldisk readswill be required to validate tuples. Notice from the previous subsection that at most one XID pertupleiseverlookedupinthetransactionstatus�le,butonediskreadpertuplescanned wouldstill makethestoragesystem prohibitivelyexpensive.

Fortunately, the vacuum cleaner can be used to compact the transaction status �le, keeping the �le small enough to be cached in main memory. To implement compaction, the vacuum cleaner must record the XID of the oldest in-progress transaction at the time the vacuumcleaner begins itssweep ofthe database. Afterthesweep is over, thedatabase contains no invalid tuple versions with updater XIDs smaller than this oldest in-progress transaction’sXID.Now,ifthisoldest-unresolvedXIDisrecorded,itcanbeusedtovalidate tuple versions. The transaction status �le need not be consulted for XIDs smaller than the oldest-unresolvedXID;these transactions have de�nitelycommitted. The status �lecould even betruncatedatthe oldest-unresolvedXIDin ordertosave diskspace.

Becausetransactionstatuscanberepresentedwithasinglebit,relativelysmallamounts of memory are required for the status �le cache. A DBMS that executes 128 transactions per second consumes only 512 KBytes of status �le in nine hours. Thus, even at high transaction rates, the garbage collector can easily ensure that the status �le lookups never go to disk by running every few hours. Extremely long running transactions, however, can prevent the status �le from being compacted and affect the performance of the entire system.

Finally,whentheDBMSfailsduringthecreationofanover�owpage,theDBMSmust

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 134 readtwopagesinorderto�ndthemostrecentversionofthetuplesonthepage. Figure4.3 showedhowPOSTGREScreatedtemporarypagestopreventhistoricaltupleversionsfrom being destroyed. If the temporary page exists, it must be read into memory the �rst time thepageisaccessed afterafailure,requiringtwoI/Osto�ndthetuplesonthepageinstead ofone.

POSTGRES requiresmuchless I/Otorecoverits data thana conventionalwrite-ahead logging system. The conventional system must read each page referred to by a log record duringrecovery. Manyofthedatapagesreadinduringrecoverywillbereplacedinmemory before the data on them is used by new transactions. Thus, these I/Os would never have happened ifthesystem had notfailed. POSTGRES onlyrecovers a pagewhen the dataon the page has been accessed by a current transaction. At that point, the page must be read intomemoryanyway. Inthenormalcase, thecurrentandpreviousversionofatuplereside onthesamepage. Evenifthecurrentversionofthetupleisinvalid,noextraI/Oisrequired toaccess thedata.

4.2.4 Validating Tuples During Historical Queries

When users query historical data, POSTGRES examines transaction commit times to ensure that tuples were valid during the time period of interest. To determine the commit timeofatupleversion,theDBMSmapsdifferencerecordXIDstocommittimesusingthe commit time �le. If the current version of the tuple is in the time period of interest, the DBMS must also check that the version was not written by an aborted transaction, using

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 135 the transaction status �le as described above. Status �le lookups are necessary because it is possible for an aborted transaction to have a valid commit time. A failure might have occurred between the time that the DBMS updated the commit time �le and the time it updated the status �le, effectively aborting the transaction. Historical queries must use two-phase locking in order to prevent the archiver from removing tuples from magnetic diskwhile thequeryis inprogress.

In order to improve the performance of POSTGRES time queries, the original storage system copied the commit time into tuples during garbage collection. Thus, the commit time�ledidnotneedtobesearchedforqueriesofdataolderthanthelastgarbagecollector run. POSTGRESalso maintains a cache ofcommittimesto allowtimequeries toproceed without constantly accessing the disk to read transaction commit times. However, this cache must be 32 times as large as the status cache since POSTGRES represents commit timeusingfourbytequantities. Ifnotenoughmemoryisavailableforthecache, thentime querieswillhave toaccess thecommittime�leondisk duringvalidation.

4.3 Performance Impact of Force-at-Commit Policy

Commercial database management systems do not use a force-at-commit policy for managingdatapagesbecause thispolicyhaspoorperformanceonconventionaldisk-based stable storage. If several data pages are forced to different locations on the disk, commit is delayed while the disk arm seeks to each location. At commit time, a write-ahead

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 136 logging storage system only writes log records synchronously; data pages can be written asynchronouslywhentheyareejectedfromtheDBMSdiskcache. Byplacingthelogona separatedevicefromtherestofthedatabase, theconventionalDBMSdoesnothavetopay foranydisk seeks atcommittime.

Modern system architectures and �le organizations have a large impact on the performanceofPOSTGRES’force-at-commitpolicy. ThissectioncomparestheI/Operformance ofPOSTGRES and a conventional DBMS that uses a write-aheadlog. To separate the expense of thePOSTGRES historical data featurefromtheexpense offast recovery, wewill also consider two versions of POSTGRES: one with and one without the historical data feature. The analysis considers: (a) conventional disk subsystems, (b) non-volatile RAM (NVRAM) stable storage, (c)RAID paralleldisk subsystems [61], and (d)Log-Structured FileSystems(LFS)[63]. Thisanalysisisbasedontheanalysisin[69]whichdidnotconsider RAID,LFS,archivingcosts, ortheimpactoflargediskcaches. Theanalysisinthissection shows that ona system with a suf�cientamountofnon-volatileRAM and a log-structured �lesystem, POSTGRES(withhistorydisabled)performsaboutthesameasaconventional system,despitetheforce-at-commitpolicy. Withhistoryenabled,POSTGRESdoesatleast thirtypercentmoreI/Othana conventionalDBMS.

4.3.1 Benchmark

Forthecomparison,weuseananalyticmodelbasedontheTP1debit/creditbenchmark [26]. A transaction in the TP1 benchmark randomlyaccesses two �hot� relations (Branch

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 137 and Teller), and one �cold� relation (Account). Each of these is �rst read then written. Finally,thetransactionappendstoaHistoryrelation,andwritesanynecessarylogrecords. In the subsection that follows, we describe �rst the parts of TP1 transaction execution that the conventional system and both versions of POSTGRES execute in the same way. Then, we describe the differences between the three DBMS versions when executing this benchmark.

Assumethatthereisenoughmainmemoryavailabletocacheallofthetwohotrelations, but not all of the cold one. Thus, in steady state, the DBMS must read one Account page from the disk and write one (different) Account page to the disk on every transaction. History relation tuples contain 50 bytes of data and a tuple header. In POSTGRES, the header is 60 bytes so 74 history tuples can �t on a single 8K page. Therefore, a History block must be written to disk every 74 transactions, on average. A conventional system will maintain less information in its tuple header. If the header is 10 bytes, then a history page is�lledevery136transactions.

InthePOSTGRESstoragesystem,thefourdatablocksupdatedbyTP1andthetransactionstatus�leblockmustbeforcedtostablestorageaftereverytransaction. Theversionof POSTGRES in which historyis disabled never creates over�owpages. Instead, it garbage collects historical data on a given page whenever the page �lls. For the analysis, we will also assume that the version of POSTGRES with history disabled does not record commit times. Thecommittimesareonlyrequiredbyhistoricalqueries. Sincethehistory-disabled version of POSTGRES is not preserving historical data, there is no reason for the DBMS

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 138 tomaintaincommittimes.

In a conventional �le system, a TP1 transaction constructs log records containing the before-andafter-imageoftheupdatedtuples. Atcommittime,theselogrecordsareforced to stable storage in a single write. We assume that the log records required to describe 20 TP1 transactions �ll a log page. This corresponds to about 400 bytes of log record per transaction.

Conventionalsystemstypicallydonotkeepthewrite-aheadlogonthesamediskasthe database in order to avoid disk seeks at commit time. Since the DBMS always appends to the log, storing it on a separate device from the database means that the disk head is alwaysnear the tail ofthe log and log writes are sequential I/Os. To make the comparison fair, POSTGRES is also allowed one disk to use for sequential writes. Unfortunately, POSTGRES does not have a data structure like the log with a strictly sequential access pattern. Iftransactionscommitinroughlythesameorderthattheyareinitiated,however,the transactionstatus�leandtransactioncommittime�lewillbeaccessednearlysequentially. For the analysis, we assume that the version of POSTGRES that has disabled historical queries stores the transaction status �le on a separate device. The version of POSTGRES withhistorysupportwillstorethecommittime�leonthe separatedevice.

To simplify the presentation, we will call one sequential I/O two sevenths, 0.29, of a randomI/O. The numberis taken froma FujitsuEagle drivethat has an average seek time of 30ms, average rotational latency of 8ms, and transferspeed of 4ms per 8K page. Thus, theaverage sequentialI/Otakes 12msandthe averagerandomonetakes 42ms.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 139 HistoricalDataandArchivingCosts

TheversionofPOSTGRESthatpreserveshistoricaldatapaysadditionalcoststomaintainthisdata. The systemmustcreateover�owpages asdescribedinSection4.2.2 tostore the historical tuple versions until they are archived. The system must maintain a commit time �le so users can query the historical data as described in Section 4.2.4. Finally, the historicaldatamusteventuallybecopiedtoanarchivedeviceinordertoleave roomonthe diskfordatathat isgeneratedby newtransactions.

To record the historical data, over�ow pages must be created every time a page �lls. Therateatwhichover�owpagesaregenerateddependsonhowmuchfreespaceisreserved on each page for updates. If each database page contains a single tuple, 127 updates to a TP1 Account, Branch, or Teller tuple can occur before the page �lls. If thirty percent of the page is reserved forhistorical data, 51 tuples can be stored on each page and a page is �lled every 38 updates. For the analysis, we assume that 30 percent of a page is left free when the page is initialized. TP1 replaces three tuples per transaction and a page is �lled on average every 38 updates, so the DBMS must write to an over�ow page every 3/38, or 0.08, transactions, onaverage.

In some environments, the cost of migrating data from the magnetic disk onto the archive device could be ignored. In these environments, there is a slow period, perhaps at night, when historical data can be moved from magnetic disk to the archive device. For this analysis, however, we assume that there is no slow period or the slow period comesinfrequentlyenoughthatstoragewillneedtobereclaimedduringoperation. Thisis

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 140 quite reasonable when a page �lls every 38 updates and the DBMS has a sustained, high transactionrate. IftheDBMSrunsat128transactionspersecond,itcreatesinanhourabout 36,864over�owpages andhistoricaldataconsumes288MBytes ofdiskspace. Therefore, the analysis assumes that the cost of a transaction must include the cost of archiving the historicaldatageneratedby thetransaction.

While we must account for archiving costs, the analysis only considers the cost of archiving over�ow pages, not the cost of examining and archiving historical tuples on currentpages ofthedatabase. Over�owpages andthecommittime�legrowasa function ofthetransactionrate,soitisrelativelyeasytodeterminehowmuchoftheircoststoaccount to each transaction. The vacuum cleaner also examines all of the non-over�ow pages for historical data, but this cost depends on the size of the database and the rate at which the vacuum cleaner runs. It is independent of the transaction rate. In order to simplify the analysis, we will assume that the vacuum cleaner runs infrequently enough relative to the transactionratethatarchivingcostswillbedominatedbythecommittime�leandover�ow page cost.

As stated in section 4.2.2, archived data is not written directly to the archive device in POSTGRES. Instead, thepagesare accumulatedinawritebufferonmagneticdisk. When the buffer�lls, it is rereadfromdisk and the data is �nallywrittento the archive. Thus, to preservethe historicaltupleversionson asingle over�owpage,the DBMSmust: (a)Create theover�owpageand writeit tothedisk inthecurrentdatabase, (b) During vacuum cleaning, read the page from disk to �nd the archivable data on the

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 141 page.

(c)The vacuumcleanerwritesthe pagetothe archivewritebuffer.

(d) The vacuum cleaner deletes the tuples fromthe over�owpage inthe currentdatabase andrewritesit.

(e)Thevacuumcleanerrereadsthewritebufferfromthediskandpushesittothearchive. The operations mustbe done in thisorderto preventthe archiveddata frombeinglost in a failure.

Weshowedabovethateachover�owpagegeneratedcausesseveralI/Oswhenallofthe archivingcostsaretakenintoconsideration. Eachover�owpageresultsinonerandomread (b), one sequential read (e), and three random writes (a,c,d) in the currentimplementation of POSTGRES. Thus, the total historical data cost is 3*0.08 or 0.24 random writes per transaction and 0.08*1.29 or 0.1 random reads per transaction, plus one update to the committime�lepertransaction.

This section ignores some additional costs related to the archive device manager described in Section 4.2.2. We assume that the archive device itself is not a bottleneck. Currently, the optical disk archive used by POSTGRES runs at 1/40 of the speed of a magneticdisk. POSTGRESdoesenoughdiskI/Othatthearchivedeviceisnotabottleneck at present. Also, the 1987 POSTGRES storage system design assumes that new indices are also constructed for the data once it is moved to the archive. The cost of creating and maintainingthese indices is ignoredinthe analysis.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 142 4.3.2 Conventional Disk Subsystem

We see thefollowingcosts ina conventionaldisksubsystem:

The conventional DBMS and both versions of POSTGRES each do one random read to getthe pagecontainingthetransaction’saccount record.

TheconventionalDBMSwritesoneaccountpagetodisktomakeroominitscacheforthe new account page. Every 136 transactions, it �lls a history relation block that must eventually be written to disk. The cost of these History relation updates is 1/136, roundedto0.007.

Each version of POSTGRES writes the four pages that were updated by the transaction:

account, teller,branch,and history. The force-at-commitpolicyrequiresthese pages tobe writtentostable storageat transactioncommit.

The conventionalDBMSwritesthe pagecontainingitslogrecordstodisksequentiallyat a costof0.29 randomI/Os.

The history-disabledversionofPOSTGRESwritesthetransactionstatus�lesequentially ata cost of0.29randomI/Os.

The history-enabled version of POSTGRES writes the transaction status �le and the transaction commit time �le. Together, these cost 1.29 random I/Os since one of these�leswillbewrittensequentially. Asshownintheprevioussection,italsodoes 0.37 random reads and 0.24 random writes per transaction on average for over�ow

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 143

ConventionalDiskSystem Read Write Total POSTGRES(history-enabled) 1+ .37 4+ .24 +1.29 6.9 POSTGRES(history-disabled) 1 4 +.29 5.29 Write-AheadLog 1 1+ .007 +.29 2.3

Table4.1: SummaryofI/OTraf�cinaConventionalDiskSubsystem. POST- GRES was notdesignedtobe run withoutnon-volatileRAM touse as stable storage. The conventionalsystem is ableto make much more effectiveuse of thecachebecause ofitswrite-aheadlog.

pages.

These I/Os aresummarizedinTable 4.1.

The analysis shows that, in a conventional disk storage system, the POSTGRES nooverwritepolicyismuchmoreexpensivethanwrite-aheadlogging,whetherhistoricaldatais retainedornot. Therearetwoimportantreasonswhytheconventionalsystemoutperforms POSTGRES in this environment. First, the conventional system can take betteradvantage ofcachingthanPOSTGREStomaskdiskwritestothebranch,teller,andhistoryrelations. Theconventionalsystemusesthelogtomakeupdatestotheserelationsrecoverablesodirty blocks from these three relations do not need to be written to disk so frequently. Second, thehistory-enabledversionofPOSTGRESrecordsadditionalinformationthatconventional systems do not: committimes and over�owpages. This result is differentfromthe one in [69] because the benchmarkused inthat analysis neverrereferencedpages oncethey were written. Hence, theconventionalsystem couldnotuse thedisk cache toabsorbwrites.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 144 4.3.3 Group Commit

Most high performance DBMSs use a mechanism called group commit to reduce the cost of transaction commit. In group commit, the DBMS batches several transactions and commits them at the same time. Group commit improves performance of a conventional DBMS because the log records from all transactions in the group can be written to disk together in a single I/O operation. Instead of having one log write per transaction, there is 1/G where G is the commit group size. Group commit does not decrease the number of random I/Os done by the conventional system on a benchmark like TP1, because the transactionsusually updateaccountrecordson differentpages.

POSTGRES receives some bene�t from group commit also. Many transactions can share the same write to the status �le and commit time �le. All of the transactions in the groupwill usuallyappend to the same Historyrelation page, as well. Some ofthe updates tobranchandtellerwillfallonthesame pages. Ina POSTGRESTP1database with1,000 branchesand10,000tellers,theBranchrelationhas17pagesandtheTellerrelationhas169. This�gureconsiderstheoverheadofPOSTGRESpageheaders,tupleheaders,andassumes an average of 20 percent of each non-over�ow page contains free space or historical data. Assuming that each TP1 transaction chooses a record to update at random, the expected number of pages can be calculated for any group size. At group size 20, about 5% of the Tellerpagewritesfallontodirtypagesasdo60%oftheBranchwrites. Thus, transactions, onaverage, write.95and .40percentofa TellerorBranch page,respectively, fora totalof 1.35 random I/Os. At group size 20, POSTGRES will write the History relation once per

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 145

GroupCommit,GroupSize20 Read Write Total POSTGRES (history-enabled) 1.37 2.4 +0.014 +.24 +0.05 4.07 POSTGRES (history-disabled) 1 2.4+ 0.014 3.41 Write-AheadLog 1 1+ 0.007+ 0.014 2.02

Table 4.2: Group Commit in a Conventional Disk Subsystem. POSTGRES bene�tsmorethantheconventionalsystemfromgroupcommit,sincesomeof themanyrandomI/Osareeliminated. ThefourPOSTGRESforce-at-commit I/OsfortheTP1relationsbecome2.4I/Osbecausesomepagesintherelations are rereferenced by consecutive transactions in the group. The table shows theI/Otraf�cwhenthegroupsize is 20.

groupor0.05timespertransaction. ThetotalnumberofrandomI/Osforthefourrelations is 2.4. The transactionstatus �leand logarewrittensequentiallyonce pergroupfora cost of0.05*2/7or0.014. Thehistory-enabledversionofPOSTGRESwritesthecommittime �leonce pergroupat acost of0.05 randomI/Osper transaction.

4.3.4 Non-Volatile RAM

The original POSTGRES storage system was designed to use non-volatile RAM to reduce the number of random I/Os required at commit time. POSTGRES would use NVRAM, presumably in combination with guarding, as stable storage so data could be storedrecoverably withoutwritestodisk. NVRAM changes thecosts ofthe threesystems tothe following:

Again, each DBMS does one random read to get the page containing the transaction’s account record. The conventional DBMS must write a dirty account page to disk

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 146 everytransaction inorderto makeroomin the cache forthe newpage. POSTGRES will have to do the same, although it is making room in NVRAM for the account recordtobewrittenatcommittime.

POSTGRES will be able to store the tail of the History relation in NVRAM. As before, the conventionalsystem �lls a historyrelationblockevery 136transactions at a cost of 0.007 random I/Os per transaction. In POSTGRES, History relation blocks are �lled every 74 transactions at a cost of 0.014 random I/Os per transaction because POSTGREShas largertupleheaders. POSTGRESwilluse NVRAMtomaskwrites tothehistoryrelationuntilapage has �lled.

When enough NVRAM can be made available, POSTGRES can buffer TP1’s two hot relations in NVRAM also. The branch and teller relations together take about 1.5 MBytes, in POSTGRES. Let P be the fraction of the two hot relations that can be storedinNVRAM.

WhenNVRAMisavailable,theconventionalDBMSonlywriteslogrecordstodiskwhen alogpagehas�lled. Weassumedthatthiswouldtake20transactions,sothelogging cost is0.05 sequentialor0.015 randomI/Ospertransaction.

If NVRAM were available, POSTGRES would certainly keep the tails of the status �le and the commit time �le there. Every 64K transactions, a status �le block �lls and must be written to disk. In the historical-query version of POSTGRES, a commit time �le block �lls every 2K transactions. These numbers are small enough that we

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 147 willomitthemfromtheanalysis.

The history-enabledversion ofPOSTGRES still must write over�owpages to disk every 38transactions.

Table 4.3 summarizes disk activity required for each storage system when NVRAM is available forstable storage. The POSTGRES costs are parameterized by P, the fraction of the hot relations that can be buffered in NVRAM. In POSTGRES, a TP1 database with 1,000branchesand10,000tellerscouldbebufferedinabout1.45MBytesofNVRAM.This �gureconsiders the overhead ofPOSTGRES page headers, tuple headers, and assumes an average of20percentofeach non-over�owpagecontains freespace orhistoricaldata.

POSTGRES and the conventionalsystem have comparablespeeds if enough NVRAM is available for POSTGRES to cache the hot relations. The conventional system cannot take much advantage of NVRAM; the only improvement it sees due to NVRAM is fewer log writes. POSTGRES can use NVRAM to absorb disk writes in the same way the conventional system used the volatile RAM cache. The NVRAM also masks the cost of maintaininga committime�leforthe history-enabledversionofPOSTGRES.

4.3.5 RAID Disk Subsystems

Next, we consider the cost of running POSTGRES on a RAID disk subsystems[61]. RAIDsareparalleldisksubsystemsthatuseparitytoprovidemediarecoveryatlowercosts thanstandardtechniquessuchasdiskmirroring. ARAIDisdividedintostripesofN-1data blocks and one parity block, each on a different disk. If one disk fails, each block on the

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 148

Non-VolatileRAM Read Write Total(P=1) POSTGRES(history-enabled) 1.37 1.014 + 2*(1-P)+ 0.24 2.62 POSTGRES(history-disabled) 1 1.014+ 2*(1-P) 2.01 Write-AheadLog 1 1.007+ 0.015 2.02

Table 4.3: Summary of I/O traf�cWhenNVRAM is Available. The number ofrandomI/OsrequiredbyPOSTGRESdependsontheamountofNVRAM available. Ifallofthebranchandtellerrelationscanbecached,POSTGRES withthehistoryfeatureenabledisaboutthirtypercentslowerthantheother two systems. POSTGRES with history disabled is slightly faster than the conventionalsystem inthisenvironmentbecauseitdoesnothavetowritelog pages.

faileddisk can be reconstructed using the parity block and the N-2other data blocks from its stripe. Unfortunately, maintaining parity blocks worsens random write performance signi�cantly. When a data block is randomlywritten, the I/O subsystem must (a) read the parityblock, (b)rereadthedatablockfromdiskso itsoriginalvaluecanbedetermined(c) compute a newparityblock fromthe oldparityblock, olddata block, and new data block, and (d) write the parity block out again. Thus, each random write causes two additional random reads and a random write. The additional reads can be eliminated for random I/Os ifthe I/Osubsystem has enoughphysical memoryavailableforcaching parityblocks and the original values of the data blocks. Since the DBMS is already delaying writes as longaspossible, suchcachingis unlikelytobe veryeffective,especiallywhenNVRAM is available.

Because of parity blocks, RAID quadruples the number of random I/Os required by every transaction in either storage system. Therefore, RAID increases the amount of I/O

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 149

RAID +NVRAM P=1.0 P=0.875 P=0.5 POSTGRES (history-enabled) 6.39 7.39 10.39 POSTGRES (history-disabled) 5.06 5.06 9.06 Write-AheadLog 5.021 5.021 5.021 Conventional disk+ NVRAM P=1.0 P=0.875 P=0.5 POSTGRES (history-enabled) 2.62 2.87 3.62 POSTGRES (history-disabled) 2.01 2.26 3.01 Write-AheadLog 2.02 2.02 2.02

Table 4.4: Comparison of Random I/Os in RAID and a Conventional Disk Subsystem. Reading and writing RAID parity blocks increases the penalty for insuf�cient NVRAM to buffer random writes in POSTGRES. P is the fraction of the branch and teller relations that can be buffered in NVRAM. The upper part of the table shows the affect of limited NVRAM when the database resides on a RAID. The lower table shows the effect of NVRAM when a conventionaldisk subsystem is used. The P=1.0 column in the lower table is the same as the right column of Table 4.3. The middle and right columnsare8*(1-P)and2*(1-P)plustheleftcolumnfortheupperandlower tables,respectively.

that takes place when insuf�cient NVRAM is available to buffer the hot relations. The

2*(1-P)randomwritesfromTable4.3become8*(1-P)randomI/Oswhenparityblocksare

considered. This becomes one extra writeper transaction on average when P is 0.875 and

fourextra writespertransactionwhenP is0.5.

4.3.6 RAID and the Log-Structured File System

Finally,theLog-StructuredFileSystem(LFS)describedin[63]canbeusedtoeliminate

the random writes required by the DBMS and to reduce the cost of maintaining parity on

a RAID. LFS organizes the disk as a collection of half-megabyte segments. One of these

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 150 segments is the currentsegment, ortail ofthelog. When anupdated �leblockis forcedto disk in LFS, the �le system appends the block to the current segment rather than seeking to the block’s original location on disk and writing it there. The �le system meta-data is updated in memory and logged to the current segment also, so future reads can �nd the newerversionoftheblock. Eventually,LFSgarbagecollectsoldsegments, throwingaway out-of-dateblocks. The blocks that are notout-of-date(�live� blocks)are coalesced into a newsegment andrewritten.

LFS improves DBMS performance on a RAID because it turns random writes into sequentialwrites. WhenenoughNVRAM isavailabletoallowthesystem tobufferalarge amountof data, the writetraf�cformany transactions can be batched togetherintoa large sequentialwrite. Ifthedataiswrittentodiskinfullstripes, thestripe’sparityblockcanbe computedfromtheN-1otherblocksinthestripe. Thiseliminatesthecostofreadingparity blocks andamortizesthecost ofwritinga parityblockoverN-1blocks ofuserdata.

WhileLFSturnsrandomwritesintosequentialwrites, garbagecollectionincreases the numberofblocksthatmustbereadandwrittenbytheTP1transaction. Garbagecollection cost depends on how much live data is contained in the garbage collected segment. If F is the fraction of live data on a garbage collected segment, the TP1 transaction must read one block and rewrite F blocks for every block of free space it reclaims. Therefore, each randomwritefromTable4.3becomesroughly(2+F)sequentialI/Os,or2/7*(2+F)random I/Os when LFS is used. Table 4.5 shows the bottom line: when LFS is used and enough NVRAMisavailable,thePOSTGRESstoragesystemisasfastorfasterthanaconventional

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 151

LFS/RAID/NVRAM P=1.0 P=0.875 P=0.5 POSTGRES (history-enabled) 2.12 2.27 2.72 POSTGRES (history-disabled) 1.61 1.86 2.61 Write-AheadLog 1.62 1.62 1.62 Conventional disk+ NVRAM P=1.0 P=0.875 P=0.5 POSTGRES (history-enabled) 2.62 2.87 3.62 POSTGRES (history-disabled) 2.01 2.26 3.01 Write-AheadLog 2.02 2.02 2.02

Table 4.5: Comparison of I/Os in LFS RAID and a non-LFS Conventional Disk Subsystem. LFS sequentializes I/O and eliminates the I/Os associated withcalculatingparityblockchangesfortheblocksupdatedbyaTP1 transaction. As intheprevioustables,Pis thefractionofthebranchandtellerrelationsthatcanbebufferedinNVRAM.Tenpercentofeachsegmentgarbage collected by LFS is assumed to be livedata. Again, POSTGRES can outperform a conventional DBMS in this environment because it writes fewer log pagesandpays littlepenaltyfornon-sequentialwritebehavior.

storage system. LFS reduces thecost ofconstructingparityblocks and eliminatesthe disk

seeking thatforce-at-commitcauses in non-LFS�lesystems.

Not addressed here is the fact that LFS randomizes the layout of pages on disk, so

sequential reads during queries are effectively impossible. This problem is discussed in

[65]anddatabasereorganizationstrategiestominimizethiseffectisasubjectofcontinuing

research. Measurements presented in [65] comparing sequential Account �le reads after

fourhoursofTP1transactionsonLFSandaconventional�lesystemshowtheLFSreadto

beabout 1/3slowerthantheconventional�lesystem read.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 152 4.3.7 Summary

Insummary,largeamountsofNVRAMarecrucialtotheperformanceofPOSTGRESfor update-intensiveapplications such as TP1. AWAL-based system is ableto bufferupdated pagesinvolatilememoryandusethewrite-aheadlogtoguaranteethedurabilityofupdates. POSTGRES can only buffer updated pages in NVRAM. Therefore, the performance of POSTGRES is comparable to that of a WAL-based DBMS if the heavily-updated parts of theDBMScanbecachedinNVRAM.WhenPOSTGRESisusedwithaRAID,thepenalty for insuf�cient NVRAM increases by about four times; four random I/Os are required for everyrandomI/Orequiredonaconventionaldisksystem. Usingalog-structured�lesystem changesthewayinwhichRAIDparityblocksarecalculated,henceeliminatesthispenalty. Thus, even on a RAID I/O device, POSTGRES performs well when enough Non-volatile RAIDisavailable. Thissectionalsoindicatesthat,whileaDBMScanusethefastrecovery features of POSTGRES without losing performance, the historical data feature reduces performancebyabout 30percentina high-update-rateenvironment.

The analysis in this section also drives home the importance of techniques like page guardingtobothconventionalsystemsandtoPOSTGRES.UsingNVRAMasstablestorage only makes sense if data stored there is safe from errors. Because of the increasing importanceofsoftwareerrors, systems can onlyassume thatdata in NVRAM is safe from errorsifprecautionssuchas guardingaretaken.

Finally,wehaveassumedinthissectionthatthearchivedeviceitselfisnotabottleneck. Current POSTGRES measurements [59] show that data can be archived to optical disk at

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 153 about a fortieth the rate that it can be stored on magnetic disk. Given the current archiver implementation, archive data is not generated quickly enough for the archive to limit performance. However, POSTGRES archives all information that a conventional DBMS would store in its log. Performanceof a conventional high performanceDBMS is usually limitedbylogdevicespeeds. Hence, itisconceivablethataredesignofthestoragesystem wouldmakearchivingabottleneck.

4.4 Guarding the Disk Cache

Large main memory disk caches help DBMS performance signi�cantly, but make the outage that occurs after a software failuremore noticeable to customers. After a software failure, the disk cache (DBMS buffer pool) is usually discarded because the extent of the damage caused by the error is unknown. Rather than risk propagating corrupted data into the permanent database, the DBMS reinitializes the disk cache using the clean versions of the cached pages on disk. The recovery cost of demand-paging the database into main memoryis:

disk-seek-time*effective-cache-size/page-size.

Ignoringthe effectofdisk armcontentionwithcurrentlyexecuting transaction,recovering the disk cache takes about4 minutes ifthe disk seek time is 30ms, theeffectivecache size is 64Mbyteandthe pagesize is 8KBytes.

Chapter Two, however, showed that the most common types of errors are not the ones most likely to damage data in the buffer pool. Most errors are control errors which do

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 154 not affect the guarded buffer pool. If the buffer pool is guarded to prevent corruption by addressingerrors,theDBMScanreusetheoldbufferpoolafterafailure. Reliabilityisonly affected if errorshave propagated to bufferpool pages, but not to pages stored on disk (or in stable memory). This section describes the situations underwhich additionalreliability riskdoes occur. We mustconsiderfourseparate cases.

First, an error could corrupt the values that are being inserted into the database. For example,adataerrorcouldcausetendollarstobedeductedfromabankaccountinsteadof onedollar. Ifthe transactionis allowedtocommit,these errorswillbecomeunrecoverable whether the buffer pool is guarded or not. Because of transaction durability, all updated tuples become permanent at transaction commit time. In a conventional system, the corrupted values are written to the log; in POSTGRES, the corrupted values are written into data pages and forcedto stable storage. Thus, recovering froma guardedbufferpool does notincrease reliabilityriskdueto this�rstclass oferrors.

Second,an errorcouldcorruptdataonthesame pageas atupleupdatedbytheDBMS. InPOSTGRES,thiscorruptedpagewillbewrittentostablestorageattheendoftransaction. InaconventionalDBMS,thecorruptedpagewillremaininthebufferpooluntilitisreplaced or until the next checkpoint. If the DBMS fails before the page would have been written to stable storage in a conventional system, recovering the buffer pool from disk would clear the damaged page, hence guarding reduces reliability in this case. In POSTGRES, the damaged page is written to disk at transaction commit, so reloading the buffer pool providesnobene�t. Presumably,theDBMSwouldreloadanypagesthatwereunprotected

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 155 at the time of the failure. This class of errors argues stronglyfor the deferred writemodel of guarding, which is unlikely to affectunmodi�edrecords on a page containing modi�ed ones.

Third, an error could corrupt a page that is not updated by any transactions at all. The data from Chapter Two shows that it is unusual for �random� pages in memory to be damaged by errors. When they do occur, such errorsare also the ones that are most likely tobe detectedbyguarding.

The fourtherrorcase toconsideris corruptionofthebuffermap. Buffersareidenti�ed bya mappingbetween ¡relationID, blockNumber¿andthe buffer. Even ifthe page isnot physically corrupted by an error, corruptingthe mapping will effectively corrupt the data. By saving ¡relation ID, blocknumber¿ pair in the header of each data page, this kind of errorcan bedetected onuse.

In summary, recovering without reloading the buffer pool will improve availability at some risk to DBMS reliability. Given the available data onsoftware errorsand the lack of availabletechniquesformeasuringsoftwarereliability,itishardtoquantifytheincreasein risk. Case two, corrupting data near updated tuples, and case three, random corruption of the bufferpool are the onlyways the recoverable cache can decrease reliability. The exact increase in risk depends on how effective guarding is at preventing errors and how long errorsremainundetectedaftertheyoccur. ThedatainChapterTwoisnotconclusive,butit indicates that the risk to guardeddata in the bufferpool is small, especially if the deferred writemodelofguardingis used.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 156 4.5 Recovering Session Context

In order fora DBMS client programto submit queries to the POSTGRES backend (or server) process, it must establish a communicationsession with several kinds of state that can be lost in a failure. Reestablishing sessions between clients and the server is slow for four reasons. First, recovery is client-driven. The clients must detect through timeouts that the DBMS server has failed before any recovery actions can begin. Second, restoring sessions requires messages to be exchanged between client and server processes, hence transmission delays are incorporated into the recovery time. Third, when the server has manyclients,allofthemtrytoreconnectatthesametimeandcontendforserverresources. Finally, if a client is awaiting con�rmation of a transaction commit, it must query the database to determine whether or not the commit occurred beforethe system crash. If the transactiondidnotcommit,theclientmustresubmitit. Whenatransactionisshortenough (e.g. debit/creditworkload),theentiretransaction can be containedin asingle message so everyclientneeds to�ndoutifitslast transactioncommittedbeforesubmittinganewone.

Thissectiondescribestechniquesdevelopedinthecourseofthisdissertationforreducing the impact of these problems. In the modi�ed version of POSTGRES, recovery is serverdriven. Itallowssessionstobecreatedandstoredsoclientsdonothavetorunthereconnect protocolbeforenewqueriesaresubmittedtotheDBMSafterafailure. Thesessionrecovery mechanismalsointegratesthePOSTGRESstoragesystemandthecommunicationprotocol in orderto determine quicklywhether or not a clients’ last transaction succeeded. Finally, therecoverymechanismtakesadvantageofguardedmemorytolimitthenumberofclients

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 157 thatneed tocommunicatewiththeserverduringrecoveryfromsoftwareerrors.

4.5.1 Communication Architecture of POSTGRES

TheoriginalversionofPOSTGREShadabackend-per-clientsoftwarearchitecture;one backendprocess wascreatedforeach DBMSclientrequestingservice fromtheDBMS. In the original version of POSTGRES, the DBMS was considered available again when the DBMSserverwasreadytoacceptnewconnectionsfromclients. Littleworkhadbeendone tohelpclients determinehowtoreestablishstate lost inthefailure.

Partly in orderto support fastrecovery, the architecturewas changed so that all clients connect to and share a pool of DBMS backend processes. When a message arrives from one of the clients, it is queued in shared memory. Every time a backend process becomes idle, it chooses a session with pending work and does the work. Once a client’s session is assigned to a given backend process, the backend continues working with the client until the end of a transaction. This simpli�es the implementation substantially since backend processes are notmulti-threadedand POSTGRES has a great deal ofper-transactionstate. Inordertosimplifytheprotocolsdescribedbelow,weassumethataclientdoesnotsubmit morethanonetransactionin asingle message.

Tosimplifythedescriptionoftherecoverymechanismthatfollows,webreakclient/server communicationinto �ve phases based on the status of the client’s outstanding transaction: unsubmitted,submitted,queued,executing,andcommitted/uncon�rmed. Thesephasesare summarized in Figure 4.5. When a client has no outstanding transaction, the communi-

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 158 cation protocol is in the unsubmitted phase. The second phase, submitted, takes place while the message initiating the transaction is in transit between the client and the server. The queued phase �lls the time between the arrivalof the message and the assignment of the transaction to a backend process for execution. The executing phase is next and may involveadditionalmessage traf�cbetweentheclientandserver. AftertheDBMScommits the transaction, the protocol begins the committed/uncon�rmed phase which lasts until theclientreceivescon�rmationofthecommitfromtheserver. Becauseallexecutingtransactions are aborted anyway after a failure, uncon�rmed aborts are effectively the same as executingtransactions. Whentransactionsabort,theexecutingphasesimplycontinuesuntil theabortcon�rmationarrivesattheclient. Afterthecommit/abortstatusofthetransaction is con�rmed,theunsubmittedphase beginsagain.

BeforesendingtransactionstotheDBMSserver,theclientapplicationmustauthenticate itself and initialize a session. The original version of POSTGRES used a communication protocolimplemented using operating-system-suppliedvirtualcircuits (TCP/IP [19]). For the work described in the current Section, POSTGRES was modi�ed to use a reliable datagram protocol built on top of the unreliable datagrams provided by the operating system (UDP [19]). Reimplementing parts of the network protocol at user level gave POSTGRES control over the system state used in interprocess communication. Because this state is managed by POSTGRES instead of the operating system, it can be saved at session establishment timeand restored aftera failure. As in TCP/IPconnections, reliable datagram sessions are established in a three-message exchange between the client and the

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 159

Figure4.5: PhasesoftheClient/ServerCommunicationProtocol. Theunsubmitted phase ends when the client sends a message containing a transaction to the DBMS server. The submitted phase ends when the server accepts the messages and queues its contents for service. The queued phase ends when a server process is available to execute the transaction. The executing phase ends when the server commits the transaction. The committed/uncon�rmed phaseendswhentheclientreceivescon�rmationofthetransaction’scommit. The executing phase may contain other client/server communication if the transaction requires more than one message and this phase leads directly to thenextunsubmittedphaseifthetransactionisaborted.

server in which sequence numbers are established and the client is authenticated. The dissertation considers only server recovery, hence, the section that follows contains no provisionsforsavingand restoringstate presentonlyat theclient.

4.5.2 Recovery Mechanism for POSTGRES Sessions

To reestablish communication with a client after a failure, the server must restore four kindsofsession state:

(1)Authenticationinformation: When a client has been authenticated, the server generates an authentication token. The client must send the token with every subsequent message toprove ithas beenauthenticated.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 160 (2)Peer address: The clientand servermusteach recordtheother’snetworkaddress. (3)DBMScontext: In addition to the communication-related context, clients have some database-related context that is maintained with the session. Forexample, the client states thename ofthedatabase itis operatingon whenitestablishes a session.

(4)Sequencenumbers: Asequencenumberisrecordedforthenextincomingandoutgoingnetworkpacketinordertodetect lostandduplicatedpackets.

The�rstthreeitemsaregeneratedatthebeginningofthesessionandnotmodi�edagainuntil the session is closed. Sequence numbers change every time a message is sent or received and the server’s sequence numbers must agree with the sequence numbers maintained at the client. Saving the sequence numbers of a session that is actively being used is two expensive tobepractical, however,an established,butunused, session canbedescribedby a small structure containing the �rst three kinds of state plus the initial sequence numbers forthesession.

Inordertohavesessionsthatarereadytouseatrecoverytime,POSTGRESallowsclients to create backup sessions and save the server side of the backup session on stable storage. After a failure, the client and server can begin to use the backup sessions immediately without going through the normal session establishment protocol. When a client initially connects to the server, it establishes several sessions simultaneously, using a single threeway message exchange. Each of these sessions has a unique authentication token, but all share the same peer address and DBMS context. One of the sessions established is

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 161 designated the active session and used for the initial communication between client and server. The other sessions are linked into an ordered list and saved on stable storage. Backup sessions are alwaysactivatedinthe orderassigned themwhen theywerecreated.

After a failure, a backup session can be activated in one of two ways. First, either the client or the server can activate a session simply by sending a message using that session. The client can also ask the server toactivate a backupsession automaticallyif theprimary sessionhasfailed. Torequestanautomaticactivation,theclientappendsabackupsession’s session ID and authentication token to every request it sends to the server. If the primary session has been lost in a failure, the DBMS acts as if it received the message using the backup session. Eventually, new sessions can be established to replace the ones destroyed duringthefailure,butthedatabaseisavailablewhilethebackupsessionsarebeingreplaced.

Theautomaticactivationmechanismisdesignedtohelpavoidadditionalcommunication when a client submits a new transactionafter a server failure. Without such a mechanism, the server wouldreject the �rstmessage each clientsent aftera failureandforce theclient to resend the message using one of the backup sessions. This mechanism just piggybacks theinformationthatwouldberesentontothe�rstmessage,makingthemessageeightbytes longerbutavoidingaretransmissionafterafailure. Notethatonlythemessagethatinitiates a transactioncanspecifya backupsession. Oncethetransactionbegins, the clientmustdo extra work to handle transaction aborts as described below anyway, so the extra message traf�ccannotbe saved.

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 162 4.5.3 Restarting Transactions Lost During Failure

Because all communicationbetween client and server is associated with a transaction, the recovery action required to restore data that was in transit at the time of the failure is fairly straightforward. If a given client session was in the submitted or queued phase, the outstanding transaction must be resubmitted. If the transaction was executing at the time of the failure, it has been aborted. An aborted transaction can be resubmitted unless the transaction is complex enough that higher level abort recovery procedures are required. For this section, we will assume that if an aborted transaction cannot be resubmitted then fast recovery is impossible. If the transaction was in the unsubmitted, then the client simply continues normally. If the client was in the committed/uncon�rmed phase, it can continuewithoutresubmittingthetransactionassoonasitcon�rmsthatthetransactionhas committed. Thus, to recover the data in-transit at the time of the failure, the client must onlydeterminewhetherornottoresubmitthelast transaction.

Todeterminewhichphasethecommunicationprotocolwasinatthetimeofthefailure, POSTGRES uses the transaction identi�ers (XIDs) discussed in Section 4.2. In addition to the four items of session state described above, each POSTGRES session is allocated an XID. The initial XID is sent to the client as part of the session establishment protocol. Every time the server con�rms a transaction commit, a new XID is allocated and sent to the client in the con�rmation message. The client saves the current XID of the session to beused inrecovery iftheservereverfails.

Aftera failure,theserversends a recovermessage toeachclient, tellingtheclientthat

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 163 a failure has taken place. After receiving a recover message, the client assumes that the last transaction was either lost or aborted and resubmits it using a new session. The client also sends the boththe XIDand thesession IDused by thetransaction the�rsttime itwas submitted. These twoitemswillbeused todetermineifthetransactionwascommittedbut uncon�rmedwhen theserverfailed.

After receiving the resubmitted transaction, the DBMS server looks up the XID submittedbytheclientinthetransactionstatus�le. Ifthestatus �leshowsthatthetransaction has committed, the transaction was committed but uncon�rmed at the time of the failure. The serverresends a con�rmationmessage in thiscase anddoes notreexecute thetransaction. If the lookup returns �aborted,� the transaction was in one of the other states when the server failed. The DBMS then assigns the transaction a new XID, the one associated with the current session, and executes it. The transaction cannot reuse the old XID since uncommittedtupleversions withthatXIDmay havebeen createdbeforethefailure.

If the server fails again before completing the resubmitted transaction, the client will resubmitthetransactionagainusingthenextavailablebackupsession. Asbefore,theclient must send the XID used when the transaction was originally submitted and the session ID of the initial session over which the transaction was submitted. Since the sessions are ordered,theserverwillrealizethatithasreceivedthesecondresubmissionofatransaction (theoriginalsession IDandthecurrentsessionIDwilldifferbytwo). Thistime,theserver must check two XIDs when it receives the resubmission. Either the original submission of the transaction or the �rst resubmission may have resulted in transaction commit. The

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 164 XID for the session used in the �rst resubmission is determined from the backup session structure stored on stable storage. Again, if either of them committed, a con�rmation is senttotheclient. Ifneitherdid,thetransactionisreexecutedusingtheXIDassociatedwith thecurrentsession.

If the server fails more than two times without completing a transaction, the same procedure is followed until the client runs out of backup sessions. Each time the server fails,theclientresubmitsthetransactionusinganewbackupsession. Becausesessions are orderedandtheclientsentthesession IDofthe�rstsessionusedtosubmitthetransaction, we can �nd all XIDs that might have been associated with the transaction. The DBMS checks the XID for each session between the initial one and the current one, sending a con�rmationmessageifoneofthemiscommitted. Thesessionstructuresonstablestorage are used to �nd the XID associated with each of the intermediate sessions. Once the transaction is executed and the client receives a con�rmationof the commit, it will send a new transaction (not a recovery message). When the server receives the new transaction, theoldsessions can begarbagecollectedfromstablestorage.

Using these techniques, the server still must send a recover message to every client at recovery time, and every client that has an outstanding transaction must resubmit that transaction. Ifguardedmemoryis available, however, the server can recover withreduced message traf�c after software failures. Guarded memory buffers are used to store the messages containing queued transactions. By also maintaining a guarded memory list of clients that have acknowledged their commit con�rmation message, the server can avoid

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 165 sending messages to most clients in the unsubmitted state as well. At recovery time, the server sends recover messages to some clients in the resubmit state and all clients in the executing and committed/uncon�rmed state. Only clients in the executing and committed/uncon�rmedstate ever resubmit transactions. Fewer messages fromthe server and fewerclients requesting recovery actions will help the system scale to largernumbers ofclients.

4.6 Summary

Fast recovery techniques such as those discussed in this chapterare an importantcomponentofthe faulttolerantsystem. Theerrordetectionmechanisms normallyusedinfault tolerant systems and the new error detection mechanism presented in Chapter Three halt the system when an error is detected. This makes the system more reliable, prevents it from producing incorrect results, but also makes the system less available to its users. In addition to detecting its errors, the system must minimize the length of time that it takes beforebeginningtoacceptnewtransactions. Also,themechanismsusedtolimitdowntime mustbe simpleenoughthatthey donotreducereliabilityas theyincrease availability.

Because processing the write-ahead log consumes the bulk of the recovery time in a conventionalsystem,thekeyfastrecoveryfeatureinPOSTGRESisthe1987storagesystem design, which allows systems torestart withoutlog processing. This chapterbuilds on the original storage system design by providing enhancements that improve storage system

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 166 performance on transaction processing workloads. The enhancements include backward differencingoftupleversions,shortertupledifferencechains,ashortenedtransactionstatus �le, and a faster strategy for system restart. We also provide more details to data page garbagecollectionthanwereconsideredin theoriginaldesign.

ThischapterdoesathoroughanalysisoftheimpactofthePOSTGRESforce-at-commit buffer management policy on TP1 performance. The analysis shows that the optimized version of the POSTGRES storage system does the same amount of I/O as a conventional storage system when a suf�cient amount of non-volatile RAM is available and the POSTGRES historical data feature is disabled. For TP1, about 1.5 MBytes of NVRAM is required for performance comparable to a WAL DBMS. When a RAID disk subsystem is used, POSTGRES still performs as well as a conventional system as long as the log-structured �le system (LFS) is used. When the POSTGRES historical data feature is enabled, theanalysis shows thatPOSTGRES doesaboutthirtypercentmoreI/O.

Finally, this chapter extends POSTGRES fast recovery support by with mechanisms forrecoveringthestate requiredforcommunicationbetweenclientsandtheDBMSserver. Saving client/server connections in stable storage allows the client to begin submitting transactionsto theserverimmediatelyafterthe serverrecovers fromafailure,without�rst goingthroughaconnectionreestablishmentprotocol. Thechapteralsodiscussestheeffects of using the guarded memory facility introduced in Chapter Three to reduce the need to reloadthedisk cache aftera failure.

Technologytrendsaremakingthefastrecoverybene�tsofPOSTGRESmorepracticalin

CHAPTER 4. FAST RECOVERY INTHE POSTGRES DBMS 167 manyenvironments,particularlyhighenddataprocessingsystems. IncreasingCPUspeeds are reducing the already small performanceimpact ofPOSTGRES garbagecollection and run-timechecks. Hopefully,theperformanceimpactofguardedmemorywillbereducedin fasterprocessors as well. The costs relatedtoforce-at-commitcan be controlledifenough NVRAM aremadeavailabletotheDBMS. NVRAMpricesaredroppingandarecurrently about four to six times the cost of volatile RAM [4]. As cost effective, high performance systems become easier tobuildwithnewgenerationsof hardware,customers willbe more willingtotradelimitedamounts oftransactionperformanceforhighavailability.

Chapter 5

Supporting Indices in the POSTGRES

Storage System

5.1 Introduction

BoththeoriginalversionofPOSTGRESandtheextendedonepresentedinChapterFour addressedwaysthatno-overwritestrategiesinthemanagementofheap(unkeyed)relations could improve DBMS availability. Chapter Five considers the effects of no-overwrite recovery strategies on DBMS index data structures, an issue omitted from the original POSTGRES storage system. In this chapter as in the previous one, the goal is to support fastDBMSrecoveryandreducedowntimeafterfailures. Byrecoveringwithoutrelyingon awrite-aheadlog,thedatabasebecomesavailableimmediatelyaftertheDBMSisrestarted. If the failure causes inconsistencies in the index data structures, these are detected and

CHAPTER 5. SUPPORTINGINDICESINTHE POSTGRES STORAGE SYSTEM 169 repaired as they are encountered. From an availability standpoint, this is a better strategy thanchecking forandrepairingallinconsistencies atDBMS restarttime.

Most database management systems treat indices and heap relations in different ways because indices have higher concurrency requirements than heap relations and have more complex structure. Forexample, a high performanceDBMS oftenuses two-phase locking onlyontheheaprelationsandshort-termlocksonB-treeindexpages. Intwo-phaselocking, dataupdatedbyatransactionremainslockeduntilthetransactioncommits. Non-two-phase locking improves concurrency in indices because many unrelated index keys are accessed using the same internal pages of the index. If one transaction modi�es a shared internal page, two-phase locks would prevent other transactions from using the page until the �rst transaction committed. Non-two-phase locking complicates recovery, however, because one transaction, A, can insert a key using a shared page modi�ed by another transaction, B. IfA commits, it must also committhe shared page in orderto commit the inserted key. If B aborts, it must not undo any modi�cations to the shared page or it might also remove access tothekeyinserted bytransactionA.

The POSTGRESstoragesystemtechniquesdescribedinChapterFourwillnotprovide recovery when these non-two-phase locks are used. The POSTGRES storage system associates a transaction identi�er (XID) with any update to the database. When the data is examined, the XID is mapped to a status bit to determinewhether or notthe transaction hascommitted. BecauseXIDsareallocatedtotransactions,onetransactioncannotcommit changes thatdependon updatesmade byothertransactions.

CHAPTER 5. SUPPORTINGINDICESINTHE POSTGRES STORAGE SYSTEM 170 A second problem for index management in the POSTGRES storage system is that inserting a single key into an index sometimes requires several pages to be updated. For example, in a B-tree index, adding a key to a leaf page can cause the leaf page to split, whichinturncausestheleaf’sparenttobeupdated. Thepagesplitmodi�esthecontentsof severalpagesandchangestheinter-pagepointersthatmaintainindexstructure. Failingafter some but not all of the updated pages have been written to stable storage leaves the index structurally inconsistent. In a conventional DBMS which uses a write-ahead log (WAL) protocol for recovery, the atomicity of index updates is guaranteed by log processing at recovery time (e.g. [56]). In these systems, the log records describing structural changes to theindex arewrittento stable storage beforethe updated indexpages. Duringrecovery, the structural changes are redone and the inconsistent pointers are repaired before new transactions are allowed to update the index. Because POSTGRES has no log, it requires othersolutions.

In[54],theDBMSmaintainsconsistencyofB-treeindicesbyaddingextrasynchronous diskwritesandbycontrollingpagewriteorder. Forexample,ifanewindexpage P is created in a page split P must be forced to stable storage synchronously before any page of the index that contains a pointer to P ▷ POSTGRES index management assumes that synchronous writes to a single αle are unordered for two reasons▷ First using several synchronous writes per page split would signiαcantly worsen page split performance▷ Controlling write order in a single multipage synchronous write is not allowed in UNIXbased operating systems and would worsen the performance of disk scheduling algorithms even if it were allowed▷ A

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 171 second and more important reason not to depend on write ordering for index management is that it will not work for some common kinds of indices▷ Section 5▷3▷6 describes an example from the B linktrees used in POSTGRES▷ No write order exists that will leave this data structure consistent during the entire page split▷ 1 In αle systems that support efαcient transactional updates to αles such as the version of the logstructured αle system described in ♭65♯ solutions based on control of write order will perform well and will be simpler than the techniques described in this chapter▷ This chapter presents two general techniques for maintaining index consistency with out using writeahead logging▷ In both techniques the DBMS detects on αrst use any inconsistencies in the index caused by interrupted updates▷ When an inconsistency in the index is discovered consistency is restored by reexecuting incomplete page split or merge operations▷ Although we have implemented them only for B linktrees the same techniques can be used for Rtrees ♭33♯ extensible hash indices ♭27♯ and other Btree variants such as B�-trees [18].

One of the two techniques uses a no-overwrite strategy which is similar to shadow paging [53]. The before-image of a page to be split is left intact on stable storage until the two half-pages resulting from the split have been written out. Although recovery mechanisms based on shadow paging have been abandoned in commercial systems because of the performance problems experienced by System R [31], they are a practical mechanism 1When the chapter refers to �conventional� B-trees, it assumes that write-ahead logging is used for recovery, not ordered writes. Commercial systems sometimes use the ordered write model despite its problems. Customers also sometimes use non-recoverable indices, preferring to rebuild the indices from scratch when the indices are corrupted to suffering the performance penalties of the ordered-write model.

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 172

for managing indices. Shadow paging makes sequentially-ordered pages in the �le non-

sequential on the disk. While non-sequential ordering ruins the performance of clustered

relation scans, it is not an issue for index �les. The shadowing technique, however, requires

the index to store pointers to the locations of before-images of its pages. These additional

pointers cause the shadow page B-tree to use more disk space than a conventional B-tree.

The second technique, page reorganization, eliminates that space overhead, but performs

poorly when the same index page splits many times during the same transaction. The page

reorganization scheme ensures that keys moved from one page to another in a split are

always available on either the source or destination page. A hybrid between the two

algorithms could preserve the best features of each at a cost of greater software complexity.

The hybrid would use different algorithms for splitting pages near the root and near the leaf

of the B-tree. Using the shadowing technique at the leaf nodes where page splits are most

common would maintain high performance during page splits. Using page reorganization

near the root would reduce space overhead.

The index management techniques used in POSTGRES can even improve the perfor-

mance and reliability of a conventional write-ahead log storage system. In these systems,

B-tree index implementations record structural changes to the index in the log. The keys

involved in page splits and merges must be physically copied into the log in order to guaran-

tee the structural integrity of the index. Using POSTGRES indices would allow the system

to log the keys inserted and deleted from the index, but not the keys involved in struc-

tural changes. Combining POSTGRES index management with conventional write-ahead

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 173

logging would have both performance and software fault tolerance bene�ts.

This remainder of this chapter is divided into �ve parts. The �rst one lists some assumptions used throughout the chapter. The second section describes the new index management techniques. A third section discusses the implications of the techniques for a conventional storage system based on write-ahead logging. The fourth section evaluates the performance impact of these techniques and the �fth section gives conclusions.

5.2 Assumptions

An index allows the DBMS to improve access to tuples in a base relation. Entries in the index are ¡V T ID> pairs where V is a key value and the TID ↼tuple identiαer↽ is a pointer ↼page number offset↽ to a tuple in the base relation▷ The index implementation must support an insert operation that adds entries to the index a delete operation that removes entries and a lookup operation that returns the TID associated with a given key▷ Btrees often allow a GetNext and GetPrev operation which returns the <V T ID> pair following or preceding the last key looked up▷ In POSTGRES these operations are implemented as options to the normal lookup operation▷ The algorithms described in this chapter require each key managed by the index to be unique▷ Since indices are sometimes built using attributes that can have duplicate values the DBMS must convert each uservisible key value V into a pair <V OID> before it is entered into the index▷ The OID is the unique object identiαer associated with the object

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 174 referred to by the index entry▷ Because the OIDs are unique the keys inserted into the index are unique▷ This conversion adds four bytes to the size of every key▷ Note that the LehmanYao concurrency control algorithms used in most Btree implementations make the same assumption▷ Therefore these four bytes of overhead are not an overhead we associate with the shadow or page reorganization Btrees in the analysis of this chapter▷ In POSTGRES all pages that are modiαed by a transaction must be written to stable storage before the transaction commits▷ For the purposes of this paper when the DBMS syncs its pages all modiαed pages are written to disk▷ They are written to disk in an order chosen by the operating system not the DBMS▷ When a crash occurs during a sync operation any subset of the synced pages may have been written to disk▷ We assume that singlepage disk writes are atomic▷ The sync system call is assumed either to block the DBMS or to notify the DBMS when all the page writes have been completed▷ The sync operation corresponds to the limited control over page write order that the UNIX operating system gives its users▷ UNIX allows groups of pages to be written to disk together but does not allow the application to control the write order of the pages within a group▷ Also it is possible for one transaction to be updating data in a page at the time that another transaction is syncing the page▷ To make the index recoverable without log processing the DBMS must ensure that currently valid keys are visible and invalid keys are invisible to index lookup operations▷ The POSTGRES storage system can detect and ignore records pointed to by invalid keys so recovery only needs to ensure that valid keys are not lost▷

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 175 In POSTGRES indices there are two possible sources of inconsistencies. interpage and intrapage inconsistencies▷ Interpage inconsistencies occur when a pointer to page B is stored in page A▷ A failure could occur after A has been written to stable storage but before B has been▷ An intrapage inconsistency happens if a page is written to stable storage while the DBMS is adding a key to the page or deleting a key from it▷ Concurrency control prevents two processes from modifying a page at the same time▷ However for performance reasons POSTGRES does not reacquire a lock on the page when it forces the page to stable storage▷ If one process is modifying the page while another commits the page will be inconsistent on stable storage▷ After a crash the DBMS must detect the inconsistency and repair it▷

5▷3 Support for POSTGRES Indices

This section describes two algorithms for implementing indices in the POSTGRES storage system▷ We will describe both in terms of B linktrees but Rtrees ♭33♯ can be managed using the same algorithms▷ Techniques analogous to those discussed for B link trees can be used with extensible hashing ♭27♯▷ The application of our techniques to hashing is discussed brieβy in ♭75♯▷ This section describes the basic Btree data structure then the modiαcations to that data structure required for the POSTGRES shadow and page reorganization algorithms▷ Separate sections highlight the parts of the algorithms required to support B linktrees delete

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 176

Figure 5▷1. Conventional Btree Page▷

operations and short term locking▷ 5.3.1 Traditional B-tree Data Structure

In a traditional B-tree [9], each page of the tree contains an array of ¡key,data¿ pairs and a header that describes space allocationon the page (see Figure5.1). The orderofthe keys onthepage isrecordedbya linetable. Each entryoftheline tablecontainsan offset to the beginning ofa ¡key,data¿pair in the page. If a new key is added to a page, the line tableentriesare reordered,notthe¡key,data¿elements storedonthepage. Onaninternal page, the data element associated with a key is a pointer to a child page. On a leaf page, thedataelementassociatedwithakeyisatupleidenti�er(TID)�apointertoadatapage anda linetableentryon thatpage.

Comer [18] describes B-tree data structures in some detail, but several details of the insertanddeleteoperationsareimportantenoughforouralgorithmstosummarizehere. In

CHAPTER 5. SUPPORTINGINDICESINTHE POSTGRES STORAGE SYSTEM 177 the simplest B-tree, a split occurs when the amount of free space in a page goes below a threshold. To split a page, one new page is allocated. Half of the ¡key,data¿ pairs from the old page are inserted into the new one and deleted from the old. A ¡key,data¿ pair representingthenewpageisaddedtothesplitpage’sparent. Whenthelastkeyisremoved froma page, thepage isfreed.

Some variations of the B-tree data structure use a merge operation to rebalance two neighbor pages if inserts or deletes cause one page to have many more keys than its neighbor. Mergemoveskeysfromtheheavypagetothelightoneandadjuststhekeyvalue on the parent page to re�ect the change. Simple variations on the basic POSTGRES page split algorithms will support page merges. These variations are described in Section 5.3.5 afterthebasic algorithmshave been presented.

5.3.2 Sync Tokens and Synchronous Writes

The POSTGRES index management algorithms need to be able to determine whether two B-tree pages linked by pointers were written out during the same sync operation. To record this information, POSTGRES maintains a global sync counter that counts sync operationsinwhichtheB-treeunderwentstructuralchanges. Aftereverysyncoperationin whichanindexsplitoccurred,theDBMSincrementstheglobalsynccounter. Amaximum sync counter guaranteed to be larger than the global sync counter is maintained on stable storage. Ifthecurrentglobalsynccounterapproachesthemaximum,anewmaximummust be chosen and written to stable storage. After a crash, the maximum sync counter is used

CHAPTER 5. SUPPORTINGINDICESINTHE POSTGRES STORAGE SYSTEM 178 toreinitializetheglobalsync counter.

A sync tokenis the valueof the global sync counter at one point in time. Synctokens are saved on index pages to detect inter-page inconsistencies. The value of the maximum synccounteratthetimeofthemostrecentsystemcrashiscalledthelastcrashsynctoken. If the DBMS shuts down cleanly, the global sync counter and last crash sync token are writtentostablestorage.

5.3.3 Technique One: Shadow Page Indices

In POSTGRES shadow B-trees, every key on an internal page contains a pointer to the current and previous version of the child page associated with the key. Instead of an array of ¡key,childPtr¿ pairs on the page, the shadow B-tree page is an array of ¡key,childPtr,prevPtr¿ triples(see Figure5.2). The previouspage associated witha keyis a page containing the key value which is guaranteed to be on stable storage. The current pagepointedtobychildPtristhemostup-to-dateversionofthepage,whichmaybestored in volatile memory. If the system crashes and the current page is lost in the crash, the previouspagewillbe usedto constructanew currentpage inamannerdescribedbelow.

PageSplitAlgorithmforShadowB-trees Whensplittingapage P in the shadow Btree two new pages are allocated � call them P_a and P_b▷ Half of the keys from P are copied to P_a and half to P_b▷ During the split the keys on P are neither modiαed nor overwritten▷ When P a and P b are initialized the value

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 179

Figure 5▷2. Shadowing Page Strategy▷ Keys on internal pages of the tree contain a prevPtr and a childPtr▷ The childPtr points to the most uptodate version of the page ↼current↽▷ Because current might be on volatile storage prevPtr points to the most recent version of the page that has deαnitely been written to stable storage▷

of the global sync counter is recorded in a syncToken αeld in each pageφs header▷

After the split P φs parent page A must be updated▷ Page A initially contains a key K1 which points to P ▷ The traditional Btree split algorithm calls for a new key K2 containing a pointer to P_b to be added to A▷ In the shadow paging algorithm A is updated in the following manner.

↼1↽ The new key K2 is allocated on A▷ K2φs childPtr αeld contains the page number of page P_b▷

↼2a↽ If P φs sync token is different from the current global sync counter P must have been written to stable storage already▷ In this case the prevPtrs for both K2 and K1 are set to point to P and P is added to an inmemory tobefreed list▷ After the next sync operation P will be added to the index freelist ↼see Figure 5▷3↽▷

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 180

Figure 5▷3. Shadowing Page Split▷ Page P has split▷ After using the syncToken to verify that P is on stable storage the original prevPtr value for Key1 on page A is discarded▷ P becomes the previous page for both Key1 and the new Key2▷

Figure 5▷4. Two Page Splits During the Same Transaction▷ First P split then P_a split in the same transaction▷ P a1P a2 and P b all share the same previous version since any key on any one of these pages that existed before the failure is recorded stably on page P ▷

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 181 ↼2b↽ If P φs sync token is the same as the current global sync counter the prevPtr for K1 must be reused since P is not yet on stable storage▷ K1φs prevPtr is assigned to K2φs and P is freed immediately▷ This situation only occurs if two splits occur at the same key between sync operations ↼see Figure 5▷4↽▷ ↼3↽ K2 is inserted into page Aφs line table▷ ↼4↽ K1 is modiαed so that its childPtr αeld contains the page number of P_a instead of P ▷

If adding K2 to the page A causes A to split the same algorithm is followed unless A is the Btree root page▷ If the root page splits a new root page is created containing two <keydata> pairs pointing to the two halves of the old root▷ The αrst page of the index is a metadata page containing a pointer to the current root of the tree▷ Like internal page keys the root pointer must contain a previous and current page pointer▷ In order to prevent an intrapage inconsistency we must be careful when adding K2 to the line table▷ The line table entries are intrapage pointers offsets within the page which point to key values▷ The line table is ordered so the line table entry following K1φs offset is selected to hold K2φs offset▷ The line table is extended by αrst copying the last entry in the line table one element beyond the line table then incrementing the nKeys αeld of the page header▷ Next all of the line table entries between K1φs and the last one are copied one entry to the right of their current position▷ Finally K2φs offset is saved in the entry after K1φs▷ Adding elements to the line table in this manner limits the kind of intrapage inconsis tency that can occur▷ Even if one transaction forces a Btree page to stable storage while

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 182 another is adding a line table entry we guarantee that the only possible intrapage incon sistency is a duplicate entry in the line table▷ The subsections below explain how these are detected and removed▷

Detecting Inconsistencies in the Index

Section 5▷2 pointed out that in POSTGRES Btrees only two kinds of inconsistencies could potentially arise after a failure. interpage and intrapage inconsistencies▷ Intrapage inconsistencies occur when a duplicate line remains in the page as described in the previous subsection▷ A crash during a Btree update can cause an interpage inconsistency only if the parent A is written to stable storage before the crash but not the child▷ In that case A points to an uninitialized page or a page that has been reused▷ If A was not written then the new child page is inaccessible but the parentchild link is consistent▷ Reclamation of pages that become inaccessible in a crash is discussed in a subsection below▷ The key whose insert originally caused an interrupted page splits may or may not have been lost in the failure but because of the POSTGRES forceatcommit policy that key will not make the index inconsistent▷ If the key is present it is certainly uncommitted▷ The transaction that caused the interrupted page split must have been aborted by the crash▷ POSTGRES transactions force all writes to disk at commit time so the split could not have been interrupted if the transaction had committed▷ If an uncommitted key is on a leaf page it points to an invalid heap record ↼or no heap record↽ and POSTGRES will ignore it as explained in Chapter Four▷ The committed keys in the subtree rooted at any Btree internal

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 183 page are the same whether the split occurs or not▷ Thus the failure effectively causes one or more spontaneous page splits but does not affect the committed contents of the index▷ POSTGRES detects both interpage and intrapage inconsistencies in the index during the course of normal index operations▷ When descending from A to P during a key lookup insert or delete the DBMS determines from A the minimum and maximum key values that should be on P before stepping from A to P ▷ At P the minimum and maximum key values actually present on the page are compared to the expected key range▷ If the key ranges are the same the parentchild link is consistent and the search can continue▷ If the key ranges differ or if the page is zeroed the DBMS has detected an interpage inconsistency▷ The DBMS detects an intrapage inconsistencies by checking whether or not adjacent entries in the line table contain the same offset value▷ Intrapage inconsistencies only need to be detected and repaired when a key is added to or deleted from a page▷ The duplicate entry will not cause key lookups to fail so it can be ignored during key lookups▷

Repairing Inconsistencies in the Index

As soon as a broken interpage pointer link is discovered the DBMS completes the work lost in the interrupted page split operation▷ The prevPtr shows the page that existed before the split▷ To reinitialize the outofdate child page the DBMS uses the keys on the parent page to determine the range of keys that were on the missing page▷ These keys are copied directly to the child page from the page pointed to by prevPtr▷ The sync token on the child page is initialized to the current global sync counter▷ After the child page has

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 184 been reinitialized the Btree search can continue using the new child page▷ Note that it is possible that both halves of the page split were lost in the crash▷ If that is the case the loss of each is detected and repaired independently▷ If the root page is split and the new version of the root is lost the prevChild page is copied directly to the child page▷ If no root page existed before the failure ↼i▷e▷ all keys inserted into the tree were lost↽ the root has no prevChild page and is initialized to an empty page▷ The DBMS repairs an intrapage inconsistency by deleting the duplicate entry▷ The DBMS copies line table entries left until the duplicate is the last entry in the line table then decrements nKeys in the page header▷

Free Space Management

During normal operation a linked list of pointers to the pages freed from an index is kept on an inmemory freelist associated with that index▷ Because the freelist is in volatile storage it does not survive system failures and must eventually be regenerated▷ As discussed in Chapter Four POSTGRES heap relations require a garbage collector as part of the storage systemφs archiving feature ♭69♯▷ Adding index freelist regeneration to its current archiving tasks does not make garbage collection much more expensive▷ While the freelist is being regenerated new pages can always be allocated by extending the index αle as long as the αle system does not run out of disk space▷ We assume that crashes are infrequent enough and disk space is plentiful enough that the index αle can be extended while the

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 185 freelist is being regenerated▷ The volatile memory freelist is only lost if the system fails▷ When the DBMS is shut down cleanly the index freelist is written to disk▷ Index metadata records the number of entries in the freelist and a pointer to the list on disk▷ When the DBMS is restarted the freelist from disk is used to initialize a new inmemory freelist▷ Before any of the pages from the freelist are used in new page splits the metadata pointer to the freelist on disk is invalidated▷ The list has to be invalidated on disk since all pages on the disk freelist will become free again after a failure▷ If pages are taken from the inmemory freelist in the mean time and allocated to page splits these pages could be reallocated when the DBMS restarts▷ The freelist in POSTGRES indices also must record information about the contents of the free page in order to ensure that broken parentchild pointer links in the shadow Btree will be detected▷ To show what information is necessary we αrst review how the freelist is used in a shadow Btree page split▷ First two new pages P_a and P_b are allocated from the free list▷ Next half the keys from the original page P are copied to each of the newlyallocated pages▷ Then a reference to P is added to a tobefreed temporary freelist whose contents are added to the true freelist only after the page split has been committed▷ Finally P φs parent A is updated so it contains pointers to P_a and P_b▷ Remember that when the DBMS later descends from A to P a during the search for a Btree key the DBMS

compares the range of keys on P a to the range of keys that A indicated would be on that page▷ If the child page contains a different key range an interpage inconsistency has been

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 186

detected, page A was been written to stable storage before a failure but not P_a▷ This technique for detecting interpage inconsistencies restricts the way the DBMS can

allocate pages from the freelist to hold the new child pages P a and P b▷ At the time of the

page split the page allocated to P a from the freelist contains whatever keys were on that

page at the time it was deallocated▷ Interpage inconsistencies will not be detected unless

the keys contained on the freelist page allocated to P a in the page split are not legal contents

of page P a▷ If the freelist page and P a contain the same key range the DBMS will be unable

to determine if P a was written out to stable storage before the system failed▷ In order for

the interpage inconsistency to be detected the freelist must record the key ranges of the

pages in the list▷ When a page P is deallocated during a page split the αrst and last key value on P must be recorded in the freelist along with the usual pointer to the deallocated page▷ This allows the DBMS to check that the page is not reallocated to hold the same key range▷ 5.3.4 Technique Two: Page Reorganization Indices

TheB-treemodi�cationsdescribedaboveaddfourbytestoeachkeyonaninternalpage (foraprevPtr). Ifkeysaresmall,theextrafourbyteswillreduceB-treefanoutandincrease the height of the tree. Increasing the height of the tree increases the average cost of data access.

ThepagereorganizationalgorithmreducesthislossoffanoutbyeliminatingtheprevPtr from the ¡key,data¿ pairs in a B-tree page. In this algorithm, however, splitting page P

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 187 does not reclaim space on the page immediately▷ During the split the DBMS copies half the keys on P to a new page and reorganizes P according to the algorithm described below ↼see Figure 5▷5↽▷ After reorganization P φs original keys are intact on the page so space has been made available on the new peer but not the original page P ▷ If the DBMS ever fails after P is written to stable storage but before P φs new peer is no keys are lost▷ The reorganized page P can still be used for recovery▷ Once a sync operation successfully writes both the reorganized P and its new peer to stable storage the space on page P containing the duplicated keys is reclaimed▷ If the DBMS must add keys to the original page P before the next sync operation it initiates an extra sync operation and blocks until the sync completes▷ Once the sync operation is done the space containing the duplicate keys on P can be reclaimed and the DBMS can add a new key to the page▷ The page reorganization algorithm adds the αelds prevNKeys and newPage to the page header▷ If the prevNKeys αeld on a page is nonzero the page still contains backup keys to be used in recovery▷ If prevNKeys is zero the page is safe for update▷ Below we describe a split of page P into P_a and P_b▷ P_a is the reorganized page▷ P_b is the page that will contain the new key that caused the split▷ Note that P a may be either the left or the right child after

the split▷ The newPage pointer in the reorganized page ↼P a↽ points to P b, newPage in P b is

null▷

A split of page P proceeds as follows.

↼1↽ Two new pages are allocated▷ P_a is allocated in memory only, it is not backed up on the disk▷ P b is allocated normally▷

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 188

Figure 5▷5. Page Split For Page Reorganization Btrees▷ After the split the reorganized page P a is mapped on top of the old page P on disk▷ Keys K3 and K4 are saved in the free space region of P a▷ If all of the split pages are successfully written to stable storage the area containing K3 K4 and the corresponding line table entries becomes free space▷ If not the duplicate copies of the keys will be used in recovery▷

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 189

↼2↽ Half of P φs keys are copied to P a and half to P b just as in a normal split▷ The

prevNKeys αeld on P b is initialized to zero▷ On P a it is initialized with the number

of keys on the original page P ▷

↼3↽ The keys from P_b are now copied to the free space area of P_a▷ These keys are not allocated on the page just copied into the pageφs free space region▷ A line table for

the keys is set up just beyond the line table for P a▷ P a is guaranteed to have space

enough for P bφs keys and line table because all of this information was stored on the

original page P ▷

↼4↽ The sync tokens of P_a and P_b are initialized using the global sync counter▷ ↼5↽ P_a is remapped ↼in the inmemory buffer pool metadata↽ to P φs location on disk▷ ↼6↽ The new key whose insertion caused the split is added to P_b▷ P φs parent page is now updated to reβect the split▷

Detecting and Repairing Inconsistencies

POSTGRES uses the same technique for detecting interpage inconsistencies in the page reorganization Btrees as it did in the shadow page Btrees▷ When the DBMS is searching for a key it steps from parent page to child page▷ At each step the DBMS checks that the key range on the child is consistent with the key range indicated by the parent▷ Intrapage inconsistencies are detected and repaired in the same way in both types of Btrees▷ Repairing interpage inconsistencies is slightly more complex in the page reorganization

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 190 Btree however▷ In the shadow Btrees interpage inconsistencies could occur only if the parent page was written to stable storage before either of the new child pages created in the page split▷ In the page reorganization Btrees the children are not symmetric so αve different kinds of inconsistencies can occur. ↼a↽ only P_a is written to disk ↼replacing P ↽ ↼b↽ only P_a and P_b are written ↼P_b is inaccessible from the parent↽

↼c↽ only the parent and P a are written

↼d↽ only the parent and P b are written

↼e↽ only the parent is written▷

If only P b is written the tree is not inconsistent ↼but page P b is lost↽▷ Note that each of these

inconsistencies will be detected by the same kind of range check used in the shadow Btree▷

As was the case in shadow Btrees the inconsistencies are repaired as soon as they are

detected▷ In cases ↼a↽ and ↼b↽ the tree becomes consistent by regenerating P ↼assigning prevNKeys to nKeys reallocates the duplicate keys↽▷ In case ↼c↽ P_b is regenerated by copying the duplicate keys saved on P a▷ In case ↼d↽ P a is regenerated by removing the keys

that are represented on P b▷ In case ↼e↽ the split is repeated to generate both P a and P b▷

Every time a key is added to or deleted from a page the DBMS must check whether

or not the free space on the page needs to be reclaimed▷ If the prevNKeys αeld is zero

there are no extra keys stored in free space▷ Otherwise the sync token on the page must be

checked▷ There are three cases.

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 191

↼1↽ If the sync token is the same as the global sync counter no sync operation has occurred

since the page was initialized so the duplicate keys on the page are still required for

recovery▷ The DBMS must block for a sync operation before the key can be added to

the page▷

↼2↽ If the sync token is greater than or equal to the last crash sync token but different

from the global sync counter the new key can be added normally▷ A sync operation

has deαnitely committed P a and P b and the keys on P a will no longer be needed for

recovery▷

↼3↽ If the page sync token is less than the last crash sync token we cannot immediately

tell if the split was committed successfully▷ The DBMS has crashed since this page

was written▷ If the pageφs sibling from the last split was lost in the crash the backup

keys on this page are still needed for recovery▷

In the last case the newPage pointer is used to αnd the sibling▷ If the sibling exists and

has the same sync token as the current page ↼or a larger one↽ the sibling does not need

to be recovered, the parent and both halves of page P made it to stable storage after the split▷ If the sibling is zero or has an older sync token the sibling is out of date and must be recovered▷ After a new key is inserted the prevNKeys αeld should be zeroed so we do not check for inconsistencies again until the next page split▷

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 192 5.3.5 Delete, Merge, and Rebalance Operations

Inaconventionalstoragesystem,deletingarecordfromthedatabaseforcestheDBMS todeleteallindexkeysthatrefertothatrecordfromthedatabaseaswell. Ifthetransaction thatdeletedthe recordaborts, theDBMS mustreinserttherecordandallofthe indexkeys that referred to it. As Chapter Four explained, POSTGRES is not a conventional system. When a record is logically deleted, it remains physically in place but is marked invalid. When the DBMS encounters an index key that points to a logically-deleted record, it is ignored. Eventually,avacuumcleanerprocessdeletestherecordanditsrelatedindexkeys.

This strategy means that the index recovery algorithms used by POSTGRES do not need toconsider theproblemofreinsertingindex keysaftera failure. The vacuumcleaner only physically deletes index keys when the transaction that logically deleted them has de�nitely committed. If the DBMS halts without completing a given index key delete operation, the vacuum cleaner will eventually encounter the key again after DBMS restart and delete it. Therefore, the only recovery-related problem that needs to be considered in deleteoperationsisensuringthatnostructuralinconsistenciesintheindexoccurasaresult offaileddelete operations.

ForthesimplestkindsofB-trees,deleteshavelesspotentialforcausinginconsistencies than inserts. Delete operations remove inter-page pointers from pages rather than store them on pages. Thus, deletes never leave pointers to allocated but uninitialized pages as occurredin page splits. In thesimplest B-trees, a pageis readyto deallocatewhen the last keyonthatpageisdeleted. Whenapage P is empty P s key on the parent page is deleted▷

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 193

Figure 5▷6. A merge operation on a balanced shadow Btree▷ Some keys including Key2 have been moved from the heavy page to the light page in order to even the sizes of the two pages▷ On the ancestor page A a dummy key has been added to represent the keys moved from heavy to light▷

As was the case with prevPages in the shadow algorithm P cannot actually be deallocated until the parent has been written to stable storage in the next sync operation▷ Delaying P φs deallocation ensures that it will not be reallocated while pointers to the page still exist in valid parts of the index on stable storage▷ Intrapage ↼line table↽ inconsistencies resulting from interrupted deletes look exactly like interrupted inserts ↼duplicate entries remain in the line table↽ and are handled in the same way▷ In general the merge operations required by balanced Btrees ↼B �-trees) can be handled by the recovery algorithms in the same way as page splits. Page reorganization can treat merge operations exactly like splits. When the merge operation moves keys from the heavy page to the light page to balance the two, it leaves the two peers in exactly the same state as two page reorganization peers: the heavy page is treated as the original peer in the split,

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 194

and the light page is treated as the �new� peer created by the split. The �new� peer in this case initially contains a few keys, but the recovery mechanism will not need to be aware of this.

For shadowing, merge operations must be done a little more carefully since the new light page effectively has two prevPages, the original light page and the original heavy page. The merge proceeds as usual, keys are moved from the heavy page to the light page, however, instead of modifying the key for the light page on the ancestor, we add a new key. The new key represents those keys moved from the heavy to the light page during the merge operation. Its child page is the new version of the light page; its prevPage is the old version of the heavy page. After the new pages are written to stable storage, this dummy key and the light key can be merged in order to reclaim space on the ancestor page. See Figure 5.6 for an example.

The �rst �ve subsections of section 5.3 described shadow and page reorganization algorithms for managing basic B-tree operations without a write-ahead log. However, POSTGRES and many commercial systems use a slightly more complex variation on the basic B-tree called a B linktree▷ These data structures have additional pointers between pages to achieve better performance▷ Section 5▷3▷6 explains how these structures work and shows the changes required to support them without a writeahead log▷ Section 5▷3▷7 discusses conventional index concurrency control algorithms and the ways in which they can be modiαed to support the POSTGRES index recovery techniques▷

CHAPTER 5▷ SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 195

Figure 5▷7. Normal B linkTree▷ Leaf nodes l_i are connected to one another by peer pointers▷ The path from parent to child is referred to as the roottoleaf path▷ 5.3.6 Secondary Paths to Leaf Pages: B link-tree InB^{link}tree indices the performance of indexed scans is improved with a doublylinked peer pointer chain between leaf pages with consecutive keys ↼see Figure 5▷7↽▷ The peer pointers allow scans to move from leaf page to leaf page without reading additional internal pages▷ Key inserts still traverse the path from root to leaf▷ When a page is split the left neighbor ↼or right and left in the shadow page algorithm↽ of the page must be relinked so that the peer pointer path is consistent▷ Blinktrees have more complicated failure modes than simple Btrees▷ There are two paths to any given leaf page, a key on the leaf page may be reached by either the peer pointer or the roottoleaf path▷ Techniques like those described above could be used to correct interpage inconsistencies in either path but in the worstcase failure mode the two paths could become inconsistent with one another▷ For example in Figure 5▷8 the roottoleaf

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 196

Figure 5.8: Worst-Case Inconsistent B link-Tree. Page_{P has split and A Pa,} and P_b were written to stable storage before the system crashed. P φs peers K and L were not▷ Thus the tree has a peer pointer path consistent with the tree before the split and a roottoleaf path consistent with the tree after the split▷ pathcontainsthepost-splitversionofagivenpage(inbold),whiletheoldpeerpointerpath containsthe pre-splitversion ofthepage.

Even this worst-case failure does not actually corrupt the index unless a key is added toordeletedfromoneoftheduplicatepagescreatedbythefailure. The transactionwhose incomplete split created the duplicate paths did not commit (otherwise both paths would have been successfully written to disk). Until the �rst insert/delete after the failure, the duplicatepages containthesame set ofvalidkeys.

DetectingInconsistencies intheIndex

DuringaBlink-treescan, thepeerpointerpathischeckedforinter-pageinconsistencies. Unfortunately,thekey ranges used todetect inconsistencies inthe root-to-leafpathcannot

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 197

beused forthepeerpointerpath. Onthepeerpointerpath, apagedoesnotknowitspeer’s keyrangeandcannotrecorditaccuratelyunlesseachpageisupdatedwhenkeysareadded toits peer.

Todetectinconsistentpeerpointerpaths,weusetwoadditionalsynctoken�eldswhich mustbeincludedinthepageheader�oneassociatedwitheachpeerpointer. IfP1andP2 are peer pages, P1’s pointer to P2 and P2’s pointer to P1 must have the same sync token associated with them. When the peer pointers are reconciled during the split, the sync tokensforthepeerpointersonthe neighborpages mustbe resetalso.

Comparingtwopeers’synctokensduringpathtraversalwilldetectanyinconsistencyin thepath. Ifalinkisbrokenbyacrashduringupdate,thesynctokensonadjacentpageswill not agree. An inconsistent linkis repairedby followingthe root-to-leafpath to the correct peer. If the root-to-leaf path is broken, it is repaired using one of the repair algorithms describedabove.

Even sync tokens do not detect the existence of two completely separate pointer paths as occurs in Figure 5.8. In this case, the peer pointer path is internally consistent (and the sync tokens match), but the peer pointer path is not consistent with the root-to-leaf path. Whenever a key is inserted into a page P , we must ensure that P is linked into the most recentpeerpointerpath.

Wheninsertingakeyintopage P ,theDBMS�rstchecksthat P ’ssynctokenisgreater than the last crash sync token. If so, we know the page is part of a consistent peer pointer path. The path only becomes inconsistent during a system failure. Otherwise, the DBMS

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 198

must follow the peer pointer path in both directions from the leaf page targeted for insert. Thesearchstopswhenapagewithadifferentsynctokenisdiscovered(pagesynctokennot peerpointersynctoken). Ifthepeerpointerpathisconsistentuntilthispoint,theleafpage insertedintois reachablealongthe peerpointerpath. Oncethis isdone, we reinitializethe synctokenonthepage. ThiswillpreventtheDBMSforrecheckingthepathonsubsequent insertions. Because we are inserting a key into the page, the page will be written to stable storage anyway. Thus, the reinitialized sync token will reach stable storage at the end of transactionwithoutcausingany extraI/O.

In the worst case, searching this path is the most expensive part of this algorithm. If many page splits occur at the same time, the resulting pages have the same sync token. An insert into one of these pages, will cause each of them to be read. Even in this case, insertperformanceis affectedonlyforthe�rstkeyinsertedintoeachpageinthepathafter a failure; key lookup is not affected at all, even after failures. Insert performance after a crash could be improved in this worstcase with a small LRU cache ofsync tokens. When a sync tokenis veri�ed (by searching the peerpointer path duringan insert and �ndingno inconsistencies),thetokenshouldbeaddedtothecache. Onaninsert,thecacheischecked before verifying the peer path. A cache of size one would handle the worst-case, which occurs when a large index is created in a single transaction. In this case, each page in the indexhas the samesync token.

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 199

5▷3▷7 Dynamic Hashing for POSTGRES In hash indices, a hash functionapplied to the index key determines the address of the page (bucket)containinga ¡key, T ID¿ pair. Dynamichashing algorithmsallow the hash table to growas keys are added to it. Linear hashing [52] maps the value produced by the hash function directly to a bucket address. Extendible hashing [27] uses the hash value to �nd a directory entry. The directory entry contains a pointer, which is used to �nd the bucketaddress.

As a hash table grows, additional bits of the hash value are considered when mapping key tohash bucket. Ifa bucketover�owsbefore itcan be split, a second bucketis chained fromthe�rstusing a pointerlink. A bucketis splitby usingthe extrabit ofthehash value torehashkeysintoeithertheoldbucket(newbitiszero)oranewone(newbitisone). See [66]or[23]forsurveys ofdynamichashing algorithms.

ThePOSTGRESindexmanagementschemesaremoreapplicabletoextendiblehashing than to linear hashing. The shadowing algorithm can take advantage of the extra level of indirection provided by the directory in extendible hashing. A direct hashing algorithm likelinearhashing couldnot use theshadow algorithm,but coulduse page reorganization. Inconsistentdirectorypointerscouldbedetectedbystoringthebitmaskandthenumberof bits consideredin thebucketheader (ratherthan keyranges as in B-trees). Inconsistencies in pointers between over�ow pages can be detected with split tokens in the same way as peerpointersarein B link-trees.

Althoughwedonotyethaveanextendiblehashindeximplementation,wecanestimate

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 200

theimpactoftheshadowingalgorithmonhashindexreadperformance. Extendiblehashing requires one I/O to lookup a key value if the directory entry is in memory and two if the directory entry must be fetched from disk. The shadowing scheme doubles the size of the directory (with a prev pointer), so either doubles the amount of memory used for the directoryorincreases average access cost (asparts ofthe directorymust be demandpaged intomemory). 5▷4 Concurrency Control The POSTGRESB link-treeimplementationusesaconcurrencycontrolalgorithmbased on the one designed by Lehman and Yao [48]. In Lehman-Yao, readers and writers must descend the tree from root to leaf to �nd the page containing a given key. Writers ascend again as splits or deletes propagate up from the leaf. When descending, locks are not coupled;readersalwaysreleaseonelockbeforeacquiringthenext. Whenascending,locks arecoupled;thelockonachildpageisreleasedonlyafterthelockonthecorrectparentpage is acquired. As pointed out in [47], this algorithmis deadlock-free, since lock coupling is onlyusedwhentraversingthetreeinonedirection. Lockcouplinginbothdirectionsallows deadlockwhena readerholdingalockonancestor, A, triestoacquirealockonchildpage Pat thesame timeawriterholdinga lockonP (duringapage split)triestolockA.

Complexity arises in Lehman-Yao from the fact that a reader descending from A to P may�ndthat P hassplitduringtheperiodwhenthereaderwasnotholdinganylocks. When

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 201

descending, the reader saves a pointer to a child page P , releases the lock on the parent, andacquiresthe lockon P . Itispossible forthereadertobedescheduled bytheoperating system right before it acquires the lock on P . Other processes could split P before the reader is rescheduled. In the original Lehman-Yao scheme, the page split operation could movethekeysoughtbythereaderfrom P toaneighborpage. Pagesareneverdeallocated inLehman-YaoB-treesandapagesplitalwaysmovesthehigher-valuedkeystoanewpage, leavingthelower-valuedones inplace. Thus, ifthereader�ndsthatthekeyit issearching for is no longer in P , the reader moves horizontally in the tree (again, without coupling) untilit�ndsthekey. Intheunlikelyeventthattherehavebeenmany pagesplitsduringthe descent, the readermaytraversemanypages.

POSTGRESB-trees,especiallytheshadowB-trees,mustaccountforpagedeallocation. Because POSTGRES pages can be deallocated after a split, the DBMS must ensure that, when a page is deallocated, no descheduled reader will reawaken and try to examine the deallocated page. Our algorithm calls on the reader to pin the buffer containing the child page in memory before releasing the parent lock. The allocator knows not to reallocate pagesinbufferswithapincountgreaterthanone. Thereadermayunpinthebufferassoon as the child’s lock is released. This solution does not add synchronization overhead since the buffer must be pinned in memory before use anyway. Lanin and Shasha [47] discuss two more complex techniques for solving this problem in the case of pages recycled after thelast keyis deleted.

Also unlikeLehman-Yao, the reader process in POSTGRES shadow B-trees must �nd

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 202

out which pages were produced in the split of the child page P . Lehman-Yao guarantees that P itself is one of the pages that results from the split. The reader process can start its horizontalmovement fromthe originalpage P and be guaranteed to�nd any key that was on P atthetimeofthesplit. ForPOSTGRES pagereorganizationB-trees,this isstilltrue. For shadow B-trees, the page P was replaced with two new pages. To allow the reader to �ndthese pages, we adda pagereplacement pointertothe B-treepageheader. The page replacement pointer on the original page is set to point to the new left page. Whenever a process visits a page with a non-null page replacement pointer, it traverses the link to the new left child. This is analogous to the horizontal movement described above, required whenthekeyofinterestwasonthehighhalfofasplitpage. Notethatthepagereplacement pointer is only of interest when the page is pinned in memory by a current reader. It does noteverneed tobewrittentodisk anddoes notneed tosurvivefailures.

The original Lehman-Yao locking algorithm also assumed that peer pointers were unidirectional; each page only had a pointer to its right peer. This restriction means that rightward scans are faster than leftward scans. In order to eliminate the restriction, we introduce a new locking protocol to ensure that peer pointers are adjusted correctly. The POSTGRES protocol relies on a new type of lock called a split lock that allows us to distinguish page splits from reads and writes. Split locks con�ict only with split locks. Onlytheprocessholdingasplitlockcansplitapageoraddkeystoapage. Otherprocesses, however,mayadjust peerpointersonthe pagewithoutholdingthe splitlock.

The protocol will be described in detail below, but the description will be easier to

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 203

follow if it is clear how bidirectional peer pointers can give rise to deadlock. When a DBMS process splits a page, it �rst acquires a lock on the page to ensure that, during the split, no other processes add keys, delete keys, or concurrently attempt to split the page. Whenthe splitiscomplete, theprocess mustadjustthe peerpointerssothatthenew pages resulting from the split are accessible from the original page’s neighbors. To adjust the neighborpage’s peerpointers, each neighborpage mustbe locked. This situationis a case oflockcoupling. TheDBMSprocessisholdingalockonthepagebeingsplitandacquiring a lock on its neighbor. If two adjacent pages are split concurrently, a deadlock can occur as each process holds its own page and tries to acquire the neighbor. In the unidirectional pointer case, processes never lock couple in opposite directions so deadlock never occurs. Deadlock is possible in the bidirectional case because two processes are lock coupling in oppositedirections.

POSTGRESusesnormal(write)locksonpagesincombinationwiththenewsplitlocks inordertoavoiddeadlockwhen twoprocesses lockcoupleinopposite directions. When a DBMSprocessinsertsakeyintoapage,it�rstacquiresawritelockonthepagetoprevent other processes frominsertingkeys at the same time. Ifthe process �nds that a page must besplit,itreleasesthewritelock,acquiresasplitlock,andreacquiresthewritelock. Then, if the split is still necessary (someone else could have gotten the write lock and split the pageaftertheprocessreleasedthewritelock),theprocesssplitsthepage. Finally,thewrite lock on the original page is released and peer pointers on neighboring pages are updated. Updating a neighboring peer pointers requires a write lock on the neighbor page, but not

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 204

a split lock on the neighbor page. The split lock on the original page is released once the neighbor’speerpointershave beenupdated.

Deadlocks are impossible since processes acquire the split lock before the write lock, and acquireonlyonesuch pairin thetreeat a time. Because splitlocks andwritelocks do notcon�ict,processescanholdasplitlockononepageandacquirea(write)lockonapeer withoutcausingdeadlock.

Concurrentaccesscanmakeinter-pagelinkstemporarilyinconsistent,soouralgorithm must distinguish between true inconsistencies and false inconsistencies that arise during concurrent updates. When a link token inconsistency is discovered, the two inconsistent tokensarecomparedtothelastcrashsynctoken. Ifoneorbothoftheinconsistenttokensis morerecentthanthelastcrashsynctoken,thentheinconsistencywasatransientonecaused by concurrent access. If both are older than the last crash sync token, the inconsistency couldnothave been caused byaconcurrentupdate. 5▷5 Using Shadow Indices in Logical Logging Thus far, we have discussed our index management techniques in terms of the POST- GRESstoragesystem,however,thesametechniquescanbeusedtosupportlogicallogging in a conventional WAL-based storage system. Conventional index management schemes, suchastheoneusedbyARIES/IM[56],requireallmodi�cationstotheindextobewritten into the log. If a tuple is updated, the DBMS logs all keys inserted into indices as a result

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 205

of the update. If an index insert results in a page split, all keys moved from one page to another in the split must be logged as inserts into the destination page. Deletes from the originalpageinasplitareloggedsimplyaschangestothelinetable(i.e. anabbreviatedlog recordis constructedthat tells which key range was moved fromthe page in the split). As stated in the introductionto this chapter, conventional systems use the logged information torestorethe indextoconsistency aftera failure.

A logical logging scheme does not save index changes in the log. When a tuple is updated, changes to the tuple are logged but not the keys inserted into or deleted fromthe index. Instead, the logged tuple attributes serve as implicit log records for the indices on thoseattributes. Duringrecovery,theindexkeysaffectedbyanupdatecanbederivedfrom theloggedattributevalues. Iftheloggedchangeisundoneorredone,theDBMSdeletesor insertskeysintotheindicesasnecessary. TheDBMSmustdetectandignorereinsertionor redeletionofthesame ¡key,data¿pair.

The difference between the logical log and the conventional log is that the logical log contains only the keys inserted into or deleted from the index. It does not log keys that move around within the index due to page split and merge operations. While the logical log allowsthe system to determinewhich keys have been inserted intoor deletedfromthe index,itdoesnotmaintainthestructuralintegrityoftheindex. Someothertechnique,such as the ones described in this chapter, must be used to maintain index consistency during page splits. A conventional system using the POSTGRES index consistency techniques wouldnotneedtosynctheindexaftereverytransaction. InthePOSTGRESstoragesystem,

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 206

the DBMS had to sync the index afterevery transactionin orderto makethe keys inserted ordeletedbythattransactionpermanent. Syncingthelogicallogmakesinsertsanddeletes tothe indexpermanentwhenlogicalloggingisused. Log processingwillrestoreany keys lostduringthefailure.

Logical logging has some performance and disk space advantages over conventional indexmanagement. The conventionallogislongerthanthelogicallog,sinceconventional logsstoremany¡key,data¿pairsafterasplitoramerge. Because theconventionalsystem must log all keys moved fromthe originalpage to the new peer page, each page split adds at least half a page to the log (8KBytes and 4KBytes are typical page sizes). The longer logmeansmoredataneeds tobewrittentodiskoncommit,andmorelogpagesneedtobe read fromthe disk duringrecovery. The conventional log log takes up morespace on disk as well.

Moreimportantly,logicallogginghassomefaulttoleranceadvantagesoverconventional B-treemanagement. Little special case codeis requiredforrecovery. The same insert and deleteoperationsusedfornormalexecutionarealsousedforrecovery. Specializedrecovery code includes only the code to repeat the incomplete page split after an inconsistency is detected. Also, because logical logging stores a high level representation of index operations, systems using it are less likely to propagate damage caused by software errors into the log. If, for example, an internal index page is corrupted by a software error, conventionalphysicalloggingtechniquescan copythecorruptedkeysintothelog. During recovery, the corrupted keys will be restored to the index. Logical logging never copies

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 207

information from the index into the log. If software corrupts an index, the index can be recoveredusing abackup version(orcheckpoint)and thelog.

When comparing System R to ARIES, Mohan and Levine [56] suggest four reasons why the write-aheadlogging techniques used by ARIES are superior to the shadow-based logging approach used in System R[31]. These four objections do not apply to logical loggingusingshadowB-trees:

(1) Deadlocks During Undo: The usual response to a deadlock is to abort one of the deadlocked transactions. Since abort requires an undo, the potential for deadlocks during undomeansonlyoneabortingtransactioncanbeactiveatatime. Thelockcouplingstrategy described in Section 5.4 prevents processes from deadlocking during index operations. Therefore,concurrentabortscan execute concurrentshadowB-treeoperations.

(2)ConcurrencyOverheadDuringRecovery: IfseveralprocessesareusedforrecoveryinSystemR,concurrencyoverheadisincurredduringlogicalundoandredooperations. ARIESrequiresnoconcurrencycontrolfortheindexduringrecoverybecauserecoveryoperationscanbeappliedtoeachpageindependently. ParallelrecoveryofshadowB-treeswill havetouseconcurrencycontroljustas SystemRdid,butthelocksinvolvedareshort-term locks,nottwo-phaselocks. Recentsimulationresultsindicatethatwhenshorttermlocksare usedconcurrencycontroloverheadwillnotlimitrecoveryperformance. In[68],theconcurrencycontrolschemefrom[48]wassimulatedonaDBMSrunninga100%insertworkload with enough main memory bufferingfor 75% of the B-tree. The simulations showed that the workload was I/O-bound even at high degrees of multi-programming. If concurrency

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 208

overhead had signi�cantly affected performance, the simulation workload could not have been I/Obound, especiallywithsuch a largeamountofbufferspace available.

(3) I/O OverheadDuring Recovery: System R and shadow B-trees requiremore I/O operations duringrecovery than ARIES because logical undo operations must traverse the path from the root to leaf for every operation undone or redone. ARIES’ page-oriented recoverycan usually undoorredoan operationwitha singleread andwriteofa leafpage. The additionalI/Orequiredbythe shadowingscheme, however, issmall. The rootandthe upperpagesoftheB-treeindex mustbeloadedintomemoryasthe�rstfewoperationsare processed. Unless memory is scarce, these pages will remain in memory during the rest of log processing. Page-oriented recovery may not require these pages to be brought in during recovery, but the pages will have to be brought in before any useful work is done withtheindexafterrecovery. Also, operationalloggingwillactuallyreducethenumberof diskreads requiredto process thelogsince thelogitselfis muchmorecompact.

(4) B-tree Consistency After Failures: DBMS failurescan leave indices inconsistent unless the�le system uses shadow paging. Mohan and Levine’s objections to maintaining indexconsistency withshadowpagesarebasedonthepoorperformanceofshadowpaging inSystemR.

Because System R used shadow paging in the �le system, it had to use the technique to support recovery on both indices and data �les. For data �les, shadow paging reduced the performance of sequential scans dramatically. Shadow paging makes sequentiallyordered pages in the �le non-sequential on the disk. The techniques also force an extra

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 209

lookup(throughthepagemap)fordirectaccessto�lepages. Theconsistencymaintenance techniques described in this paper allow either no shadowing at all (page reorganization algorithm), or shadowing limited to index �les only. In indices, the sequential order of the pages on the disk is unimportant for performance. As shown in the next section, our shadowing-basedalgorithmdoeshaveanimpactonperformance,butnotaspronouncedas theimpactofshadow pagingonSystemR’s data �les.

Insummary,eveninaDBMSthatreliesonconventionalwrite-aheadlogginginsteadof the POSTGRES storage system, the index recovery techniques from Chapter Five can be helpful. Using our index recovery techniques in conjunction with logical logging reduces the amount of information stored in the log, giving both performance and fault tolerance advantages over more conventional index management. While a similar logical logging scheme caused performanceproblemsinSystemR, thePOSTGRES techniqueshave been designed toavoidthese problems. 5▷6 Performance Measurements Theindexmanagementtechniquesdescribedinthischapterincreasethecostofindexed access to the data in the database in several ways. First, shadow B-trees have largerspace requirements than conventional B-trees. The prevPtrs stored in the shadow B-tree keys make the keys bigger so fewer keys �t on a page. Thus, shadow B-trees will eventually become higher than conventional B-trees with the same number of keys. Higher B-trees

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 210

meanmorepageswillhavetobeaccessedtogettotheindexeddata. Inordertoillustratethis cost,Section5.6.1presentsacomparisonofshadowandnormalB-treeheights. Second,the DBMSmustcheckforinter-pageinconsistenciesasitdescendsfrompagetopageinthetree (thekey-rangechecks are describedin Subsection5.3.3). To quantifythe cost ofchecking for inter-page inconsistencies, we have implemented both techniques and measured the implementations. Section 5.6.2 presents these measurements. Third, several special cases causePOSTGRESB-treestodoanextradiskreadorwriteeitherduringrecoveryorduringa pagesplit. Section5.6.3enumeratesthesecasesandestimatestheirimpactonperformance. 5▷6▷1 Modelling The Effect of Increased Tree Heights OneperformanceconcernregardingPOSTGRESB link-treeindicesisthattheadditional space overhead they incurwillincrease the heightofthe tree,thus drivingup access costs. In orderto quantifythis cost, we calculated the index capacity at �xed heights fornormal, pagereorganization,andshadowB link-trees. As expected, normaltreesaddlevelsthemost slowly, and shadow trees add levels the most quickly. Page reorganization trees grow at nearlythesamerateasnormaltrees,sowehaveomittedthemfromtheanalysisthatfollows forthesakeofbrevity.

Figure5.9illustratesthedifferencesinheightbetweennormalB-treesandPOSTGRES shadow page B-trees for different tree sizes. The curves in Figure 5.9 labelled �Normal 4-Byte� and �Shadow 4-Byte� show the heights of normal and shadow B link-trees storing four-byte keys. The curves labelled �Normal 20-Byte� and �Shadow 20-Byte� show the

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 211

storage capacity vs. height tradeoffs fortrees with twenty-bytekeys. Note that the X axis in Figure 5.9 is logarithmic. The shaded regions highlight the tree sizes at which shadow trees have greater height than normal trees. For all regions of the X axis which do not have values in the shaded areas, shadow and normaltrees have the same height. The trees modelled have 8-KByte pages. Normal B link-trees have 6-byte internal page keys while shadowBlink-treeshave10-byteinternalpagekeysbecauseofthe4-byteprevPtr. Thepage headerinanormaltreeis16-byteswhiletheshadowtreeheaderis36bytesbecauseofsync tokensandthe replacementpointer.

Thegrowthrateusedinthecalculationsispessimisticfortheshadowingstrategy,since tree height is calculated assuming that keys are inserted in worst case order (ascending values). Ascending order leaves the maximum amount of unused free space in the index and forces the tree to grow at the fastest rate. If the trees grew more slowly, the curves wouldhave the same relationshipto one another (the shaded regions wouldhave the same area),butthestepswouldoccuratlargertreesizes. Weusedapagesize of8KBytes inthe analysis, since this isthe defaultinPOSTGRES.

The �gure shows that prevPtr overhead in shadow trees has lower impact as key size increases. Atheightthree, thedifferenceincapacity betweenthe treesstoringtwenty-byte keys is much smaller than the difference between those storing four-byte keys. The space consumedbyprevPtrsininternalpagescausesareductioninfanout,whicheventuallycauses greatertreeheight atsmaller capacities. The reductioninfanoutcaused by shadowingis a functionoftheratioofoverheadtokeysize. Largerkeyshaveproportionallylessoverhead,

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 212

Figure 5.9: HeightofTree forDifferentSizeB-trees.

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 213

hence, showa proportionallysmaller reductioninfanout.

In practice, the space overhead for shadow index prevPtrs will usually not affect tree height,evenwhenkeysizeissmall. Smalltreeshavefewlevelsofinternalpages,soprevPtr overhead is negligible. The heights ofB link-trees withseveral levels willcoincideformost treesizes,sotheheightimpactofshadowingwillstillbeminimal. Ifanintermediate-height shadow tree becomes stable at one of the non-coincident values, running a reorganization utilitywill redistributefree space and reduce the height ofthe index to the same level as a normaltree. Signi�cantheightdifferencesthatcouldnotbemaskedthroughreorganization wouldariseonlyifkeysweresmallandifthetreehadmanylevels. However,evenwiththe worst-case insertion order, a B link-tree of either type storing four-byte keys would exceed the2 GBytemaximumsize ofaUNIX�lebeforeitreached�ve levels. 5▷6▷2 Measurements of the POSTGRES B linktree Implementation To measure the performance of the shadow and page reorganization index implementations, we ran two tests against each type of index. The �rst test built indices of three differentsizesusingfour-bytekeys. Asinthecalculationsoftheprevioussubsection,these measurements give worst case performance; keys were added in ascending order in order togive thelargestnumberofpage splitsand greatesttreeheight. The second test retrieved 8,000 random keys from each index created in the insertion test. Keys were uniformly distributed throughout the range represented in the index. Measurements were made on a Decstation 5000/200runningUltrix4.0 andPOSTGRES.

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 214

Operation SizeofIndexinKeys B-treeType 10,000 20,000 40,000 Inserts Normal 12.065 s 24.269s 51.307s (1.000) (1.000) (1.000) Page Reorg 12.584 s 25.191s 53.718s (1.043) (1.038) (1.047) Shadow 12.318 s 24.924s 52.282s (1.021) (1.027) (1.019) 8,000Lookups Normal 9.122s 12.492s 19.536s (1.000) (1.000) (1.000) Page Reorg 9.441s 12.879s 20.259s (1.035) (1.031) (1.037) Shadow 9.368s 12.892s 20.200s (1.027) (1.032) (1.034)

Table5.1: Insert/LookupPerformance Comparison.

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 215

ThetimesshowninTable5.1arethemeanelapsedtimesoftenrepetitionsofeachtest. The standarddeviationofeach set ofmeasurementswasless than2.5% ofthemean. Each entryin the table includes, in parentheses, a normalizedtime forthattest. The normalized time is calculated by dividing the elapsed time for the test by the elapsed time of the conventional B-tree. For example, a shadow B-tree with a normalized read time of 1.02 is two percent slower than a conventional B-tree on the same workload. Only time spent in the Blink-tree access method, and in the routines that it calls, is reported in the table. This includesthecost ofreadingandwritingindexpagesfromandtotheoperatingsystem cache, but does not include the cost of committingtransactions. Commit cost will depend onthe loggingscheme chosen.

Theresultsshowthattheshadowalgorithmiswithinthreepercentofthecostofordinary Blink-treesforinsertions. Thehighercostisduetotheaddedexpenseofverifyinginter-page links in traversing the tree. For reads, the shadow tree percentages are about three and a halfpercentworsethanordinaryB link-trees. ThesemeasurementsonlyshowtheCPUcosts of the algorithm; they do not account for extra I/O that would be necessary if the shadow tree is higher than the normal B-tree. In each of the cases shown here, the heights of the shadow B-tree and normalized B-tree are the same. For the ranges at which the shadow treeis higherthanthenormaltree,each shadowlookupwouldpayan additionalI/O.

Costsforthepagereorganizationalgorithmaresimilar. Readsarebetweenthreeandfour percent more expensive than for the normal tree. Page reorganizationinsertions, however, are more expensive, between three and �ve percent higherthan the cost forinsertions into

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 216

an ordinaryB link-tree. Extra workmust be done to orderdata on oldpages duringsplits in page reorganization. As notedelsewhere in this chapter, page reorganizationis best suited toenvironmentswithlowinsertionrates.

Theoverallcostofusingeitherindexmanagementstrategyislikelytobeverysmallfor manyworkloads,sincetheDBMSspendslittleofitstimeintheindexaccess methods. For example,intheWisconsinbenchmark[12],POSTGRESspendsonly3.6percentofitstime inthe indexed access methods. The debit/creditbenchmarkused intChapter Threespends only16percentofitstimeintheindexaccess methods. Even4.7 percentofthis, ourworst performancedegradation,is smallerthan themeasurementerrorinthe benchmark. 5▷6▷3 Estimating Additional I◁O Costs During Recovery The POSTGRES index management techniques have several workload-dependent I/O costs that were not measured in the dissertation. In the normal case, a POSTGRES B-tree pagesplitandaconventionalB-treepagespliteachrequirethreepagestobewrittentodisk: theparentandeachchild. ApagereorganizationB-tree,however,willforceasynchronous pagewriteifthesameindexpage splitstwiceduringthesametransaction. Ifkeysarefour bytes long and pages are 8 KBytes, inserting 292 keys in the worst-case order during a singletransactioncould cause thisadditionalsynchronouswrite.

The other workload-related I/O cost occurs the �rst time keys are inserted into some page reorganization B-tree or B link-tree pages after a failure. In both trees, inserting a key into a page P sometimes requires the DBMS to read additional pages to determine

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 217

whether the page split that created P was committed. For example, when a page split occurs in a page reorganization B-tree, the duplicate keys on the reorganized page cannot be overwritten unless the peer page has de�nitely been written to stable storage. The �rst time a key is inserted into the page after the split has been committed, the page is marked (prevNKeysis cleared)so laterkeyinsertions do nothave to consider thestate of the peer. When no failurehas occurred since the split, comparing the sync token on the page to the global sync counter provides this information without examining the peer. If the �rst key insertion to a reorganized page occurs after a failure, however, the peer must be read and examined to ensure that it has the same token as the reorganized page (or a larger token). Whenthe�rstkeyinsertiontoaB link-treepageoccursafterafailure,theDBMSmustcheck thatthepageislinkedintothepeerpointerpathasexplainedinSection5.3.6. Again,extra work must be done if no key has been inserted into a page since the split that created the page.

Withoutworkloadmeasurements,itisdif�culttodetermineexactlyhowmuchadditional I/O will occur in each of these situations in practice. If we assume that key values are drawn froma uniformdistribution,however,we can estimate the numberofpages thatare untouchedatthetimeofacrash. ToestimatethenumberofpagesforwhichextraI/Oswere required, we simulated the construction of 8,000 B-trees each with a randomly-selected size averaging40,000 random-valued4-Bytekeys (� 500). These aretwo-leveltreeswith about 128 pages. On average 0.05 pages were untouched since the last page split. Hence, the additional I/O was rarely required. Simulating 1,000 B-trees with 1,000,00 4 byte

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 218

keys each, we found an average of 17 untouched pages that would have to be recovered. However,one ofthese pages wouldonlybe encounteredevery1,000key insertions,so the extrarecoveryworkwouldstill havea limitedeffectonperformance. 5▷7 Summary ThePOSTGRESDBMSreliesonano-overwritestoragesystemtoavoidlogprocessing during recovery. By avoiding log processing, POSTGRES recovers from failures quickly and eliminates a great deal of the complex recovery code found in most data managers. Unfortunately, concurrency requirements and inter-page pointers make the POSTGRES storagesystem techniques dif�culttoapplytoindex datastructuressuch as B link-trees.

In this chapter, we have presented two techniques for managing indices without using either write-aheadlog processing or the usual no-overwritetechniques of the POSTGRES storage system. The �rst technique is based on shadow paging; the second on page reorganizationduringsplits. Both algorithmsuse redundant informationin index pages to detect inconsistencies caused by system failures as they are encountered. Inconsistencies areremovedbyrepeatingtheinterruptedpagesplitormergeoperations. Thetwotechniques willalsobeusefulinWAL-baseddatamanagersthatwanttoavoidphysicalloggingduring page splits.

Measurementsofaprototypeimplementationsuggestthatthealgorithmswillhavelittle overall effect on data manager performance. Performance measurements show that key

CHAPTER 5. SUPPORTING INDICES IN THE POSTGRES STORAGE SYSTEM 219

insertsandlookupswillonlybethreeto�vepercentslowerwhenthetreeisentirelyinmain memory. Estimates of the effect of the algorithm on tree height show that key lookups in shadow-pageB link-treeswillreadonemorepagefromthediskthanlookupsinconventional Blink-treesundersome workloads.

Theheightestimatesandperformancemeasurementsalsoindicatethatahybridbetween thetwoalgorithmscouldreducecosts whilepreservingthebestfeaturesofeachalgorithm. Using shadow paging near the leaf pages would eliminate the cost of page reorganization splits in the part of the tree in which splits are most common. Using page reorganization nearer the root would reduce space overhead caused by prevPtrs in internal pages and signi�cantlyincreasefanout.

Chapter 6

Conclusions Thedayswhenuserssimplyacceptedthatcomputersystemscouldgodownforhoursor evenminutesarerapidlydrawingtoa close. Inthefuture,faulttolerancewillnolongerbe aspecialtyservicerequiredonlybymilitarysystems,hospitals,banksandstockexchanges. Trendsinthepricesofnon-volatileRAM(NVRAM)andhardwarereliabilityhavereduced the costs of the hardware components of fault tolerant systems. The advances in operator interfacesandmaintenanceoffaulttolerantsystemswillprobablyentermainstreamsystems soon as well. This will lead to widely-available, reasonably-priced conventional systems that mask most hardware errors and power outages. The tools used to administer these systems willpreventeliminateoperatorand maintenanceerrors.

However,inorderformodernsystems toremainreliableandavailableforlongperiods of time, they must run reliable system software. More careful software engineering will help somewhat, but software will always be complex enough that software failures will

CHAPTER 6. CONCLUSIONS 221

occur. In the face of these failures, the fault tolerant system must be able to halt rather than produce incorrect results. Once halted, the system must recover quickly, hopefully without interrupting people using the system. Regeneration of lost program state must be fast both to mask failures from users of the system and to eliminate the temptation for system designersto buildcomplex,unreliablerecoverysystems.

Thisdissertationhasexaminedthesoftwarefaulttoleranceproblemfromthestandpoint of database management systems. It has addressed three problems faced by the designers of fault tolerant software. First, it presented and analyzed data from software errors uncovered in commercial systems in order to help characterize software errors. Second, it described and evaluated a technique for detecting addressing errors and controlling the errorpropagationthattheycause. Finally,itextendedthePOSTGRESfastrecoveryfeature to improve every day performance in high-update-rate environments and to handle fast recoveryofcommunicationstateand indexdata structures.

Usingdatafromcommercialsystemsprograms,ChapterTwoassessed someoftheroot causes ofsoftwareoutage. Weproposedamodeloferrorsbasedondifferentkindsoferror propagation: control, addressing, and data errors. Studies of the MVS operating system, IMS database manager, and DB2 database manager showed that the distribution of these three kinds of errors was similar over the three systems. Control errors were about half of all errors, addressing errors 25�30%, data errors 10�15%, and the rest miscellaneous. ChapterTwoshowedthatprogramslosttheirpointofcontrollargelyduetoforgottenerror conditionsorunanticipatedprogramevents. Addressingerrorsoftenhadtodowithmemory

CHAPTER 6. CONCLUSIONS 222

management,notnecessarilywithbadpointers. Addressingerrorshadhigherthanaverage customer impact, probablybecause error propagationmade them dif�cultto diagnose and correct. The datapresentedinChapterTwoshowedthatmostaddressingerrorsweresmall and affected working data structures rather than data structures far away from the point of control. Finally, repeatable errors were relatively common. This fact combined with thedif�cultyofdesigning primary/backupcommunicationprotocolsbodes illforthemost commonredundancy-basedsoftwarefaulttolerancetechniques.

Chapter Three evaluated several models of page guarding, a technique that uses conventional virtual memory hardware to limit propagationof addressing errors. The models differedinthemannerinwhichtheDBMSspeci�edlegitimateupdatestothedata,offering different protection/cost tradeoffs. An implementation on the DECStation3100 showed seven to eleven percent impact for protecting the bufferpool in an update-intensive mainmemory database, but only two to three percent impact for the same database when disk I/Oswereconsidered. WhileChapterTwoindicatedthatthekinds of�wildpointer�errors thatwouldbemosteasilydetectedbyguardingwereuncommon,theseerrorsareamongthe hardestto�ndand�xusingconventionaldebuggingtechniques. Moreimportantthantheir error detection ability, the guarding techniques help eliminate the set of errors that affect data cached in main memory differently than data written to disk. In the guarded version of POSTGRES, the primaryreliabilitydifferencebetween data on disk and data cached in main memory is that the data structures used to manage the two resources are different, hence, aresubject todifferentsoftwareerrors.

CHAPTER 6. CONCLUSIONS 223

Chapters Four and Five attacked the system availability problem by extending the POSTGRES DBMS fast recovery features in several ways. In the original POSTGRES storage system design, the DBMS was optimized for fast restart rather than fast commit in order to improve system availability. Chapter Four described enhancements to the POSTGRES storage system that reduce its cost in a high-update-rateenvironment. These enhancementsincludebackwarddifferencingandanewstrategyforhandlingover�owpages that together make access to the current database fast even when the database contains a greatdealofhistoricaldata. PerformanceanalysisinChapterFoursuggeststhatwiththese enhancements, POSTGRES does the same amount of I/O as a conventional DBMS if (1) a suf�cientamountofnon-volatileRAM is available and(2)the log-structured�le system (LFS) is used, and (3) the POSTGRES historical data feature is disabled. If historical data is enabled, the analysis shows that POSTGRES does about thirty percent more I/O. ChapterFouralsoshowedhowchangestotheuseofthetransactionstatus�lecaneliminate allexaminationofthis�leduringsystemrestart. Becausethedatabaseremainsunavailable until clients are actually connected to the DBMS, Chapter Four added to POSTGRES techniques for quickly recovering communication between clients and the DBMS server. Chapter Five extended the POSTGRES storage system to handle index data structures without a write-ahead log. It described two index management techniques, one based on shadowpages and onebased onpage reorganization.

Overall, the POSTGRES fault tolerance strategy has been to anticipate technology shifts � faster processors, non-volatile RAM � and assume that new hardware can be

CHAPTER 6. CONCLUSIONS 224

used to mask the performance impact of simpler recovery strategies and additional error detection. Non-volatileRAM makesthePOSTGRESstoragesystempossiblebysoftening the performance impact of force-at-commit buffer management. Faster processors mean that additional processing costs associated with guarding and POSTGRES on-demand databaserecoverywillbelittlenoticedbycustomers. Fasterprocessorswillalsomeanthat using the same routines for recovery and for normal processing will have limited effects on performance. This has important reliability implications in, for example, the index managementcode,sincethecodeusedatrecoverytimeiscontinuallytestedduringnormal processing insteadofjustat recoverytime. 6▷1 Future Work

6▷1▷1 Providing Availability for LongRunning Queries TherecoverymodeldiscussedinthisdissertationconsideredtheDBMStobeavailable if new transactions could be initiated against the data. It did not consider the cost of discardingworkdonebyuncommittedtransactions. Inahigh-update-rate,short-transaction environment, the current POSTGRES model works well. Forcing the clients to simply resubmitfailedtransactions isa worthwhilecomplexity/availabilitytradeoff.

When the DBMS is used for long-running complex queries, however, restarting the query after a failuremay be unacceptable. Complex queries can run for minutes or hours, eveninahighperformancesystem. IftheDBMSfailsfrequentlyrelativetoqueryexecution

CHAPTER 6. CONCLUSIONS 225

time, users may not be able to make any progress on their work even though the database is �available�inthatusers can submitnewqueriesat amoment’snotice.

Toprovidehighavailabilityforlong-runningqueries,POSTGRESwouldhavetocheckpointintermediatestatesuchas thecurrentstateofthequeryplanandtemporaryrelations. Current commercial systems use savepoints to limit the rollback of long-running transactions, but savepoints only record updates made by the long running transaction. The complex query checkpoint mechanism wouldrecord intermediatestate ofread-only transactions and record some DBMS data structures in addition to database changes. Such a mechanismwouldrequireatunableparametertosetthefrequencywithwhichcheckpoints are taken. An additional open question in the design of such a system is determininghow torestorethe two-phaselocks associated withthequery. 6▷1▷2 Fast Recovery in a Main Memory Database Manager An important disadvantage of the POSTGRES Storage System is its reliance on a force-at-commit strategy for managing buffers. RAID, LFS, and NVRAM minimize this disadvantage, but still the cost of using magnetic disk as stable storage is a signi�cant cost in today’s systems. Obviously, database management systems designed to reside in main memory, ratherthan disk, wouldeliminate concerns related to force-at-commit[20]. POSTGRES can use NVRAM to lessen its commit costs, but it is still designed for a disk database. For example, care is taken that previous and current tuple versions reside on the same disk page to reduce the I/Os required during recovery and on index scans. As

CHAPTER 6. CONCLUSIONS 226

NVRAM prices approach those of conventional main memory, the idea of maintaining a main memory large enough to safely store an entire database becomes more and more practical.

Such a system could maintain high reliability and availability using variations on the page guarding and POSTGRES fast recovery techniques. The database itself would be organizedprobablyas a single append-onlylog tofacilitatepage guarding;onlythe tail of the log would ever be unguarded. Indexing strategies might be changed since structures such as B-Trees were designed for speedy access to data on disk. The garbage collection strategieswouldbeclosertothoseofthelog-structured�lesystemthantotheonesdescribed in this dissertation. The storage system would be unlike a conventional write-ahead log in that the log contains actual data values, not just undo/redo informationfor recovery. A fastmainmemorydatabasemanagementsystemwouldrequiresomekindofcheckpointing mechanismin ordertoprovidemediarecovery. 6▷1▷3 Automatic Code and Error Check Generation MuchofthecontrolerrorprobleminIMSandDB2hadtodowithprogrammers�missing acase�notconsideringanerrorconditionortimingconditionthatmightarise. Software engineering tools that track where error conditions are handled would be helpful. This is especiallytrueduringprogrammaintenance. Thechangeteamthatrepairsasoftwareerror discovered in the �eld may not always understand how the change affects the rest of the program control �ow. Regression testing alone does not seem to show whether all error

CHAPTER 6. CONCLUSIONS 227

conditionsthatwerehandledpreviouslyarestillhandledaftera bug�x. Inolderprograms such as IMS, a signi�cant fraction of software errors come from program maintenance. Software engineering tools that helped show how small modi�cations to the code affect programcontrol�owwouldbe helpful.

DB2 had a small number of false error detections that occurred when the program changed, but the assert statements designed to detect bad internal state did not. Software engineers wouldhelp alleviatethis problemby designing tools to (a)generate assert statements, or (b) �ag assert statements that are affected when code is changed. Solution (a) requires less work for programmers, but, on the surface, seems more error prone. Programmersaresupposed tothinkaboutassert statements. Ifassert statements aregenerated automatically,incorrectdata structurescan generateincorrectassert statements. 6▷1▷4 High Level Languages Throughoutthis dissertation, we have assumed that the currentgeneration oflow-level systems languages will remain popular among system designers. While these languages will probably never go away, it is conceivable that fault tolerant system designers will switch over to languages with more debugging and anti-bugging features than the ones used to construct POSTGRES and the systems studied in Chapter Two. One important area of future work is to examine the error characteristics of languages such as C++ [22], Hermes[71],andModula-3[35]withhigherdegreesoftypesafetythancurrentlanguages. Manyoftheaddressing-relatederrorscataloguedinChapterTwoinvolvederrorsinmemory

CHAPTER 6. CONCLUSIONS 228

management, unsafepointeroperations, and errorsintype coercion(uniontypeproblems) that these languages are designed to prevent. To our knowledge, no detailed error studies of systems programs written in these languages exist. It would be interesting to �nd out whether such languages have additional classes of errors not found in conventional programminglanguages.

TheprogramminglanguageAda[38]hasabuilt-inexceptionhandlingfacility. Wehave seen that many errorsin systems programsresult frommishandlederrorconditions. Since manylargeAdaprogramsexistnow,astudyoferrorreportsinthislanguage�especiallyin users’exceptionhandlingcode�wouldbeinteresting. Suchastudywouldalsobeusefulto designersofsoftwareengineeringtoolsthathelpprogrammerswritecodetohandleerrors.

Bibliography [1] A.AppelandK.Li. Virtualmemoryprimitivesforuserprograms. Proceedingsofthe 4th International Conference on Architectural Support for Programming Languages and OperatingSystems, April1991.

[2] M. Auslander, D. Larkin,andA. Scherr. Evolutionofmvs. IBM JournalofResearch and Development, 25(5),September1981.

[3] A. Avizienis. The n-version approach to fault tolerant software. IEEE Transactions on SoftwareEngineering, SE-11,December1985.

[4] MaryBaker,SatoshiAsami,EtienneDeprit,JohnOusterhout,andMargoSeltzer.Nonvolatile memory for fast, reliable �le systems. Proceedings of the 5th International Conference on Architectural Support for Programming Languages and Operating Systems, October1992.

[5] MaryBakerandMarkSullivan.Therecoverybox: Usingfastrecoverytoprovidehigh availabilityintheunixenvironment.ProceedingsoftheSummerUSENIXConference, June 1992.

BIBLIOGRAPHY 230

[6] J.Bannerjee,W.Kim,H.Kim,andH.Korth.Semanticsandimplementationofscheme evolutioninobject-orienteddatabases.ProceedingsoftheSIGMODConference,pages 311�322, December1987.

[7] J.Bartlett. Anonstopkernel. Proceedingsofthe8thSymposiumonOperatingSystem Principles, 1981.

[8] V. R. Basili and B. T. Perricone. Software errors and complexity: An empirical investigation. Communicationsofthe ACM, 27(1),1984.

[9] R. Bayerand C. McCreight. Organizationandmaintenance oflargeorderedindexes.

Acta Informatica,1(3):173�189,1972.

[10] B. Bershad, T. Anderson, L. Lazowska, and H. Levy. Lightweight remote procedure call. Proceedings of the 12th Symposium on Operating System Principles, pages 102�122, December1987.

[11] A. Bhide, E. Elnozahy, and S. Morgan. Implicit replication in a network �le server.

IEEE Workshop onManagementof ReplicatedData, November1990. [12] D.Bitton,D.DeWitt,andC.Turby�ll. Benchmarkingdatabasesystems,asystematic approach. Proceedings oftheVery LargeDataBases Conference, November1983.

[13] A. Borg, W. Blau, W. Graetsch, F. Herrman, and W. Oberle. Fault tolerance under unix. ACM Transactions onComputer Systems, 7, February1989.

BIBLIOGRAPHY 231

[14] M. Carey, D. DeWitt, D. Frank, G. Graefe, M. Muralikrishna, and E. Shekita. The architecture of the exodus extensible dbms. PROC IEEE International Workhop on Object-OrientedSystems, September1986.

[15] X.CastilloandD.P.Siewiorek. Workload,performanceandreliabilityofdigitalcomputing systems. Digest 11th InternationalSymposium on Fault-Tolerant Computing, 1981.

[16] A. Chang and M. Mergen. 801 storage: Architecture and programming. ACM Transactions onComputerSystems, 6(1):28�50,February1988.

[17] R. Cheng. Virtual address cache in unix. Proceedings of the Summer USENIX Conference, 1987.

[18] D. Comer. The ubiquitousb-tree. ACM ComputingSurveys, 11(4),1979. [19] D. Comer. Internetworking with TCP/IP. Prentice Hall, Englewood Cliffs, New Jersey, 1988.

[20] D. DeWitt, R. Katz, F. Olken, L. Shapiro, M. Stonebraker,and D. Wood. Implementation techniques for main memory database systems. Proceedings of the SIGMOD Conference, June 1984.

[21] B. Efron and R. Tibshirani. Bootstrap methods for standard errors, con�dence intervals, and othermeasures of statistical accuracy. Statistical Science, 1(1):54�77, 1986.

BIBLIOGRAPHY 232

[22] M.EllisandB.Barnestroup. TheAnnotatedC++ReferenceManual.Addison-Wesley, 1990.

[23] R. J. Enbody and H. C. Du. Dynamic hashing schemes. ACM Computing Surveys, 20(2):85�113,June 1988.

[24] A.Endres. Ananalysisoferrorsandtheircausesinsystemprograms. IEEE Transactions onSoftware Engineering, 1(2),1975.

[25] K.P. Eswaran,J.N. Gray,R.A. Lorie,andI.L. Traiger. Thenotionsofconsistencyand predicate locks ina database system. Communicationsof the ACM, 19(11):624�633, November 1976.

[26] Anon et. al. A measure of transaction processing power. Technical Report 85.1, Tandem Corporation,January1985.

[27] R. Fagin, J. Nieverrgelt, N. Pippenger, and H. Strong. Extensible hashing � a fastaccess method for dynamic hashing. ACM Transactions on Database Systems, 4(3):315�334,September1979.

[28] R. Glass. Persistent software errors. IEEE Transactions on Software Engineering, SE-7, March1981.

[29] J. Gray. Whydocomputersfailandwhatcanbedoneaboutit? Proc. 5thSymposium on ReliabilityinDistributedSoftware andDatabase Systems, 1986.

BIBLIOGRAPHY 233

[30] J. Gray. A census of tandem system availability between 1985 and 1990. IEEE Transactions onReliability,39(4),October1990.

[31] J. Gray, P. McJones, M. Blasgen, B. Lindsay, R. Lorie, T. Price, F. Putzolu, and I.Traiger. Therecoverymanagerofthesystemrdatabasemanager. ACM Computing Surveys, 13(2),June1981.

[32] R.Gupta. Afreshlookatoptimizingarrayboundschecking. PROCofACMSIGPLAN Notices Conference on Programming Language Design and Implementation, pages 272�282, June1990.

[33] A. Guttman. R-trees: A dynamic index structure for spatial searching. Proceedings of theSIGMODConference, pages 47�57,1984.

[34] T.HaerderandA.Reuter.Principlesoftransaction-orientedrecovery.ACMComputing Surveys, 15(4),1983.

[35] S. Harbison. Modula-3. PrenticeHall,EnglewoodCliffs,NewJersey, 1992. [36] IBM. MVS/Extended Architecture Overview, publicationnumbergc28-1348edition. [37] IBM Corporation. MS/VS Extended Recovery Facility (XRF): Technical Reference, 1987.

[38] J.D.Ichbiah,J.C.Heliard,O.Roubine,J.G.P.Barnes, B.Krieg-Bruckner,andB.A.

Wichmann. Preliminaryada referencemanual. SIGPLAN Notices, 14(6),June 1979.

BIBLIOGRAPHY 234

[39] R. Iyer and D. Rossetti. Effect of system workload on operating system reliability:

A study on ibm 3081. IEEE Transactions on Software Engineering, SE-11(12), December 1985.

[40] D. Jewett. Integrity-s2 � a fault-tolerant unix platform, �eld failures in operating systems. Digest 21st International Symposium on Fault-Tolerant Computing, June 1991.

[41] GerryKane. R2000RISCArchitecture. PrenticeHall, EnglewoodCliffs,NewJersey, 1987.

[42] W.Kim.Highlyavailablesystemsfordatabaseapplications.ACMComputingSurveys, 16(1),March 1984.

[43] J.C.Knight,N.G.Levenson,andL.D.St.Jean. Alargescaleexperimentinn-version programming. Digest 15th International Symposium on Fault-Tolerant Computing, 1985.

[44] D. Knuth. The errorsoftex. Software: Practice & Experience, 19(7),July 1989. [45] C.Kolovson. IndexingTechniquesforMulti-DimensionalSpatialDataandHistorical DatainDatabaseManagementSystems. PhDthesis, UniversityofCalifornia,Berkeley, EECS Department,ComputerScience Division,1990. UCB/ERL TR M90/105.

[46] B. Lampson and D. Redell. Experiencs with processes and monitors in mesa. Communicationsof theACM, 23(2):105�117,February1980.

BIBLIOGRAPHY 235

[47] V. Lanin and D. Shasha. Asymmetricconcurrentb-treealgorithm. Proceedings Fall JointComputer Conference, pages380�389, 1986.

[48] P. Lehman and S. Yao. Ef�cient locking for concurrent operations on b-trees. ACM Transactions onDatabaseSystems, 6(4),December1981.

[49] Y. Levendel. Defects and reliability analysis of large software systems: Field experience. Digest 19th International Symposium on Fault-Tolerant Computing, June 1989.

[50] H.LevyandP.Lipman.Virtualmemorymanagementinthevax/vmsoperatingsystem.

IEEE Computer, March1982.

[51] B. Liskov,S.Ghemawat,R.Gruber,P.Johnson, L.Shrira,andM.Williams. Replicationintheharp�lesystem. Proceedings ofthe13thSymposiumonOperatingSystem Principles, October1991.

[52] WitoldLitwin. Linearhashing: Anewtoolfor�leandtableaddressing. Proceedings of theVery LargeDataBases Conference, 1980.

[53] R. Lorie. Physical integrity in a large segmented database. ACM Transactions on Database Systems, 2(1):91�104,March1977.

[54] D. Menasces andO.Landes. Dynamiccrashrecoveryofbalancedtrees. Proceedings on Reliability in Distributed Software and Database Systems, pages 131�137, July 1981.

BIBLIOGRAPHY 236

[55] C. Mohan,D.Haderle,B. Lindsay,H.Pirahesh,andP.Schwarz. Aries: Atransaction recoverymethodsupporting�ne-granularitylockingandpartialrollbacksusingwriteahead logging. ACM Transactions onDatabase Systems, 17(1),March1992.

[56] C. MohanandF.Levine. Aries/im: Anef�cientandhighconcurrencyindexmanagementmethodusing writeaheadlogging. TechnicalReportRJ 6846, IBM, 1989.

[57] D.MorganandD.Taylor. Asurveyofmethodsforachievingreliablesoftware. IEEE Computer, 10(2),February1977.

[58] S. Mourad and D. Andrews. On the reliability of the ibm mvs/xa operating system.

IEEE Transactions onSoftware Engineering, SE-13(10):1135�1139,October1987. [59] M. Olson. Extending the postgres database system to manage tertiary storage. Master’sthesis,UniversityofCalifornia,Berkeley,EECS Department,ComputerScience Division, May1992.

[60] J.Ousterhout,A.Cherenson,F.Douglis,M.Nelson,andB.Welch.TheSpritenetwork operatingsystem. IEEE Computer, 21(2):23�36,February1988.

[61] D. Patterson, G. Gibson, and R. Katz. A Case for Redundant Arrays of Inexpensive Disks (RAID). Proceedings oftheSIGMOD Conference, June 1988.

[62] B. Randell. System structure for software fault tolerance. IEEE Transactions on Software Engineering, SE-1(2),June 1975.

BIBLIOGRAPHY 237

[63] M. RosenblumandJ.Ousterhout. The designandimplementationofalog-structured �le system. Proceedings of the 13th Symposium on Operating System Principles, pages 1�15, October1991.

[64] M. Schroeder and J. Saltzer. A hardware architecture for implementing protection rings. Communicationsof theACM, 15(3):157�170,March1972.

[65] M.Seltzer. FileSystemPerformanceandTransactionSupport. PhDthesis,University ofCalifornia,Berkeley,EECS Department,ComputerScience Division,1992.

[66] M. Seltzerand O. Yigit. A newhashing package forunix. Proceedings of theWinter USENIX Conference, January1991.

[67] T. ShimeallandN.Leveson. Anempiricalcomparisonofsoftwarefaulttoleranceand fault elimination. IEEE Transactions on Software Engineering, SE-17(2), February 1991.

[68] V. Srinivasan and M. Carey. Performance of b-tree concurrency control algorithms.

Proceedings oftheSIGMODConference, pages 416�425,June 1991. [69] M. Stonebraker. The postgres storage system. Proceedings of the Very Large Data Bases Conference, pages 289�300,September1987.

[70] M. Stonebraker and L. Rowe. The design of postgres. Proceedings of the SIGMOD Conference, June 1986.

BIBLIOGRAPHY 238

[71] Robert E. Strom, David F. Bacon, ArthurGoldberg, Andy Lowry, Daniel Yellin, and Shaula Alexander Yemini. Hermes: A Language for Distributed Computing. Series in InnovativeTechnology.PrenticeHall, Inc., 1991. ISBN0-13-389537-8.

[72] M. Sullivan. Software errors reported in 4.1 and 4.2 bsd unix. Unpublished notes fromasurvey oftheBSD errorreportdatabase, 1990.

[73] M.SullivanandR.Chillarege.Softwaredefectsandtheirimpactonsystemavailability �astudyof�eldfailuresinoperatingsystems. Digest21stInternationalSymposium on Fault-TolerantComputing,June 1991.

[74] M. Sullivan and R. Chillarege. A comparison of software defects in database management systems and operating systems. Digest 22nd International Symposium on Fault-Tolerant Computing,July 1992.

[75] M. Sullivan and M. Olson. An index implementation supporting fast recovery for the postgres storage system. Technical Report M91-98, University of California, Berkeley, 1991.

[76] D. Taylor, D. Morgan, and J. Black. Redundancy in data structures: Improving software fault tolerance. IEEE Transactions on Software Engineering, SE-6, May 1980.

[77] T. Thayer, M. Lipow, and E. Nelson. Software Reliability. TRW and North-Holland PublishingCompany, 1978.

BIBLIOGRAPHY 239

[78] K. Tso and A. Avizienis. Communityerrorrecoveryin n-versionsoftware: A design study with experimentation. Digest 17th InternationalSymposium on Fault-Tolerant Computing, 1987.

[79] P. VelardiandR. Iyer. Astudyofsoftwarefailuresandrecoveryinthemvsoperating system. IEEE Transactions onComputers, C-33(6):564�568,June 1984.

[80] S.WebberandJ.Beirne.Thestratusarchitecture.Digest21stInternationalSymposium on Fault-TolerantComputing,June 1991.

[81] W. Wulf. Reliable hardware/software architecture. IEEE Transactions on Software Engineering, SE-1(2),June 1975.

[82] W. Wulf, E. Cohen, W. Corwin, A. Jones, R. Levin, C. Pierson, and F. Pollack.

Hydra: The kernel of a multiprocessor operating system. Communications of the ACM, 17(6):337�345,June 1974.

[83] M. Young, A. Tevanian, R. Rashid, D. Golub, J. Eppinger, J. Chew, W. Bolosky, D.Black,andR.Baron. Thedualityofmemoryandcommunicationintheimplementation of a multiprocessor operating system. Proceedings of the 11th Symposium on Operating System Principles, pages 63�76, December1987.